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Netskope Certified Cloud Security Architect Sample Questions (Q54-Q59):

NEW QUESTION # 54
Review the exhibit.

You created an SSL decryption policy to bypass the inspection of financial and accounting Web categories.
However, you still see banking websites being inspected.
Referring to the exhibit, what are two possible causes of this behavior? (Choose two.)

* A, Anincorrect action has been specified.
¢ B. Anincorrect category has been selected
e C. The policy is in a "pending changes" state.
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¢ D. The policy is in a "disabled" state.

Answer: A,C

NEW QUESTION # 55

Users at your company's branch office in San Francisco report that their clients are connecting, but websites and SaaS applications
are slow When troubleshooting, you notice that the users are connected to a Netskope data plane in New York where your
company's headquarters is located.

What is a valid reason for this behavior?

A. The Netskope Client's on-premises detection check failed.

B. The Netskope Client's default DNS over HTTPS call is failing,
C. The Netskope Client's DNS call to Secure Forwarder is failing
D. The closest Netskope data plane to San Francisco is unavailable.

Answer: D

Explanation:

The reported issue of slow website and SaaS application access for users in the San Francisco branch office, despite being
connected to a Netskope data plane in New York, can be attributed to the geographical distance between the user location and the
data plane. The Netskope Security Cloud operates through a distributed network of data planes strategically placed in various
regions. When users connect to a data plane that is geographically distant, it can result in latency due to longer network traversal
times. In this case, the closest Netskope data plane to San Francisco might be unavailable or experiencing high load, leading to
performance issues. To address this, consider optimizing data plane selection based on proximity to the user location or nvestigating
any data plane availability or performance issues.

Reference:

Netskope Cloud Security

Netskope Resources

Netskope Documentation

NEW QUESTION # 56
Review the exhibit.

You installed Directory Importer and configured it to import specific groups ot users into your Netskope tenant as shown in the
exhibit. One hour after a new user has been added to the domain, the user still has not been provisioned to Netskope.
What are three potential reasons for this failure? (Choose three.)

A. The default collection interval is 180 minutes, therefore a sync may not have run yet.

B. Directory Importer does not support ongoing user syncs; you must manually provision the user.

C. Active Directory integration is not enabled on your tenant.

D. The server that the Directory Importer is installed on is unable to reach Netskope's add-on endpoint.
E. The user is not a member of the group specified as a filter

Answer: C,D,E

NEW QUESTION # 57

A conpany's architecture includes a server subnet that is logically isolated from the rest of the network with no Internet access, no
default gateway, and no access to DNS. New resources can only be provisioned on virtual resources in that segment and there is a
firewall that is tunnel-capable securing the perimeter of the segment. The only requirement is to have content filtering for any server
that might access the Internet using a browser.

Which two Netskope deployment methods would achieve this requirement? (Choose two.)

A. Deploy Data Plane on Premises (DPoP) with a proxy configuration on the servers.

B. Deploy IPsec or GRE tunnels in the segment to steer traffic from the servers to Netskope.
C. Deploy a mobile profile on the servers.

D. Install the Netskope Client on the servers

Answer: A,B



Explanation:

For a server subnet that is isolated and requires content filtering for any server that might access the Internet using a browser, the
two Netskope deployment methods that would meet this requirement are:

* B. Deploy Data Plane on Premises (DPoP) with a proxy configuration on the servers: Deploying DPoP would allow the isolated
servers to connect to the Netskope cloud for content filtering through a proxy configuration. This setup would enable the servers to
have controlled access to the Internet for content filtering purposes without requiring direct Internet access|.

* C. Deploy IPsec or GRE tunnels in the segment to steer traffic from the servers to Netskope: By deploying IPsec or GRE tunnels,
the traffic from the servers can be securely directed to Netskope for content filtering. This method is suitable for environments where
servers do not have direct Internet access, as the tunnel provides a secure path for traffic to reach Netskope's cloud services1.
These deployment methods are designed to work in environments with strict network isolation and provide the necessary content
filtering capabilities for servers accessing the Internet.

The deployment methods and their suitability for isolated server subnets are based on Netskope's documentation and resources,
which detail various deployment options and their use cases21.

NEW QUESTION # 58

You configured a pair of IPsec funnels from the enterprise edge firewall to a Netskope data plane. These tunnels have been
implemented to steer traffic for a set of defined HTTPS SaaS applications accessed from end-user devices that do not support the
Netskope Client installation. You discover that all applications steered through this tunnel are non-finctional.

According to Netskope. how would you solve this problem?

A. Restart the tunnel to stop the tunnel from flapping.

B. Downgrade from IKE v2 to IKE vl.

C. Install the Netskope root and intermediate certificates on the end-user devices.
D. Disable Perfect Forward Secrecy on the tunnel configuration.

Answer: C

Explanation:

When applications steered through an IPsec tunnel are non-fimctional, it is often due to the lack of proper trust establishment
between the end-user devices and the Netskope data plane. The solution is to install the Netskope root and intermediate certificates
on the end-user devices . This ensures that the devices recognize and trust the encrypted connection established by the IPsec tunnel,
allowing the HTTPS SaaS applications to finction correctly. Without these certificates, the devices may not be able to verify the
security of the connection, leading to application failures.

This solution is based on standard practices for securing IPsec tunnels and ensuring device compatibility with encrypted traffic
steering, as outlined n Netskope's documentation on traffic steering and IPsec configuration

NEW QUESTION # 59
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