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System Operation: For System Engineers, this section covers Elasticsearch data management that may
T | need to be externalized or migrated to accommodate system needs. Additionally, this section covers
configuring the recommendation engine and utilizing the war room functionality.
Security Management: This section covers how Security Engineers implement role-based access control
and set up team structures (© to strea sec management.
FRE2 (RBAC) and set up within FortiSOAR mline security manage
System Monitoring and Maintenance: For FortiSOAR Administrators, this domain covers using various
T3 tools for system monitoring to ensure consistent performance. This includes how to regularly oversee
FortiSOAR processes, along with other critical functions.
SOC and SOAR Overview: Security Engineers can gain an understanding of SOC and SOAR deployment
FE 4 requirements, including licensing management for FortiSOAR.
System Configuration: FortiSOAR requires careful setup of applications for FortiSoar System
F&ES Administrators. It covers system fixtures, and proxy settings to function optimally.
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Refer to the exhibit.

B Alert-12 Syn.antec EDR Alet: Rancom.\Wannacr,

@ Alert Detalls o3 Playbook ® Audit Log

Awaiting Action

Awaiting Action

Which two statements about the recommendation engine are true? (Choose two.)

¢ A. The recommendation engine is set to automatically accept suggestions.

¢ B. There are no playbooks that can be run on the recommended alerts using the recommendation panel
e (. The dataset is trained to predict the Severity and Type fields.

e D. The alert severity is High, but the recommendation is for it to be set to Medium

EX: CD
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The Recommendation Engine in FortiSOAR is designed to assist in alert triage by suggesting values for certain fields based on
historical data and machine learning models. In this case, the engine is trained to predict both the Severity and Type fields, suggesting
values that align with past incidents and threat intelligence. Although the current alert severity is High, the recommendation engine has
suggested adjusting it to Medium based on the pattern of similar past alerts, indicating a less critical threat level than nitially
perceived. This functionality helps analysts by providing data-driven insights, which can optimize alert handling and resource
allocation.

FIE #11
Refer to the exhibit.


https://www.kaoguti.com/NSE6_FSR-7.3_exam-pdf.html
https://tw.fast2test.com/NSE6_FSR-7.3-practice-test.html

Cheowe Modules and Views to Import

- timg i Ts L -
Meoitaliy ﬂ i | AN u Sl a10 Bk Aav - Lot lgm Q Doriiaed Wiew ﬂ ddd veorw
ol e AL, L
Acticn Preset Mergp RO
it Np g
Mame Trpe Dbsarvation Acthens
Maay 16 Midy 1dentic al Fus bt Found

-y S—
a Maay 1o Many i Feunid ﬁ.LT;T:ﬂ
o = 222 AT IFHE T —
‘When importing modules to FortiSOAR using the configuration wizard, what actions are applied to fields it you select Merge with
Existing as the Bulk action?

Compariet idgritic sl For

A. Existing fields are kept, new fields are added, and non-imported fields are kept.

B. Existing fields are overwritten, new fields are added, and non-Imported fields are kept.

C. Existing Holds are overwritten, now fields are added, and non-imported fields are deleted.
D. Existing fields are kept, new fields are added, and non-imported fields are deleted.

EX: B
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‘When importing modules into FortiSOAR using the configuration wizard and selecting "Merge with Existing” as the bulk action, the
behavior for field handling is as follows: any fields that already exist in the system are overwritten with the imported values. New
fields from the imported module are added to the system, while fields that are not part of the imported module remain unaffected and
are retained in the system. This option ensures that existing data structures are updated with new information without losing existing,
but non- imported, fields.
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View the exhibit:

What does the command output mean?

root@fortisoar ~1§ csadm db --check-connection

The file db external config.yml does not exist. Failed to connect the instanca.

REETRTINET

A. There is no connectivity between the PostgreSQL databases of the primary and secondary FortiSOAR instances.
B. The local PostgreSQL database is disabled on the FortiSOAR instance.

C. The configuration to enable database externalization has not been conpleted.

D. The local PostgreSQL database is configured on the FortiSOAR instance.

ER: C

FIRE #13
What are two different services that you can configure for monitoring system and cluster health statuses on FortiSOAR?
(Choose two.)

A. POP

B. Exchange
C. SMTP
D. IMAP

BER: BC

PR #14
Which three actions can be performed from within the war room? (Choose three)

e A Use the Task Manager tab to create, manage, assign, and track tasks.
¢ B. Investigate issues by tagging results as evidence.



e (. Change the roonis status to Escalated to enforce hourly updates.
e D. Integrate a third-party instant messenger directly into the collaboration workspace.
e E. View graphical representation of all records linked to an incident in the Artifacts lab

Z%:. ABE
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In FortiSOAR's War Room, users can perform several actions to manage incidents effectively. They can view a graphical
representation of records linked to an incident in the Artifacts lab, which helps visualize connections and dependencies. Additionally,
the War Room supports tagging investigation results as evidence, allowing for a structured approach to incident documentation.
Users can also manage tasks via the Task Manager tab, facilitating task creation, assignment, and tracking within the incident
response workflow.
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