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Juniper JN0-351 Exam Syllabus Topics:

Topic Details
¢ Spanning Tree: Networking professionals explore the principles and advantages of the Spanning Tree
Topic 1 Protocol (STP) to ensure loop-free topologies in Layer 2 networks.

¢ BGP: This topic focuses on the operational and conceptual elements of BGP, a cormerstone in enterprise
Topic 2 networks.
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o [ayer 2 Switching or VLANSs: This topic deepens the understanding of Layer 2 switching operations within

the Junos OS, including VLAN concepts and benefits. Experienced networking professionals gain insights
Topic 3 nto configuration, monitoring, and troubleshooting techniques essential for network segmentation and
efficiency.

e Layer 2 Security: This topic introduces Layer 2 protection mechanisms and firewall filters to fortify network
security. Practical skills in configuring, monitoring, and troubleshooting these features prepare candidates to

Topic 4
opL address exam objectives and real-world challenges effectively.

Juniper Enterprise Routing and Switching, Specialist (JNCIS-ENT) Sample
Questions (Q89-Q94):

NEW QUESTION # 89

Anupdate to your organization' s network security requirements document requires management traffic to be isolated in a non-
default routing-instance. You want to implement this requirement on your Junos-based devices.

Which two commands enable this behavior? (Choose two.)

A. set routing-instances mgmt _junos interface eml

B. set routing-instances mgmtjunoa interface ge-0/0/0.0
C. set system management-instance

D. set routing-instances mgmt_junos

Answer: C,D

Explanation:

To isolate management traffic in a non-default routing-instance on Junos-based devices, you can use the set system management-
instance and set routing-instances mgmt_junos commands 1 2 .

* set system management-instance : This command associates the management interface (usually named fxp0O or em0 for Junos OS,
or re0mgmt-* or rel :mgmt-* for Junos OS Evolved) with the non-default virtual routing and forwarding (VRF) instance 1 . After
you configure the non-default management VRF instance, management traffic no longer has to share a routing table with other
control traffic or protocol traffic 1 .

* set routing-instances mgmt_junos : This command creates a new routing instance named mgmt_junos

. The name of the dedicated management VRF instance is reserved and hardcoded as mgmt_junos ; you cannot configure any other
routing instance by the name mgmt _junos 1 .

Therefore, options C and D are correct. Options A and B are not correct because they attenpt to assign an interface to the
mgnt_junos routing instance, which is not necessary for isolating management traffic 1 .

NEW QUESTION # 90
Exhibit

What does the * indicate in the output shown in the exhibit?

A. The mterface is down.
B. The switch ports have a router attached.
C. The interface is active.
D. All interfaces have elected a root bridge.

Answer: C

Explanation:

* The exhibit shows the output of the command show vians brief , which displays brief information about VLANS and their
associated mterfaces 1 .

* The output has four columns: Routing instance, VLLAN name, Interfaces, and Tagging,

* The * symbol indicates that the interface is active, meaning that it is up and forwarding traffic 1 . This can be verified by the
command show mterfaces terse , which displays the status of the mterfaces 2 .

NEW QUESTION # 91



Referring to the exhibit, all users connected to the same VLAN can commumnicate with each other, but not with users on other
VLANS in this network.

‘What must be configured to enable communication between the VLANs?

A. A single logical IRB interface must be created and assigned to all three VLANS.

B. A separate routing device is required to forward traffic between the configured VLANS.
C. The switch ports to which the users are connected should be configured as trunk ports.
D. A logical IRB interface must be created and assigned to each VLAN.

Answer: D

NEW QUESTION # 92
Which two statements about DHCP snooping are correct? (Choose two.)

A. DHCP snooping inspects all DHCP packets on untrusted ports.

B. By defautlt, the Junos OS treats access ports as trusted and trunk ports as untrusted.

C. DHCP snooping uses ARP to add statically defined IP addresses to its database.

D. The DHCP database maps IP addresses, MAC addresses, and the associated VLAN.

Answer: A,D

NEW QUESTION # 93
Which two statements are correct about using firewall filters on EX Series switches? (Choose two.)

A. You can deploy only stateless firewall filters on an EX Series switch.

B. You can deploy both stateless and stateful firewall filters on an EX Series switch.

C. You can apply firewall filters to both Layer 2 and Layer 3 traffic on an EX Series switch.
D. You can only apply firewall filters to Layer 2 traffic on an EX Series switch.

Answer: A,C

Explanation:

* A'is correct because you can deploy only stateless firewall filters on an EX Series switch. A stateless firewall filter is a filter that
evaluates each packet individually based on the header information, such as source and destination addresses, protocol, and port
numbers 1 . A stateless firewall filter does not keep track of the state or context of a packet flow, such as the sequence number,
flags, or session information

1 . EX Series switches support only stateless firewall filters, which are also called access control lists (ACLs) or packet filters 2 .

* C is correct because you can apply firewall filters to both Layer 2 and Layer 3 traffic on an EX Series switch. Layer 2 traffic is
traffic that is switched withina VLLAN or a bridge domain, while Layer 3 traffic is traffic that is routed between VAN or networks
3 . EX Series switches support three types of firewall filters: port (Layer 2) firewall filtters, VLAN firewall filters, and router (Layer
3) firewall filters 4 . You can apply these filters to different interfaces and directions to control the traffic entering or exiting the
switch.

NEW QUESTION # 94
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