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%| &l Cloud Security Knowledge CCSK 2 ME & Al (Q34-Q39):

EE #34
Ifthere are gaps in network logging data, what can you do?

e A. Ask the cloud provider to open more ports.

e B. Ask the cloud provider to close more ports.

e C. You can instrument the technology stack with your own logging,

e D. Nothing. The cloud provider must make the information available.

¢ E. Nothing, There are simply limitations around the data that can be logged in the cloud.

He: C

HEE #35
What is the primary objective of posture management in a cloud environment?

e A. Optimizing cloud cost efficiency

¢ B. Continuous monitoring of configurations

¢ (. Managing user access permissions

¢ D. Automating incident response procedures

HE: B

Y.

The primary objective of posture management in a cloud environment is to ensure that cloud configurations are continuously
monitored to ensure compliance with security policies, best practices, and regulatory requirements. Posture management involves
assessing and maintaining the security posture by identifying misconfigurations, vulnerabilities, or non-compliant resources, and
ensuring that the cloud environment remains secure and aligned with organizational policies.

Automating incident response procedures is important but is not the primary focus of posture management, which focuses more on
proactive configuration and security monitoring. Optimizing cloud cost efficiency is a key concern in cloud management, but it is not
the main focus of posture management, which deals with security and compliance. Managing user access permissions is related to
Identity and Access Management (IAM), which is a separate aspect of cloud security from posture management.

HE #36
In a cloud environment, what does the Shared Security Responsibility Model primarily aim to define?

A. The compliance with geographical data residency and sovereignty

B. The relationships between laaS, PaaS, and SaaS providers

C. The division of security responsibilities between cloud providers and customers
D. The guidance for the cloud compliance framework

HE. C

MY
The Shared Security Responsibility Model clarifies which security responsibilities are managed by the CSP and which by the CSC,
based on the service model. Reference: [CCSK Study Guide, Domain 1 - Cloud Security Models][16Fsource].



HEE #37
Which ISO standards addresses Privacy in the cloud environment?

A.ISO 27017
B.ISO 27018
C.ISO 27032
D. ISO 27034
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: B

Y.

ISO/IEC 2701822014 establishes commonly accepted control objectives, controls and guidelines for implementing measures to
protect Personally Identifiable Information (PII) in accordance with the privacy principles in ISO/IEC 29100 for the public cloud
computing environment.

HE #38
Sending data to a provider's storage over an API is likely as much more reliable and secure than setting up your own SFTP server
ona VM in the same provider

o A False
e B. True

He: B
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