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Amazon AWS Certified DevOps Engineer - Professional Sample Questions
(Q195-Q200):

NEW QUESTION # 195

A highly regulated company has a policy that DevOps engineers should not log in to their Amazon EC2 instances except in
emergencies. It a DevOps engineer does log in the security team must be notified within 15 minutes of the occurrence.
‘Which solution will meet these requirements'?

e A Setup AWS CloudTrail with Amazon CloudWatch Logs. Subscribe CloudWatch Logs to Amazon Kinesis Attach AWS
Lambda to Kinesis to parse and determine if a log contains a user login If it does, send a notification to the security team using
Amazon SNS.

¢ B. Install the Amazon CloudWatch agent on each EC2 instance Configure the agent to push all logs to Amazon CloudWatch
Logs and set up a CloudWatch metric filter that searches for user logins. Ifa login is found send a notification to the security
team using Amazon SNSS.

e C. Setup a script on each Amazon EC2 instance to push all logs to Amazon S3 Set up an S3 event to invoke an AWS
Lambda fimction which invokes an Amazon Athena query to run. The Athena query checks tor logins and sends the output to
the security team using Amazon SNS.

e D. Install the Amazon Inspector agent on each EC2 instance Subscribe to Amazon EventBridge notifications Invoke an AWS
Lambda function to check if a message is about user logins If it is send a notification to the security team using Amazon SNS.

Answer: B

Explanation:
Explanation
httpsz/aws.amazon.com/blogs/security/how- to-monitor-and- visualize- failed- ssh-access-attempts-to-amazon-ec2-

NEW QUESTION # 196

A company has chosen AWS to host a new application. The company needs to implement a multi-account strategy. A DevOps
engineer creates a new AWS account and an organization in AWS Organizations. The DevOps engineer also creates the OU
structure for the organization and sets up a landing zone by using AWS Control Tower.

The DevOps engineer must implement a solution that automatically deploys resources for new accounts that users create through
AWS Control Tower Account Factory. When a user creates a new account, the solution must apply AWS CloudFormation
templates and SCPs that are customized for the OU or the account to automatically deploy all the resources that are attached to the
account. All the OUs are enrolled n AWS Control Tower.

Which solution will meet these requirements in the MOST automated way?

e A Deploy the Customizations for AWS Control Tower (CfCT) solution. Use an AWS CodeCommit repository as the
source. In the repository, create a custom package that includes the CloudFormation templates and the SCP JSON
documents.

¢ B. Create an Amazon EventBridge rule to detect the CreateManaged Account event. Configure AWS Service Catalog as the
target to deploy resources to any new accounts. Deploy SCPs by using the AWS CLI and JSON documents.

e C. Deploy CloudFormation stack sets by using the required templates. Enable automatic deployment.

Deploy stack instances to the required accounts. Deploy a CloudFormation stack set to the organization's management
account to deploy SCPs.

e D. Use AWS Service Catalog with AWS Control Tower. Create portfolios and products in AWS Service Catalog. Grant
granular permissions to provision these resources. Deploy SCPs by using the AWS CLI and JSON documents.

Answer: A

Explanation:

Explanation

The CfCT solution is designed for the exact purpose stated in the question. It extends the capabilities of AWS Control Tower by
providing you with a way to automate resource provisioning and apply custom configurations across all AWS accounts created in
the Control Tower environment. This enables the company to implement additional account customizations when new accounts are
provisioned via the Control Tower Account Factory. The CloudFormation templates and SCPs can be added to a CodeCommit
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repository and will be autormatically deployed to new accounts when they are created. This provides a highly automated solution that
does not require manual intervention to deploy resources and SCPs to new accounts.

NEW QUESTION # 197

A company uses AWS Secrets Manager to store a set of sensitive API keys that an AWS Lambda function uses. When the
Lambda function is invoked, the Lambda fimction retrieves the API keys and makes an API call to an external service. The Secrets
Manager secret is encrypted with the default AWS Key Management Service (AWS KMS) key.

A DevOps engineer needs to update the infrastructure to ensure that only the Lambda function's execution role can access the values
in Secrets Manager. The solution must apply the principle of least privilege.

‘Which combination of steps will meet these requirements? (Select TWO.)

¢ A Create a KMS customer managed key that trusts Secrets Manager and allows the account's oot principal to decrypt.
Update Secrets Manager to use the new customer managed key.

¢ B. Create a KMS customer managed key that trusts Secrets Manager and allows the Lambda function's execution role to
decrypt. Update Secrets Manager to use the new customer managed key.

¢ C. Remove all KMS permissions from the Lambda function's execution role.

e D. Ensure that the Lambda function's execution role has the KMS permissions scoped on the resource level. Configure the
permissions so that the KMS key can encrypt the Secrets Manager secret.

e E. Update the default KMS key for Secrets Manager to allow only the Lambda fimction's execution role to decrypt.

Answer: B,.D

Explanation:

The requirement is to update the infrastructure to ensure that only the Lambda finction's execution role can access the values in
Secrets Manager. The solution must apply the principle of least privilege, which means granting the minimum permissions necessary
to performa task.

To do this, the DevOps engineer needs to use the following steps:

Create a KMS customer managed key that trusts Secrets Manager and allows the Lambda fimction's execution role to decrypt. A
customer managed key is a symmetric encryption key that is fully managed by the customer. The customer can define the key policy,
which specifies who can use and manage the key. By creating a customer managed key, the DevOps engineer can restrict the
decryption permission to only the Lambda finction's execution role, and prevent other principals from accessing the secret values.
The customer managed key also needs to trust Secrets Manager, which means allowing Secrets Manager to use the key to encrypt
and decrypt secrets on behalf of the customer.

Update Secrets Manager to use the new customer managed key. Secrets Manager allows customers to choose which KMS key to
use for encrypting each secret. By default, Secrets Manager uses the default KMS key for Secrets Manager, which is a service-
managed key that is shared by all customers in the same AWS Region. By updating Secrets Manager to use the new customer
managed key, the DevOps engineer can ensure that only the Lambda finction's execution role can decrypt the secret values using
that key.

Ensure that the Lambda finction's execution role has the KMS permissions scoped on the resource level. The Lambda function's
execution role is an IAM role that grants permissions to the Lambda function to access AWS services and resources. The role needs
to have KMS permissions to use the customer managed key for decryption. However, to apply the principle of least privilege, the
role should have the permissions scoped on the resource level, which means specifying the ARN of the customer managed key as a
condition in the IAM policy statement. This way, the role can only use that specific key and not any other KMS keys in the account.

NEW QUESTION # 198

A conpany has an organization in AWS Organizations. The organization includes workload accounts that contain enterprise
applications. The company centrally manages users from an operations account. No users can be created in the workloadaccounts.
The company recently added an operations team and must provide the operations team members with administrator access to each
workload account.

Which combination of actions will provide this access? (Choose three.)

e A Inthe operations account, create an IAM user group that is named SysAdmins. Add an IAM policy that allows the
sts:AssumeRole action for the SysAdmin role in each workload account. Add all operations team members to the group.

¢ B. Create an Amazon Cognito user pool in the operations account. Create an Amazon Cognito user for each operations team
member.

e (. Create a SysAdmin role in each workload account. Attach the AdministratorAccess policy to the role.
Modify the trust relationship to allow the sts:AssumeRole action from the operations account.

e D. In the operations account, create an [AM user for each operations team member.



¢ E. Create a SysAdmin role in the operations account. Attach the AdministratorAccess policy to the role.
Modify the trust relationship to allow the sts:AssumeRole action from the workload accounts.
¢ F. Create an Amazon Cognito identity pool in the operations account. Attach the SysAdmin role as an authenticated role.

Answer: A,C,D

Explanation:
httpsz/docs.aws.amazon.conVl AM/latest/UserGuide/tutorial _cross-account-with-roles.html

NEW QUESTION # 199

A company's application development team uses Linux-based Amazon EC2 instances as bastion hosts.

Inbound SSH access to the bastion hosts is restricted to specific IP addresses, as defined in the associated security groups. The
company's security team wants to receive a notification if the security group rules are modified to allow SSH access from any IP
address.

‘What should a DevOps engineer do to meet this requirement?

¢ A. Enable Amazon GuardDuty and check the findings for security groups in AWS Security Hub.

Configure an Amazon EventBridge rule with a custom pattern that matches GuardDuty events with an output of
NON_COMPLIANT. Define an Amazon Simple Notification Service (Amazon SNS) topic as the target.

¢ B. Enable Amazon Inspector. Include the Common Vulnerabilities and Exposures-1.1 rules package to check the security
groups that are associated with the bastion hosts. Configure Amazon Inspector to publish a message to an Amazon Simple
Notification Service (Amazon SNS) topic.

e C. Create an AWS Config rule by using the restricted-ssh managed rule to check whether security groups disallow
unrestricted incoming SSH traffic. Configure automatic remediation to publish a message to an Amazon Simple Notification
Service (Amazon SNS) topic.

e D. Create an Amazon EventBridge rule with a source of aws.cloudtrail and the event name AuthorizeSecurityGrouplngress.
Define an Amazon Simple Notification Service (Amazon SNS) topic as the target.

Answer: D

Explanation:
https/aws.amazon.com/premiumsupport/knowledge-center/monitor-security- group-changes-ec2/

NEW QUESTION # 200
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