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Design a Zerc Trust
strategy and
architecture

Recommend security
best practices and
priorities (20-25%)

Design security Evaluate Governance Design a strategy
for infrastructure Risk Compliance [GRC) for data and
(10-15%) technical strategies applications [15-20%)

and security operations
strategies (10-15%)

W wHIZLABS

BONUS!!! PassTIP SC-100 Al 2AE T HE g FEE o2 2 E 5 M R httpsv/drive. google.conopen?
id=1knLEAWBwWXxBh032fg_-07utBytDeUt1-

PassTIP=Microsoft SC-100A|&lof| He 3t ZE BANREES HBHE 2 2 M Microsoft SC-100A| &S & A35t7| I8t =
19| Mefolat g4 U&LICH Microsoft SC-100A|E Braindump® S8 5tH & ICLX| o MHE RHAS S S8
% & LICH Microsoft SC-100 HEZHE M ME7|E o] 22| 213 2 2 2|5l AH PassTIPAIO|E0f| E0{2 A4

LIC}.

OlO|A2AZE SC- 100 AgE 2oe R 0|Y & stte T HAHL 1 &F 2t ZEof|M ™= ALt of
AlE2 AtO|H 2ot ZETIE RIS T MAXMoE ™= KA F 2l Microsoft Certified: Security, Compliance X
Identity Fundamentals XP"’<2| YHEQLICH O[T 2 AZE SC-100 Al S Sl 7HRI2 AOIH et of 7| Bl & & of
oMo TEHEE 5F5t 10| BokoM #H 75 €8 £ = U&LICH

>>SC-100Z| 1 EE QS AY 7IEXKE <<

Microsoft SC-100A| &ICHH| B X Z| Al O|2 - SC-100A| & IHA CISHEIE
A

g AGLULCH AIEE
REI|ZHE AZAFAHEL
|H e AgLich

M7t HEEH 0| E St 5 =& C}5t 7|0l PassTIPL] Microsoft®l & SC-100E =

PassTIP2| Microsoftl& SC-100E]Z & FOistAlH 1HE ot F & HO|OIEMHIAHTE
9
£ Moo HHE S 0f % & MH|AEPassTIPL| Microsoft®! & SC-1008Z & T 045t A


https://drive.google.com/open?id=1knLE4wBwXxBh032fg_-07utBytDeUt1-
https://www.koreadumps.com/SC-100-practice-test.html
https://www.passtip.net/SC-100-pass-exam.html
https://kr.fast2test.com/SC-100-practice-test.html

%| &l Microsoft Certified: Cybersecurity Architect Expert SC-100 F 2
A (Q101-Q106):

EZ2 #101

You have a Microsoft Entra tenant named contoso.com

You have a partner company that has a multi-tenant application named App1. Appl1 is registered to a Microsoft Entra tenant named
fabrikam.com

You need to ensure that the users in contoso.com can authenticate to Appl.

What should you recommend creating in contoso.com?

A. a systemrassigned managed identity
B. a user-assigned managed identity
C. an application object

D. a service principal
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A service principal is needed in a tenant to authenticate users to a Microsoft Entra multi-tenant application located in another tenant.
When a user froma different tenant signs in to a multi- tenant application, a service principal is automatically created in the user's
tenant upon consent to the application's permissions. This service principal acts as the application's identity within that specific tenant,
enabling authentication and access to resources secured by that tenant.

Reference:

https://learn.microsoft.conven-us/entra/identity-platformvapp-objects-and-service-principals

HAE #102

Youneed to recommend a multi-tenant and hybrid security solution that meets to the business requirements and the hybrid
requirements. What should you recommend? To answer, select the appropriate options in the answer area. NOTE: Each correct
selection is worth one point.

Answer Area

L ]
ize subscri tibn fnane Mll
To centralize s P 3

To enablé the management of on-premises resources.

Azure Stack Hub

To centralize subscrip
e M\ o
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To enable th%:maﬁéggnent of on-premises resources: |
A

Azure Stack Edge
Azure Stack Hub

Explanation:
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EAE #103
You have the Azure subscriptions shown in the following table.

Linked Microsoft Entra tenant Description

Contains an Azure Backup vault named
Vault1

contososecurity.com e | age SEcunty resources

contoso.com

The tenants contain the groups shown in the following table.

Name Tenant
Groupl | contoso.com Administrato anage Azure Backup for Sub1
Group2 %ﬂm;nggigﬁom Administzafef® who manage security for Sub1 and Sub2
You perform the following actions:

* Configure multi-user authorization (MUA) for Vaultl by using a resource guard deployed to Sub2.

* Enable all available MUA controls for Vault1.

* In contoso.com, create a Privileged Identity Management (PIM) assignment named Assignment1.

* Configure Assignment] to enable Group! to activate the Contributor role for Vault1.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is
worth one point.

Statements t
To enable MUA for Vault1, a resource guard mu i vd t“e
G

A user in Group2 must approve roup1 to the backup policies of

Vault1.

A user in Group1 that & j ﬁSIoifitte for the backups of
Vault1, without the ap 5 \

Statements

To enable MUA for Vault1, a resource guard must bie déployedto Sub1.

A user in Group2 must approve changes made by aliser in Group1 to the backup policies of
Vault1.

| Mrlﬁfmmssignmenﬂ can disable soft delete for the backups of
11, t userin Group2.

EE #104

You have a Microsoft 365 subscription.

You are designing a user access solution that follows the Zero Trust principles of the Microsoft Cybersecurity Reference
Architectures (MCRA).



You need to recommend a solution that automatically restricts access to Microsoft Exchange Online, SharePoint Online, and Teans
in near-real-time (NRT) in response to the following Azure AD events:

- A user account is disabled or deleted.

- The password of a user is changed or reset.

- All the refresh tokens for a user are revoked.

- Multi-factor authentication (MFA) is enabled for a user.

Which two features should you include in the recommendation? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. continuous access evaluation

B. Azure AD Application Proxy

C. Azure AD Privileged Identity Management (PIM)
D. Conditional Access

E. a sign-inrisk policy

HE: AD
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https:/learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-continuous- access-evaluation

AR #105
Your company plans to move all on-premises virtual machines to Azure. A network engineer proposes the Azure virtual network
design shown in the following table.

Virtual network | Description Peering connection
name

VMetd | Limitrtual machine scale sets ViNet3
You need to recommend an Azure Bastion deployment to provide secure remote access to all the virtual machines. Based on the
virtual network design, how many Azure Bastion subnets are required?

A0
B. 1
C.2
D.3
E. 4

He: E
ME:

httpsz/docs.microsoft.com/en-us/azure/bastion/vnet-peering
https:/docs.microsoft.com/en-us/learn/modules/connect-vim-with-azure- bastion/2-what-is-azure-bastion
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