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CompTIA Linux+ Certification Exam Sample Questions (Q75-Q80):
NEW QUESTION # 75 
Users cannot access a server after it has been restarted. At the server console, the administrator runs the following commands:
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Which of the following is the cause of the issue?

A. The server load average is too high.
B. The wrong protocol is being used to connect to the web server.
C. The DNS entry does not have a valid IP address.
D. The SSH service has not been allowed on the firewall.

Answer: D

Explanation:
The server is running and responding to pings, and DNS resolves correctly (dig server1 →
192.168.0.2). The ss -lnt output shows SSH (port 22) is listening, but the firewall (firewall-cmd -- list-all) does not list SSH among
the allowed services. Therefore, external users cannot connect because the firewall is blocking SSH.

NEW QUESTION # 76 
A Linux user frequently tests shell scripts located in the /home/user/scriptsdirectory. Which of the following commands allows the



user to run the program by invoking only the script name?

A. export TERM=$TERM=/home/user/scripts
B. export alias /home/user/scripts='/bin'
C. export SHELL=$SHELL=/home/user/scripts
D. export PATH=$PATH:/home/user/scripts

Answer: D

Explanation:
By appending /home/user/scripts to the PATH environment variable, the user can execute scripts from that directory by simply
typing the script name without specifying the full path.

NEW QUESTION # 77 
A user sends a request to access a virtual server via SSH. Which of the following commands is used to open the SSH standard
port?

A. iptables-save | grep dport-22/tcp
B. firewalld-cmd --remove-service=ssh --permanent
C. iptables -A INPUT -p tcp --dport sshd -j ACCEPT
D. firewalld-cmd --permanent --add-port=22/tcp

Answer: D

Explanation:
The firewalld-cmd --permanent --add-port=22/tcpcommand (commonly
firewall-cmd) opens TCP port 22 in the permanent firewalld ruleset so that SSH traffic is allowed. After running it, you'd issue
firewall-cmd --reloadto apply the change.

NEW QUESTION # 78 
Which of the following best describes JSON?

A. A file format for exchanging information or data between systems
B. A programming language that developers use to build dynamic websites
C. An open-source platform that facilitates the creation and administration of isolated environments
D. A software-based technique that allows a computer to simulate one or more machines so they appear to be real

Answer: A

Explanation:
JSON (JavaScript Object Notation) is a lightweight data-interchange format that is easy for humans to read and write, and easy for
machines to parse and generate. JSON is commonly used to transmit data between a server and a client, as it is language-
independent and can be used in many environments.

NEW QUESTION # 79 
A systems administrator receives reports about connection issues to a secure web server. Given the following firewall and web
server outputs:



Which of the following commands best resolves this issue?

A. ufw allow 80/tcp
B. ufw delete deny https/tcp
C. ufw disable
D. ufw allow 4096/tcp

Answer: B

Explanation:
The firewall output shows that port 443/tcp (HTTPS) is explicitly denied, even though the web server is correctly listening on it.
Removing the deny rule for HTTPS (ufw delete deny https/tcp) resolves the issue while still keeping the firewall active and secure.

NEW QUESTION # 80
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