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Fortinet FCP - FortiMail 7.4 Administrator Sample Questions (Q62-Q67):

NEW QUESTION # 62

An organization has different groups of users with different needs in email finctionality, such as address book access, mobile device
access, email retention periods, and disk quotas.

Which FortiMail feature specific to server mode can be used to accomplish this?

A. Email group profiles

B. Access profiles

C. Domain-level service settings
D. Resource profiles

Answer: D

Explanation:

In FortiMail's server mode, Resource Profiles let you group mailboxes by things like disk-quota limits and message-retention
periods, while corresponding Access Profiles control services such as address-book and mobile (ActiveSync) access. By defining
different resource profiles for each user class, you can give each group its own quota and retention settings (and pair them with
matching access profiles for service access).

NEW QUESTION # 63
Refer to the exhibit, which shows a command prompt output of a telnet command.

VINDOWS\system3fcmd.exe
C:\> telnet mx example.com 25
200 FE200F3A15000009.example.cop ESMTP.Smtpd: Thu,. 21 Jun 2021 17:06:43 -0400
mrﬁﬁ Ll ) | A Iq f
AHINI 3

‘Which configuration change must you make to prevent the banner from displaying the FortiMail serial nurmber?

A. Configure a local domain name
B. Add a protected domain

C. Change the operation mode

D. Change the host name

Answer: D

NEW QUESTION # 64

A FortiMail administrator is investigating a sudden increase in DSNs being delivered to their protected domain. After searching the
logs, the administrator identities that the DSNs were not generated because of any outbound email sent from their organization.
‘Which FortiMail antispam technique can the administrator enable to prevent this scenario?

A. FortiGuard IP Reputation

B. Spoofed header detection

C. Bounce address tag validation
D. Spam outbreak protection.

Answer: C

NEW QUESTION # 65
Refer to the exhibit, which displays an encryption profile configuration.
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Encryption Profile

B,

Name IBE_Push

Comment

Protocol IBE

F:RTINET

IBE Configuration

Access method Push b
Maximum size (KB) for Pusirméthod 1024

Encry ption algorithn AES 256 b4
Action on failure Enforce TLS -

What happens if the attachment size of an IBE email exceeds 1024 KB?

A. Pull delivery will be used.

B. TLS will be used.

C. AES 256 will be used.

D. The email message will not be delivered.

Answer: B

Explanation:
When the attachment exceeds the 1 024 KB push limit, the push attempt is treated as a failure and FortiMail falls back to the
configured "Action on failure," which here is to enforce TLS encryption.

NEW QUESTION # 66

A FortiMail administrator is investigating a sudden increase in DSN's being delivered to their protected domain. After searching the
logs, the administrator identifies that the DSNs were not generated because of any outbound email sent from their organization.
‘Which FortiMail antispam technique can the administrator enable to prevent this scenario?

A. FortiGuard IP Reputation
B. Spam outbreak protection
C. Spoofed header detection
D. Bounce address tag validation

Answer: D

Explanation:
Enabling Bounce Address Tag Validation prevents FortiMail from accepting forged bounce messages (backscatter) for mail it never
actually sent, stopping those unsolicited DSN's from reaching your users.

NEW QUESTION # 67
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