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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q222-Q227):
NEW QUESTION # 222 
Adam works as a Professional Penetration Tester. A project has been assigned to him to test the vulnerabilities of the CISCO
Router of Umbrella Inc. Adam finds out that HTTP Configuration Arbitrary Administrative Access Vulnerability exists in the router.
By applying different password cracking tools, Adam gains access to the router. He analyzes the router config file and notices the
following lines:
logging buffered errors
logging history critical
logging trap warnings
logging 10.0.1.103
By analyzing the above lines, Adam concludes that this router is logging at log level 4 to the syslog server
10.0.1.103. He decides to change the log level from 4 to 0.
Which of the following is the most likely reason of changing the log level?

A. By changing the log level, Adam can easily perform a SQL injection attack.
B. Changing the log level from 4 to 0 will result in the termination of logging. This way the modification in the router is not sent
to the syslog server.
C. Changing the log level from 4 to 0 will result in the logging of only emergencies. This way the modification in the router is
not sent to the syslog server.
D. Changing the log level grants access to the router as an Administrator.

Answer: C

Explanation:
The Router Log Level directive is used by the sys log server to specify the level of severity of the log. This directive is used to
control the types of errors that are sent to the error log by constraining the severity level.
Eight different levels are present in the Log Level directive, which are shown below in order of their descending significance:
Number Level Description
0emergEmergencies - system is unusable
1alertAction must be taken immediately
2critCritical Conditions
3errorError conditions
4warnWarning conditions
5notice Normal but significant condition
6infoInformational
7debug Debug-level messages
Note: When a certain level is specified, the messages from all other levels of higher significance will also be reported. For example,
when Log Level crit is specified, then messages with log levels of alert and emerg will also be reported.

NEW QUESTION # 223 
Which of the following helps in viewing account activity and events for supported services made by AWS?

A. AWS CloudFormation
B. AWS CloudHSM
C. AWS CloudTrial
D. AWS Certificate Manager

Answer: C

NEW QUESTION # 224 
Which of the following types of information can be obtained through network sniffing? (Choose all that apply.)

A. Programming errors
B. Telnet passwords
C. DNS traffic
D. Syslog traffic



Answer: B,C,D

Explanation:
Network sniffing is a process used to monitor and capture data packets as they travel across a network. Through network sniffing,
various types of information can be obtained:
DNS traffic: Sniffing can capture the queries and responses exchanged between DNS servers and clients, revealing which domains
are being requested by users on the network. Telnet passwords: Since Telnet transmits data, including login credentials, in clear text,
sniffing can easily capture these passwords as they traverse the network.
Syslog traffic: Syslog is a standard for message logging, and sniffing can intercept this traffic, providing insights into the events and
statuses reported by network devices. Programming errors, however, are typically not something that can be captured through
network sniffing, as they are related to the code's logic rather than the data transmitted over the network.

NEW QUESTION # 225 
A war dialer is a tool that is used to scan thousands of telephone numbers to detect vulnerable modems. It provides an attacker
unauthorized access to a computer. Which of the following tools can an attacker use to perform war dialing? Each correct answer
represents a complete solution.
Choose all that apply.

A. ToneLoc
B. NetStumbler
C. Wingate
D. THC-Scan

Answer: A,D

NEW QUESTION # 226 
Jason has set a firewall policy that allows only a specific list of network services and deny everything else.
This strategy is known as a____________.

A. Default access
B. Default deny
C. Default restrict
D. Default allow

Answer: B

NEW QUESTION # 227
......
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