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A2 #543

A company runs its databases on Amazon RDS for PostgreSQL. The company wants a secure solution to manage the master user
password by rotating the password every 30 days. Which solution will meet these requirements with the LEAST operational
overhead?

A. Use Amazon EventBridge to schedule a custom AWS Lambda finction to rotate the password every 30 days.

B. Integrate AWS Systerms Manager Parameter Store with Amazon RDS for PostgreSQL to automate password rotation.
C. Use the modlfy-db-instance command in the AWS CLI to change the password.

D. Integrate AWS Secrets Manager with Amazon RDS for PostgreSQL to automate password rotation.
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AWS Secrets Manager can integrate directly with Amazon RDS for automatic and seamless password rotation. Secrets Manager
handles the complexity of password management, including generating strong passwords and rotating themat a defined interval (e.g.,
every 30 days). It also automatically updates the connection information for RDS, minimizing operational overhead.

* Option A (Lambda with EventBridge): While possible, this requires custom coding and operational management of Lambda, which
introduces additional complexity.

* Option B (Manual password change): Using the modify-db-instance command requires manual intervention and is not autormated,
leading to more operational effort.

* Option D (Parameter Store): Systenms Manager Parameter Store is less specialized for password management than Secrets
Manager and does not have built-in automated rotation for RDS credentials.

AWS References:

* AWS Secrets Manager Rotation for RDS

HE #544

A company's web application consists of multiple Amazon EC2 instances that run behind an Application Load Balancer ina VPC.
An Amazon RDS for MySQL DB instance contains the data The company needs the ability to automatically detect and respond to
suspicious or unexpected behavior in its AWS environment. The company already has added AWS WAF to its architecture.
‘What should a solutions architect do next to protect against threats?

e A Use Amazon Inspector to perform threat detection and lo update the AWS WAF rules. Create a VPC network ACL to
limit access to the web application.

e B. Use AWS Firewall Manager to perform threat detection. Configure Amazon EventBridge to filter for Firewall Manager
findings and to invoke an AWS Lambda fimction to adjust the AWS WAF web ACL

e C. Use Amazon Macie to perform threat detection and to update the AWS WAF rules. Create a VPC network ACL to limit
access to the web application.

¢ D. Use Amazon GuardDuty to perform threat detection. Configure Amazon EventBridge to filter for GuardDuty findings and
to Invoke an AWS Lambda function to adjust the AWS WAF rules.

¥e: D

MH.

* Understanding the Requirement: The company needs to automatically detect and respond to suspicious or unexpected behavior in
its AWS environment, beyond the existing AWS WAF setup.

* Analysis of Options:

* Amazon GuardDuty: Provides continuous monitoring and threat detection across AWS accounts and resources, including
integration with AWS WAF for automated response.

* AWS Firewall Manager: Manages firewall rules across multiple accounts but is more focused on central management than threat
detection.

* Amazon Inspector: Focuses on security assessments and vulnerability management rather than real-time threat detection.

* Amazon Macie: Primarily used for data security and privacy, not comprehensive threat detection.

* Best Solution:

* Amazon GuardDuty with EventBridge and Lambda: This combination ensures continuous threat detection and automated response
by updating AWS WAF rules based on GuardDuty findings.

References:

* Amazon GuardDuty

* Amazon EventBridge

* AWS Lambda

AR #545

A solutions architect is creating a new Amazon CloudFront distribution for an application. Some of the information submitted by
users is sensitive. The application uses HTTPS but needs another layer of security.

The sensitive information should be protected throughout the entire application stack, and access to the information should be
restricted to certain applications.

‘Which action should the solutions architect take?

A. Configure CloudFront and set the Origin Protocol Policy setting to HTTPS Only for the Viewer Protocol Policy.
B. Configure a CloudFront signed cookie.

C. Configure a CloudFront field-level encryption profile.

D. Configure a CloudFront signed URL.



He: C
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Field-level encryption in Amazon CloudFront provides end-to-end encryption for specific data fields (e.g., credit card numbers,
social security numbers). It ensures that sensitive fields are encrypted at the edge before being forwarded to the origin, and only the
authorized application with the private key can decrypt them

This adds a layer of protection beyond HTTPS, which encrypts the whole payload but not individual fields.

Signed URLs and cookies are for access control, not encryption. Setting HTTPS Only is a good practice but does not satisfy the
field-specific encryption requirement.

EE #546

A company has a three-tier application on AWS that ingests sensor data fromits users' devices The traffic flows through a Network
Load Balancer (NLB) then to Amazon EC2 instances for the web tier and finally to EC2 instances for the application tier The
application tier makes calls to a database What should a solutions architect do to improve the security of the data in transit?

¢ A Encrypt the Amazon Elastic Block Store (Amazon EBS) volume on the EC2 instances by using AWS Key Management
Service (AWS KMS)

¢ B. Change the load balancer to an Application Load Balancer (ALB) Enable AWS WAF on the ALB

C. Configure AWS Shield Advanced Enable AWS WAF on the NLB

D. Configure a TLS listener Deploy the server certrficate on the NLB

He: D
3.
Explanation

The best option to improve the security of the data in transit is to configure a TLS listener and deploy the server certificate on the
NLB. This will ensure that the data is encrypted and secure as it travels through the network. Additionally, you could also configure
AWS Shield Advanced and enable AWS WAF on the NLB to further protect the network from malicious attacks. Alternatively,
you could also change the load balancer to an Application Load Balancer (ALB) and enable AWS WAF on the ALB. Finally, you
could also encrypt the Amazon Elastic Block Store (Amazon EBS) volume on the EC2 instances by using AWS Key Management
Service (AWS KMS).

You must specify an SSL certificate for a TLS listener. The load balancer uses the certificate to terminate the connection and
decrypt requests from clients before routing them to targets.
httpsz/docs.aws.amazon.convelasticloadbalancing/latest/network/create-listener. html

BB #547

[Design Secure Architectures]

A company wants to build a map of its IT infrastructure to identify and enforce policies on resources that pose security risks. The
company's security team must be able to query data in the IT infrastructure map and quickly identify security risks.

Which solution will meet these requirements with the LEAST operational overhead?

A. Use Amazon Neptune to store the data. Use SPARQL to query the data to identify security risks.
B. Use Amazon Redshift to store the data. Use SQL to query the data to identify security risks.

C. Use Amazon RDS to store the data. Use SQL to query the data to identify security risks.

D. Use Amazon DynamoDB to store the data. Use PartiQL to query the data to identify security risks.

HE: A

dY:

Understanding the Requirement: The company needs to map its IT infrastructure to identify and enforce security policies, with the
ability to quickly query and identify security risks.

Analysis of Options:

Amazon RDS: While suitable for relational data, it is not optimized for handling complex relationships and querying those
relationships, which is essential for an IT infrastructure map.

Amazon Neptune: A graph database service designed for handling highly connected data. It uses SPARQL to query graph data
efficiently, making it ideal for mapping IT infrastructure and identifying relationships that pose security risks.

Amazon Redshift: A data warehouse solution optimized for complex queries on large datasets but not specifically for graph data.
Amazon DynamoDB: A NoSQL database that uses PartiQL for querying, but it is not optimized for complex relationships in graph
data.



Best Option for Mapping and Querying IT Infrastructure:

Amazon Neptune provides the most suitable solution with the least operational overhead. It is purpose-built for graph data and
enables efficient querying of complex relationships to identify security risks.

Reference:

Amazon Neptune

Querying with SPARQL

Ttcertkr®| Amazon SAA-CO3E Z = Amazon SAA-CO3A|EEANHZAN et F7|Ho 2 Yoo|EE Tlgstod H= 7t
A 71E ZAMHTO|EE YOlo|EE T e T A& LICHF OIS Amazon SAA-CO3E Z 7} 0| EE|H X{5| S0
MRS 2 oAl 488 HUF L0 Helo|lEE 2 AMHTE Wasee|=nl Y H=o| FoijAlztol 14 0]gk
Ol EE2 UOIO|EMHIAE ¥E4 U&LCH

SAA-CO3A|E CH H : https//www.itcertkr.com/SAA-CO3_exam.html

B2 ES0| B2 Mzt EE §04 &7 K| ChLH A Amazon SAA-CO3AI BT A0 =4S CHEFLICH SAA-CO3Z|
HEHZE SAA-CO3AMAIY ZI[EEM ol CHHISto BFE T HHES 22 M AIFHMEE0| £oh B2 ITHA 2
MEOM R AEE FHERGLICH, Amazon SAA-CO3HHE 2| MHM HIE Xtz CHE ALEO| @l RHAS & L7t

x|z oA d3E FFMF e 71 F2 +EHUULCH OlFAH F2 AHEE S5t loiMe Hadt
= 2l Amazon SAA-CO3AI R & o{EH| ot EHHo| A AS7t2, IHE 0 Amazon SAA-CO3EH Z 9| Q17| E¢d

5| & Lt

otof, o BtsiC 8 3 F &0l & 3|8 stLt At 2242 st AIZ =AL A 71 A4S Hlus E8{0 Bich B2 B8
Ol Bf2 AlZtat E& E0f &7 X| Ch/HM Amazon SAA-CO3AIRI T A 0f 2|48 CHEFLICH SAA-CO3Z[AI”IZ =
SAA-CO3MAM AR 7|EE2M ol CHH|sto] BFEOITI HHEF AIZ2 M AIEHXH S 0| £ot B2 ITHAH AALEM
AHAFE HERGLICH

Z| A SAA-CO3HEE X|AMHH HEXE SEXE

CHE AFEMO| 9lE RHASE U7 7EX| D UCtER2 M=e FFMFE 7HE F2 sEHAULICH olFH F2 x4
&8 F5st=dl UoiM el Ha1tF2lAmazon SAA-CO3AIRIE o{E H 5t H BHHol| AR JUE7t2?

| 2 0l Amazon SAA-CO3EHZ 9| @17|= 2hed5| &/ QL.

* 100% & HAEE 758 SAA-CO3HHE 2| MHM HEXE ABCHHIRR U [ krfast2testcom ] & S3H &
Hv SAA-CO3 v IR R CIREE WI[SAA-CO3AIEIA 7158 SEEA|

e SAA-CO3HH E X|AMH HIEIXAE 2[4 AISAEH HECR [0 ¢ www.itdumpskr.com ) (&) @[] SAA-
CO3 & HM3SI0{ AR AIZRE FEREE CIREESHAA|RQSAA-CO3Rt e AIBFHT

o AEMAN RES SAA-CO3HHE 2| MHHE HuXtE HEZEXN () X|F [ www.exampassdump.com | £
(B)Y¥T 22 22 B 81 SAA-C03 (1B ZA 5t A AIRSAA-CO3RH 3 ARGl

e SAA-COSHHE X|AMHF HE Xtz HZZ AWS Certified Solutions Architect - Associate Al&{2 8ol & 247}
5 [ (www.itdumpskr.com) 2(B) Q1 {SAA-C03 | B HMSI0{ A AIRE FRER CIREEFHAIR
SAA-CO3AIE & H|

e MEE F2 SAA-CO3HHE 2 MHT HEXZ EHEZ AWS Certified Solutions Architect - Associate A& I &
O » kr.fast2test.com 2w SAA-C03 JF 2R CIREEE UE £ UE 219 MO|EQLICFSAA-CO3AIHE
A QISEHZIHE

o Z|AMHT SAA-CO3HHE 2| MHH HEXE AI”HFHZ [ “ www.itdumpskr.com”2| £ & Ct2E2E> SAA-
C03 Um0 x| 7t x| & ¥BILICFSAA-CO3E| A AIE

o SAA-CO3ZE|A HEZEXE [ SAA-CO3E|AM HESEAE [ SAA-CO3EHAEE 715 AMBREHZ 0 HM
Bt 5 H e www.koreadumps.com [/ M [ SAA-C03 ] & CI2EESAA-CO3HAEH 7I5 AlHEH=E

o SAA-CO3HHE %|MHF HEXZ HZ 2 AWS Certified Solutions Architect - Associate Al &2 8ol & 247}
& U [ www.itdumpskr.com | EAFO[EOAM ( SAA-C03 ) & ¥ HAMSI0d F&E CH2EESAA-C032I7IXt
A5

o SAA-CO3E|AMAIE [1SAA-CO3HHEE ZEXIZ [1SAA-CO3AIEMIH| 2 AHM HE TAIH AGZE F
B R CIRERE 2™ 0 www.passdtest.net 2 S&l> SAA-C03 <& M5 A A2SAA-CO3E|AAIH

e SAA-CO3Z|DHICIR [ SAA-CO3%| &l Q1B AR [ SAA-CO3HHE £|AMHZT 22X [ -
www.itdumpskr.com [1&(§) @111 SAA-C03 1§ A0 AIY AIEE FEE CHREESHA A 2SAA-CO3
HHE SEX=E


https://www.dumptop.com/free/SAA-C03-dump.html
https://www.itcertkr.com/SAA-C03_exam.html
https://kr.fast2test.com/SAA-C03-premium-file.html
https://kr.fast2test.com/SAA-C03-premium-file.html
https://www.pdc.edu/?URL=https%253a%252f%252fwww.itcertkr.com%252fSAA-C03_exam.html
https://www.exampassdump.com/SAA-C03_valid-braindumps.html
https://www.northwestu.edu/?URL=https%253a%252f%252fwww.itcertkr.com%252fSAA-C03_exam.html
https://kr.fast2test.com/SAA-C03-premium-file.html
https://bbs.pku.edu.cn/v2/jump-to.php?url=https%253a%252f%252fwww.itcertkr.com%252fSAA-C03_exam.html
https://www.koreadumps.com/SAA-C03-practice-test.html
https://nicetry.co/?s=SAA-C03%25ed%258d%25bc%25ed%258e%2599%25ed%258a%25b8+%25ec%25b5%259c%25ec%258b%25a0%25eb%25b2%2584%25ec%25a0%2584+%25eb%258d%25a4%25ed%2594%2584%25ec%259e%2590%25eb%25a3%258c+%25eb%258d%25a4%25ed%2594%2584%25eb%25a1%259c+AWS+Certified+Solutions+Architect+-+Associate+%25ec%258b%259c%25ed%2597%2598%25ec%259d%2584+%25ed%2595%259c%25eb%25b2%2588%25ec%2597%2590+%25ed%2595%25a9%25ea%25b2%25a9%25ea%25b0%2580%25eb%258a%25a5+%25f0%259f%25a5%258c+%25e3%2580%258c+www.itdumpskr.com+%25e3%2580%258d%25ec%259b%25b9%25ec%2582%25ac%25ec%259d%25b4%25ed%258a%25b8%25ec%2597%2590%25ec%2584%259c%25e3%2580%258a+SAA-C03+%25e3%2580%258b%25eb%25a5%25bc+%25ec%2597%25b4%25ea%25b3%25a0+%25ea%25b2%2580%25ec%2583%2589%25ed%2595%2598%25ec%2597%25ac+%25eb%25ac%25b4%25eb%25a3%258c+%25eb%258b%25a4%25ec%259a%25b4%25eb%25a1%259c%25eb%2593%259cSAA-C03%25ec%259d%25b8%25ea%25b8%25b0%25ec%259e%2590%25ea%25b2%25a9%25ec%25a6%259d
https://www.pass4test.net/SAA-C03.html
https://westcoastsextherapy.com/?s=SAA-C03%25ec%25b5%259c%25ea%25b3%25a0%25eb%258d%25a4%25ed%2594%2584%25eb%258d%25b0%25eb%25aa%25a8+%25e2%258f%25ab+SAA-C03%25ec%25b5%259c%25ec%258b%25a0+%25ec%259d%25b8%25ec%25a6%259d%25ec%258b%259c%25ed%2597%2598+%25f0%259f%2590%2583+SAA-C03%25ed%258d%25bc%25ed%258e%2599%25ed%258a%25b8+%25ec%25b5%259c%25ec%258b%25a0%25eb%25b2%2584%25ec%25a0%2584+%25eb%25ac%25b8%25ec%25a0%259c+%25f0%259f%2591%259f+%25e2%259e%25a5+www.itdumpskr.com+%25f0%259f%25a1%2584%25ec%259d%2584(%25eb%25a5%25bc)+%25ec%2597%25b4%25ea%25b3%25a0%25e2%2596%259b+SAA-C03+%25e2%2596%259f%25eb%25a5%25bc+%25ea%25b2%2580%25ec%2583%2589%25ed%2595%2598%25ec%2597%25ac+%25ec%258b%259c%25ed%2597%2598+%25ec%259e%2590%25eb%25a3%258c%25eb%25a5%25bc+%25eb%25ac%25b4%25eb%25a3%258c%25eb%25a1%259c+%25eb%258b%25a4%25ec%259a%25b4%25eb%25a1%259c%25eb%2593%259c%25ed%2595%2598%25ec%258b%25ad%25ec%258b%259c%25ec%2598%25a4SAA-C03%25ed%258d%25bc%25ed%258e%2599%25ed%258a%25b8+%25ea%25b3%25b5%25eb%25b6%2580%25ec%259e%2590%25eb%25a3%258c

e SAA-CO3HHE 2| MHT HEXE AYEHE | FE COR2ECEE {8 XIZ» www.dumptop.com «0i| M|
SAA-CO03 JHMSAA-CO3HHE 2| AHT X

o www.stes.tyc.edu.tw, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw, skyhighes.in, study.stcs.edu.np,
www.stes.tyc.edu.tw, Ins.drektashow.com, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw, Disposable vapes

BONUS!!! Itcertkr SAA-C03 A& BAE A HEME FEZ CHR 2 E5HM| : hitpsy/drive.google.comopen?id=1Dc5-
oTHirbeZZWXveCSY6WHNSn6eTS;


https://www.dumptop.com/Amazon/SAA-C03-dump.html
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3836558
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3775706
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3838242
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3837884
https://skyhighes.in/profile/jacksco329
https://study.stcs.edu.np/profile/rickfor130
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3837253
https://lms.drektashow.com/profile/edgray140
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3837568
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3785307
https://frvape.com
https://drive.google.com/open?id=1Dc5-gJHmbeZjZWXvIgC5Y6whN8n6cTSj

