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EC-COUNCIL Computer Hacking Forensic Investigator (CHFI-vl11) Sample
Questions (Q62-Q67):

NEW QUESTION # 62

During a complex malware investigation, a forensic investigator found a binary executable suspected to contain malicious code. The
investigator decides to perform static malware analysis to identify and analyze the threat. Which of the following actions should be
performed next by the investigator to reveal essential information about the executable's functionalities and features?

A. Calculating the cryptographic hash of the binary file for file fingerprinting
B. Disassembling the binary executable to study its structure and functionality
C. Submitting the executable to VirusTotal for online scanning

D. Performing a string search in the binary using ResourcesExtract tool

Answer: B

NEW QUESTION # 63

Sarah, a forensic nvestigator, is conducting a post-compromise investigation on a company's server that contains sensitive data. To
ensure the deleted files do not fall into the wrong hands, she follows amedia sanitization procedure. The process mvolvesoverwriting
the deleted data 6 times with alternating sequences of 0x00 and OxFF, followed by a final overwrite using the pattern 0xAA.

Which of'the following media sanitization standards has Sarah followed in this scenario?

A. NAVSO P-5239-26 (MFM)
B. VSITR

C. DoD 5220.22-M

D. GOST P50739-95

Answer: B

Explanation:

According to theCHFI v11 Computer Forensics FundamentalsandEvidence Handling and Sanitization guidelines,media sanitizationis
a critical process used to ensure that deleted or sensitive data cannot be recovered using forensic techniques. Different international
standards define specific overwrite patterns and the number of passes required to securely sanitize storage media.

The procedure described-six overwrite passes alternating between 0x00 and OxFF, followed by a final overwrite with 0xAA-exactly
matches theVSITR (Verschlusssache IT Richtlinien)standard. VSITR is a German government-approved data sanitization method
that mandates7 overwrite passes:

* Passes 1-6: Alternating 0x00 and OXFF

* Pass 7: Final overwrite with the pattern 0OXAA

CHFI v11 explicitly references VSITR as ahigh-assurance sanitization standard, suitable for environments handling classified or
highly sensitive information. This method is more rigorous than commonly used standards such asDoD 5220.22-M, which typically
uses 3 passes (or a legacy 7-pass variant with different patterns). NAVSO P-5239-26 (MFM)uses different overwrite schemes,
andGOST P50739-95generally involves fewer passes.

Froma forensic and legal standpoint, following a recognized sanitization standard like VSITR demonstrates due diligence,
compliance, and defensibility, especially when preventing data leakage after incidents.

Therefore, based on the overwrite pattern and number of passes described, the media sanitization standard followed by Sarah
iSVSITR, makingOption Cthe correct and CHFI v11-verified answer.

NEW QUESTION # 64
‘What technique used by Encase makes 1t virtually impossible to tamper with evidence once it has been acquired?

A. Every byte of the file(s) is copied to three different hard drives

B. Every byte of the file(s) is verified using 32-bit CRC

C. Every byte of the file(s) is given an MD5 hash to match against a master file
D. Every byte of the file(s) is encrypted using three different methods
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Answer: B

NEW QUESTION # 65
‘Which of'the following network attacks refers to sending huge volumes of email to an address in an attempt to overflow the mailbox,
or overwhelm the server where the email address is hosted, to cause a denial-of-service attack?

A. Email spamming
B. Email spoofing
C. Mail bombing
D. Phishing

Answer: C

NEW QUESTION # 66

During a forensic investigation into a suspected data breach, the investigator discovers that the attacker has intentionally tampered
with the digital storage media to erase evidence. Upon examination, the investigator finds that all addressable locations on the storage
device have been replaced with arbitrary characters, making it impossible to recover the legitimate files that were originally stored on
the drive, even with advanced forensic tools.

Which anti-forensic technique was used by the attacker in this case?

A. The attacker uses encryption to protect the file data and prevent recovery.

B. The attacker uses strong magnetic fields to erase file data without leaving recoverable traces.
C. The attacker uses irrelevant entries to substitute data in the files to inhibit recovery.

D. The attacker physically damages the device to ensure no file data can be recovered.

Answer: C

Explanation:

This scenario aligns with CHFI v11 objectives underAnti-Forensics Techniques, specificallydata destruction and data wiping
methods. The key indicator in the question is thatall addressable locations on the storage device have been replaced with arbitrary
characters, rendering the original data permanently unrecoverable- even using advanced forensic tools. CHFI v11 explains that this
outcome is characteristic ofintentional data overwriting, where original data is substituted with meaningless or random values to
destroy evidentiary content.

This technique is commonly referred to asdata wiping or data substitution, an anti-forensic method designed to defeat file recovery,
carving, and residual data analysis. By overwriting every sector of the disk with irrelevant data patterns, the attacker ensures that
neither file system metadata nor raw disk analysis can reconstruct the original files.

Encryption (Option A) preserves data but makes it unreadable, not destroyed. Magnetic degaussing (Option B) affects magnetic
media but does not result in structured arbitrary characters across all addressable locations as described. Physical destruction
(Option C) would damage hardware rather than systematically overwrite data. Therefore, consistent with CHFI v11 classifications,
the attacker employeddata substitution through overwriting, makingOption Dthe correct answer.

NEW QUESTION # 67

We strongly advise you to buy our windows software of the 312-49v11 study materials, which can simulate the real test
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Latest 312-49v11 Exam Pass4sure: https//www.vceengine.con/312-49v1 1-vee-test-engine. html

Our company has employed the experts who are especially responsible for recording the newest changes in this field and we will
definitely compile every new important point immediately to our 312-49v11 test braindumps, so we can assure that you won't miss
any key points for the exam, which marks the easiest and most professional way for you to keep pace with the times what's more, it
has been proven to be a good way for you to broaden your horizons, Only you attach close attention on the contest of 312-49v11
practice test questions which is high accuracy and high efficiency, you will find it is valid to prepare efficiently and clear exam

successflly.


https://www.vce4dumps.com/312-49v11-valid-torrent.html
https://www.vceengine.com/312-49v11-vce-test-engine.html

Create a study plan The right study plan helps you to focus on only what is important, Most programmers 312-49v11 grow to
appreciate the Objective-C messaging syntax, Our company has employed the experts who are especially responsible for recording
the newest changes in this field and we will definitely compile every new important point immediately to our 312-49v11 Test
Braindumps, so we can assure that you won't miss any key points for the exam, which marks the easiest and most professional way
for you to keep pace with the times what's more, it has been proven to be a good way for you to broaden your horizons.

312-49v11 Sure Answers & 312-49v11 Free Torrent & 312-49v11 Exam Guide

Only you attach close attention on the contest of 312-49v11 practice test questions which is high accuracy and high efficiency, you
will find it is valid to prepare efficiently and clear exam successfully.

All of the after sale service staffs in our Latest 312-49v1 1 Exam Pass4sure company have accepted the professional training before
they become regular employeesin our company, we assure that our workers 312-49v11 Updated CBT are professional enough to
answer your questions and help you to solve your problemns.

First and foremost, our company has prepared 312-49v11 free demo in this website for our customers, In this way, one can save
time and instantly embark on the journey of 312-49v11 test preparation.

e 312-49v11 Preparation Store [] New 312-49v11 Test Vce Free [ Valid 312-49v11 Guide Files [ | Download v/
312-49vl11 [y [] for free by simply searching on ¢/ www.examcollectionpass.com [1¢/ [} [1312-49v11 Braindumps Pdf

e 312-49v11 Preparation Store [ ] 312-49v11 Reliable Exam Book [] 312-49v11 Sample Exam [} Enter =
www.pdfvce.com [] and search for » 312-49v11 <« to download for free [1312-49v11 Test Cram Pdf

e 312-49v11 Printable PDF 1 312-49v11 Printable PDF [ Latest 312-49v1 1 Braindumps Sheet 1 Enter (
www.exanmdlabs.com ) and search for ( 312-49v11 ) to download for free [1312-49v11 Braindumps Pdf

e 312-49vl11 Standard Answers [ 312-49v11 Reliable Exam Book [ 312-49v11 Reliable Guide Files [ Search for (
312-49v11 ) and download exam materials for free through = www.pdfice.com & [Reliable 312-49v11 Braindumps
Ppt

¢ Customizable PDF Questions for Improved Success in EC-COUNCIL 312-49vl11 Certification Exam [] Search for {
312-49v11 } and download exam materials for fiee through 8- www.practicevce.com [1:8: [ [TLatest 312-49v11
Braindumps Pdf

¢ Certified Ethical Hacker 312-49v11 free valid dumps - EC-COUNCIL 312-49v11 actual pdf exam (] Go to website “
www.pdfice.com” open and search for [1312-49v11 [ to download for fiee [1312-49v11 Reliable Test Preparation

e New 312-49v11 Test Vce Free [1 312-49v11 Preparation Store [ 312-49v11 Reliable Exam Book [ Simply search
for = 312-49v11 OO for free download on [ www.validtorrent.com ] [1312-49v11 Key Concepts

e [atest Computer Hacking Forensic Investigator (CHFI-v11) real exans, 312-49v11 vee dumps [ Search for = 312-
49v11 [ and download exam materials for free through ( www.pdfvce.com ) [1312-49v11 Braindumps Pdf

e 312-49v11 Sample Exam [] 312-49v11 Reliable Guide Files [ 312-49v11 Test Cram Pdf [ The page for fiee
download of ™ 312-49v11 [1 on > www.practicevce.com [ will open immediately [1312-49v11 Braindunps Pdf

e New 312-49v11 Test Vce Free » Valid 312-49v11 Guide Files [ Valid 312-49v11 Guide Files [J Search on >
www.pdfvce.com [ for “312-49v11  to obtain exam materials for free download [1312-49v11 Standard Answers

e Certified Ethical Hacker 312-49v11 free valid dumps - EC-COUNCIL 312-49v11 actual pdf exam [] The page for free
download of = 312-49v11 (111 on ( www.troytecdumps.com ) will open immediately [1312-49v11 Reliable Guide
Files

¢ digttalrepublix.com, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, sbastudy.in,
www.stes.tyc.edu.tw, myportal utt.edu.tt, myportal. utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal. utt.edu.tt, myportalutt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, thedimpleverma.com, feiscourses.com, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal. utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, Disposable vapes

What's more, part of that VCEEngme 312-49v11 dumps now are free: https:/drive.google.com/open?
id=1YWzYstySSNpJTwLUss XP7EUduGIB-jxr


https://www.pdfdumps.com/312-49v11-valid-exam.html
https://www.vceengine.com/312-49v11-vce-test-engine.html
https://www.vceengine.com/312-49v11-vce-test-engine.html
https://www.examcollectionpass.com/EC-COUNCIL/312-49v11-exam-braindumps.html
https://www.pdc.edu/?URL=https%253a%252f%252fwww.vceengine.com%252f312-49v11-vce-test-engine.html
https://www.exam4labs.com/312-49v11-practice-torrent.html
https://www.northwestu.edu/?URL=https%253a%252f%252fwww.vceengine.com%252f312-49v11-vce-test-engine.html
https://www.practicevce.com/EC-COUNCIL/312-49v11-practice-exam-dumps.html
https://bbs.pku.edu.cn/v2/jump-to.php?url=https%253a%252f%252fwww.vceengine.com%252f312-49v11-vce-test-engine.html
https://www.validtorrent.com/312-49v11-valid-exam-torrent.html
https://udlogrones.com/?s=Latest%20Computer%20Hacking%20Forensic%20Investigator%20(CHFI-v11)%20real%20exams,%20312-49v11%20vce%20dumps%20%25f0%259f%25aa%2591%20Search%20for%20%25e2%259e%25a0%20312-49v11%20%25f0%259f%25a0%25b0%20and%20download%20exam%20materials%20for%20free%20through%20%25ef%25bc%2588%20www.pdfvce.com%20%25ef%25bc%2589%20%25e2%259c%258a312-49v11%20Braindumps%20Pdf
https://www.practicevce.com/EC-COUNCIL/312-49v11-practice-exam-dumps.html
https://hellokaleido.com/?s=New%20312-49v11%20Test%20Vce%20Free%20%25e2%2586%2599%20Valid%20312-49v11%20Guide%20Files%20%25f0%259f%259a%258f%20Valid%20312-49v11%20Guide%20Files%20%25f0%259f%2590%2597%20Search%20on%20%25e2%259e%25a4%20www.pdfvce.com%20%25e2%25ae%2598%20for%20%25e2%2580%259c%20312-49v11%20%25e2%2580%259d%20to%20obtain%20exam%20materials%20for%20free%20download%20%25f0%259f%258f%2596312-49v11%20Standard%20Answers
https://www.troytecdumps.com/312-49v11-troytec-exam-dumps.html
https://digitalrepublix.com/profile/seanwal531
https://myportal.utt.edu.tt/ICS/icsfs/186b72a1-98d6-4165-a325-5884713ad01d.pdf?target=73114b5b-8567-451b-968a-0a22730c25c2
https://myportal.utt.edu.tt/ICS/icsfs/4124d276-9afc-401f-9ff8-c7936e889129.pdf?target=0c634ee2-960e-4974-bb8c-8d5ccd4c5ca1
https://myportal.utt.edu.tt/ICS/icsfs/532d6a75-c327-4227-a090-6c30bb77805d.pdf?target=b856c9f6-5e1a-406e-ae87-24a1cac25101
https://myportal.utt.edu.tt/ICS/icsfs/7c069cfb-c276-4e95-b64a-2e5ab22f5bff.pdf?target=59aaa26c-6613-4a72-beab-49cb95e02bab
https://myportal.utt.edu.tt/ICS/icsfs/a0f9b3bb-f28e-4a17-9a90-afead83d3553.pdf?target=d28b2e73-2c0d-4194-9125-fc911b2f6108
https://myportal.utt.edu.tt/ICS/icsfs/c1064a09-cd6b-4461-827a-2fd8eaf3d338.pdf?target=5e68b96e-b8d3-445a-911b-dd39fc2ab4a5
https://myportal.utt.edu.tt/ICS/icsfs/c7e76a15-84ba-4e17-9105-b34cd33fa866.pdf?target=b640c9ad-ec07-409b-826b-c1cbbb40b22f
https://myportal.utt.edu.tt/ICS/icsfs/cf073cf7-a0ae-4b34-8aa1-0a5fde6cfe38.pdf?target=23223d81-1d26-436e-9f21-c56f061f7e88
https://myportal.utt.edu.tt/ICS/icsfs/d520911b-8524-4376-8d81-9858b889240b.pdf?target=6c66b63d-2a68-4224-a264-d656030e6bc7
https://myportal.utt.edu.tt/ICS/icsfs/e91e4a66-ad2b-44e4-b3ae-3f8dd0cea9a0.pdf?target=d23d0990-3fec-44b8-8ead-c1e108271103
https://sbastudy.in/profile/jimbell880
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3896891
https://myportal.utt.edu.tt/ICS/icsfs/21309c81-e89b-4901-bc33-92df2ca03ea2.pdf?target=af4d41c4-99cf-4dd0-bc4b-0e2eaff2cced
https://myportal.utt.edu.tt/ICS/icsfs/58ac8994-2ce4-448b-854f-4181dad31d3e.pdf?target=74f9a7c2-1f77-4bb7-98c4-0d1ea0237649
https://myportal.utt.edu.tt/ICS/icsfs/6b495830-1647-4fb6-8f0c-1e8f80eb61a1.pdf?target=8cc74382-4213-46ff-a6b4-c2fc8858b507
https://myportal.utt.edu.tt/ICS/icsfs/8915f326-a0b1-4104-96b7-9d4c5de7dd7b.pdf?target=6feffe98-b4be-42a0-a28d-86682a8cc7a5
https://myportal.utt.edu.tt/ICS/icsfs/8ac814b5-f902-48d9-85fe-2da3b1736f11.pdf?target=0284a799-a3c9-487b-9c6b-7c6e92980d21
https://myportal.utt.edu.tt/ICS/icsfs/8c56db25-35a8-4eff-a5a5-789dcecf3ad7.pdf?target=6d76eb5d-5928-433b-bfe3-f65f952b6b2f
https://myportal.utt.edu.tt/ICS/icsfs/a15b5995-3ca8-4de0-bcf9-642cc642c6ef.pdf?target=f1be822c-51b5-4542-a602-b588e2a42a5a
https://myportal.utt.edu.tt/ICS/icsfs/bf7a21a9-71a7-4c7b-81ef-24d1bc463ae4.pdf?target=3f5608be-48fc-470d-8f13-a0cd8358b560
https://myportal.utt.edu.tt/ICS/icsfs/c0ee03ec-693a-4273-9bca-bcdecfd5ea78.pdf?target=d1b2b2a8-adf9-442f-ba6d-7d5b9debab4d
https://myportal.utt.edu.tt/ICS/icsfs/d10a4338-fd35-400c-a03f-25732a7b593d.pdf?target=a2d6101e-338b-485b-b543-e88c53494722
https://myportal.utt.edu.tt/ICS/icsfs/30ac11d2-4807-4439-abf7-b162b6525c65.pdf?target=60ab87f1-f421-419c-a651-56240df7cd28
https://myportal.utt.edu.tt/ICS/icsfs/536453b9-1332-498a-8ca6-1cb36d33454a.pdf?target=e2725a27-9437-429d-8d42-8adf7f61f83f
https://myportal.utt.edu.tt/ICS/icsfs/5651c8ce-63ca-4a7a-881e-f834e76abc6b.pdf?target=fa41105d-1dd3-42c2-9c39-56e9c07e1764
https://myportal.utt.edu.tt/ICS/icsfs/6949a556-bca8-40dc-ae74-5104acd35aac.pdf?target=e173e849-eb61-4ec6-b1a4-37623ee4c629
https://myportal.utt.edu.tt/ICS/icsfs/9f098083-45cb-41bc-8115-e59d3f5b0436.pdf?target=737b3a84-4d17-41c4-a5c4-d6c6aa556918
https://myportal.utt.edu.tt/ICS/icsfs/a448c7b6-4110-4d98-8a7a-f584fe40426a.pdf?target=bd1636ba-53af-4e2d-9573-3dc72a83fb71
https://myportal.utt.edu.tt/ICS/icsfs/afa73c1b-89da-4d2b-bdb7-14b125fcb5c1.pdf?target=88babc0b-3bcb-4130-8227-3cb1d4291298
https://myportal.utt.edu.tt/ICS/icsfs/be0c81f8-31ac-427f-b3fb-ee8747d543c5.pdf?target=49d49476-d1ad-4deb-b6f5-8fc73b52e9c9
https://myportal.utt.edu.tt/ICS/icsfs/de82c9f5-c4eb-4676-84ae-0cbca0ebab2e.pdf?target=8d020534-a226-4aa1-8523-6c11babc6c6a
https://myportal.utt.edu.tt/ICS/icsfs/e0c960b9-ef3e-4a97-9d4a-6afa489ec7a0.pdf?target=d2b94aa2-fc72-4131-b031-98895ae1c803
https://myportal.utt.edu.tt/ICS/icsfs/0f8aeade-db2f-450d-ac1a-fdf9e78398f3.pdf?target=6c2b1f7d-0474-43b7-9674-1db01cbb0ccf
https://myportal.utt.edu.tt/ICS/icsfs/112bc215-4f72-4f55-94c3-1a4014648391.pdf?target=d7779059-d846-4b44-a47d-d7c0e3c56981
https://myportal.utt.edu.tt/ICS/icsfs/3cf8490f-9bdf-4b38-99f2-61e012e946f6.pdf?target=2a57524c-2eb7-4134-873d-c7dc2c7c6fc8
https://myportal.utt.edu.tt/ICS/icsfs/4e0cdfcd-d005-4440-86db-4099bcbaf4e5.pdf?target=56ed9595-6a45-430a-8c49-cc394913f05d
https://myportal.utt.edu.tt/ICS/icsfs/5a06540e-97a5-4b43-a0f6-4c7976d6b4ec.pdf?target=8f2c1a33-c97b-43b3-a87f-b03f94170aa3
https://myportal.utt.edu.tt/ICS/icsfs/a5203881-0d01-4d0b-81f2-98da25e4d051.pdf?target=848379ba-b087-4e19-b94e-6de08d306378
https://myportal.utt.edu.tt/ICS/icsfs/a613a079-b62e-4081-a275-709028b203ab.pdf?target=f463ad80-2b3e-4cd2-8f2e-efdefe337712
https://myportal.utt.edu.tt/ICS/icsfs/bfb401c7-be90-47dd-95f4-12ca6dd891d0.pdf?target=84a27779-6183-4f1f-9ee8-b3ae6bb16e6c
https://myportal.utt.edu.tt/ICS/icsfs/e0141215-c8c0-429a-a201-006e8676e02d.pdf?target=05191ce4-1fcc-4f31-aef2-a99c279cfcaf
https://myportal.utt.edu.tt/ICS/icsfs/f692435c-52b5-4dc8-8055-baf7146a646a.pdf?target=e00980e4-80b1-46bc-a4c1-f275441535cf
https://thedimpleverma.com/profile/joeking517
https://feiscourses.com/profile/arthurc791
https://myportal.utt.edu.tt/ICS/icsfs/0d9e62dd-c68c-4f64-8c68-831ca5a47627.pdf?target=f5cb5f79-8f17-4d9a-9530-2ea589a2b833
https://myportal.utt.edu.tt/ICS/icsfs/13274e69-ded0-4c36-9d1f-938029b3816e.pdf?target=7b934eaa-5681-47a6-8d6a-8f261c4dd059
https://myportal.utt.edu.tt/ICS/icsfs/6a1b5211-c8ea-4705-ba6d-8e19911cbfd6.pdf?target=52983dfa-06e3-4caa-b670-1ddbefac904c
https://myportal.utt.edu.tt/ICS/icsfs/776c832e-abbf-4182-8f10-9c8616e655d7.pdf?target=bb3fa206-24b4-4780-b7e4-5aec8f3a22e5
https://myportal.utt.edu.tt/ICS/icsfs/7846b13f-27c1-4a39-bbc8-262215715a0c.pdf?target=ded5def5-99f9-4a75-af37-abca23967384
https://myportal.utt.edu.tt/ICS/icsfs/8eb5f938-0c63-4222-99be-55e673d45de7.pdf?target=1173688f-fb9b-4c47-97d2-696aae277068
https://myportal.utt.edu.tt/ICS/icsfs/9096b695-9407-4537-b4ef-ba634fbdea59.pdf?target=2d34e86a-873f-4dcd-85f0-745daeb34e55
https://myportal.utt.edu.tt/ICS/icsfs/9431ac85-1589-4c2f-990c-38c2eb1a13b1.pdf?target=fbaeced5-de27-452a-aa20-505b8f2ad1a5
https://myportal.utt.edu.tt/ICS/icsfs/f21e59d2-38ce-46a7-a81d-4c86485156f9.pdf?target=2aeee283-0a7e-4b52-94ac-bcc711eaf5af
https://myportal.utt.edu.tt/ICS/icsfs/f8367e63-95f6-4f7f-a2d8-a43a12360f1b.pdf?target=a686ddb6-3651-47d4-a9e1-59618a438c33
https://frvape.com
https://drive.google.com/open?id=1YWzYstySSNpJTwLUssXP7EUduGlB-jxr

