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HM #252

A company has a web application with a database tier that consists of an Amazon EC2 instance that runs MySQL. A SysOps
administrator needs to minimize potential data loss and the time that is required to recover in the event of a database failure.
What is the MOST operationally efficient solution that meets these requirements?

¢ A Create an Amazon RDS for MySQL Single-AZ DB mstance with a read replica. Use a MySQL native backup that is
stored in Amazon S3 to restore the data to the new database. Update the connection string in the web application.

¢ B. Create an Amazon CloudWatch alarm for the StatusCheckFailed System metric to invoke an AWS Lambda fimction that
stops and starts the EC2 instance.
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¢ C. Create an Amazon RDS for MySQL Multi-AZ DB instance. Use a MySQL native backup that is stored in Amazon S3 to
restore the data to the new database. Update the connection string in the web application.

¢ D. Use Amazon Data Lifecycle Manager (Amazon DLM) to take a snapshot of the Amazon Elastic Block Store (Amazon
EBS) volune every hour. In the event of an EC2 instance failure, restore the EBS volume from a snapshot.

Ef#: D

R -
httpsz/docs.aws.amazon.con’ AWSEC2/latest/UserGuide/snapshot- lifecycle. html

M #253
An application is deployed in a VPC in both the us-east-2 and eu-west-1 Regions. A significant amount of data needs to be
transferred between the two Regions. What is the MOST cost-effective way to set up the data transfer?

¢ A FEstablisha VPN connection between the Regions using third-party VPN products from AWS Marketplace.
¢ B. Establish Amazon CloudFront distributions tor the Amazon EC2 instances from both Regions.

¢ (. Establish an inter-Region VPC peering connection between the VPCs.

e D. Establish an AWS PrivateLinK connection between the two Regions.

EfE: C

A -

To efficiently transfer a significant amount of data between VPCs in different regions, establishing an inter-region VPC peering
comnection is the most cost-effective method. This setup allows direct network connectivity between two VPCs i different regjons,
which can handle large data transfers without the need for intermediate devices or services. Option C is the most straightforward and
economical choice for this requirement. Further details can be found in the AWS documentation on VPC Peering VPC Peering,

E I #254

A company has an application that uses a scheduled AWS Lambda finction to retrieve datasets from external sources over the
mternet. The fimction is not associated with a VPC. The company is modifying the application to store the information that the
Lambda function retrieves on an Amazon RDS DB instance in a private subnet. The VPC has two public subnets and two private
subnets.

A SysOps administrator must deploy a solution that allows the Lambda fimction to access the new database and continue to access
the nternet.

Which solution meets these requirements?

e A. Reconfigure the Lambda fimction for VPC access. Attach the fimction to the private subnets. Add route table entries in the
private subnets to route through the internet gateway to the internet. Associate a security group with the subnets. Configure
the security group nbound rules to allow Lambda to access the required resources through the internet gateway.

¢ B. Create a new Lambda function with VPC access and two public IP addresses. Attach the function to public subnets in the
same Availability Zones that the database uses. Associate a security group with the fimction. Configure the security group
inbound rules to allow Lambda to access the required resources.

¢ C. Reconfigure the Lambda function for VPC access. Add NAT gateways to the public subnets in the VPAdd route table
entries in the private subnets to route through the NAT gateways to the internet. Attach the function to the private subnets that
support the database. Associate a security group with the fnction. Configure the security group outbound rules to allow
Lambda to access the internet.

¢ D. Create a new Lambda function with VPC access and an Elastic IP address. Attach the flnction to public subnets in two
Auvailability Zones. Associate a security group with the Elastic IP address. Configure the security group outbound rules to
allow Lambda to access the required resources.

IEf: C

AR -

To allow the Lambda function to access both the new RDS database in a private subnet and the internet, the Lambda function needs
to be reconfigured for VPC access with a NAT gateway setup.

Reconfigure Lambda for VPC Access:

Attach the Lambda function to the private subnets where the RDS instance is located.

Add NAT gateways to the public subnets to allow outbound internet access from the private subnets.

NAT Gateway:



NAT gateways allow instances in private subnets to connect to the internet or other AWS services, but they prevent the internet
from initiating connections with those instances.

Steps to Implement:

Create NAT gateways in the public subnets.

Update the route tables of the private subnets to route internet-bound traffic through the NAT gateways.

Ensure the Lambda function has the necessary IAM role permissions to access the VPC and RDS.

Reference:

Configuring a Lambda Function to Access Resources ina VPC

NAT Gateways

B #255

A company has an application that runs on five Amazon EC2 instances. The instances run behind an Application Load Balancer
(ALB). The application processes messages from an Amazon Simple Queue Service (Amazon SQS) queue.

During the upcoming discount season, the company is expecting an increase in the average number of users each day. The number of
users will double during peak times and will result in more messages in the SQS queue.

‘What should a SysOps admmnistrator do to handle the increase in user traffic MOST cost- effectively?

¢ A. Double the capacity of the SQS queue. Add another five EC2 instances to handle the increase in the number of messages.

e B. Create an EC2 Auto Scaling group. Add the existing EC2 instances to the Auto Scaling group.

Update the ALB's target to be the Auto Scaling group. Configure the Auto Scaling group to scale in or out based on the
average CPU utilization of the EC2 instances.

e C. Create an EC2 Auto Scaling group. Add the existing EC2 instances to the Auto Scaling group.Update the ALB's target to
be the Auto Scaling group. Configure the Auto Scaling group to scale in or out based on the number of messages in the SQS
queue.

¢ D. Double the capacity of the SQS queue. Double the memory of the EC2 instances to handle the increase in the number of
messages.

Ef#: C
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A company has a mobile app that uses Amazon S3 to store images The images are popular for a week, and then the number of
access requests decreases over time The images must be highly available and must be immediately accessible upon request A
SysOps administrator must reduce S3 storage costs for the company Which solution will meet these requirements MOST cost-
effectively?

A. Create an S3 Lifecycle policy to transition the images to S3 Standard-Infrequent Access (S3 Standard-1A) after 7 days
B. Create an S3 Lifecycle policy to transition the images to S3 One Zone-Infrequent Access (S3 One Zone-1A) after 7 days
C. Create an S3 Lifecycle policy to transition the images to S3 Standard after 7 days

D. Create an S3 Lifecycle policy to transition the images to S3 Glacier after 7 days

EfE: A

R

To reduce S3 storage costs while ensuring the images remain highly available and immediately accessible, transitioning the images to
S3 Standard-1A after 7 days is the most cost-effective solution.

Understand Storage Classes:

S3 Standard-IA (Infrequent Access) is designed for data that is accessed less frequently but requires rapid access when needed. It
offers lower storage costs compared to S3 Standard, but higher retrieval costs.

Reference:

Create a Lifecycle Policy:

Navigate to the S3 console and select the bucket storing the images.

Go to the "Management" tab and select "Lifecycle".

Create a new lifecycle rule. Set the rule to transition objects to S3 Standard-IA 7 days after creation.

Configure the Transition:

In the Lifecycle rule configuration, add a "Transition” action.

Specify the transition to S3 Standard-IA and set the number of days to 7.

Save and apply the rule.

This setup ensures that images are stored in the cost-effective S3 Standard-IA storage class after their initial period of high access,
meeting the requirement of high availability and immediate access.
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