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1. Alice runs & small online retail company; many of her customears are {rom the
United States. Currently, She accapts only blockchain-based payment, bul she is
considaring the use of credit cards, Alter invesfigaiing Payment Gard Industry Data
Sacurity Standard {PCI D5S) requiraments, she decides that the cost of
compliance would cutwaigh the additional revenue. Which of the following best
describes this decision?

A, Social engineering

B. PCIDSS Merchant Leweal 3
€. Card verilication valug (CVV)
D. Risk avoidance

The correct answer is D. This is a perfect example of risk avoidance; senior
management has determéined that a kne of business s not compatible with strategic
goals bacause the reward does not compansate for the risk.

2, According o the (ISC ethics policy, complainis must be submited
A through the [ISC) website
B. in writing
C. anonymously
D. within one year of the accusad infraction

The correct answer i B, (1ISC) requires the wse of the (ISCP complant lamn as a sworm
affidavit.

3. The business impact anakysis (BIA) should congicer 3l of the following dcamt
A The value of the crganization's asseta
B. Industry standards
C. Threals specilc to the arganization
D, The likelihood of loss.

Thiz correct answer is B. Industry standards don’t really play a part in the arganization’s.
detemmination of is own BIA; all the olher answers are elements that should be
considered in BIA formutation,
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R #504
Related to information security, the prevention of the intentional or unintentional unauthorized disclosure of contents is which of the
following?

¢ A. Confidentiality
¢ B. capability

o C. Integrity

e D. Availability

EfE: A

BRI -

Explanation/Reference:

Explanation:

Confidentiality is the assurance that information is not disclosed to unauthorized individuals, programs, or processes. Some
mformation is more sensitive than other nformation and requires a higher level of confidentiality.

Confidentiality ensures that the necessary level of secrecy is enforced at each junction of data processing and prevents unauthorized
disclosure. This level of confidentiality should prevail while data resides on systems and devices within the network, as it is
transmitted, and once it reaches its destination.

Incorrect Answers:

B: Integrity ensures that data is unaltered. This is not what is described in the question.

C: Availability ensures reliability and timely access to data and resources to authorized individuals. This is not what is described in the
question.

D: Capability is not the prevention of the intentional or unintentional unauthorized disclosure of contents.

References:

Harris, Shon, All In One CISSP Exam Guide, 6th Edition, McGraw-Hill, New York, 2013, p. 23

H #505
An access system that grants users only those rights necessary for them to perform their work is operating on which security
principle?

A. Mandatory Access
B. Least Privilege

C. Discretionary Access
D. Separation of Duties

IEf#: B

AR

Explanation/Reference:

Explanation:

Least privilege means an individual should have just enough permissions and rights to fulfill his role in the company and no more.
Incorrect Answers:

A: A: Discretionary Access Control (DAC) allows data owners to dictate what subjects have access to the files and resources they
own.

C: Mandatory Access control is based on a security label system

D: Separation of Duties is a preventive administrative control that is used to make sure one person is unable to carry out a critical
task alone.

References:

https//en.wikipedia.org/wiki/Principle of least privilege


https://www.passtest.jp/CISSP-exam.html

Harris, Shon, All In One CISSP Exam Guide, 6th Edition, McGraw-Hill, 2013, pp. 126, 220-228

A #506
What BEST describes the National Security Agency-developed Capstone?

¢ A. A one-way function for implementation of public key encryption
¢ B. The PC Card implementation of the Clipper Chip system

e C. A chip that implements the US Escrowed Encryption Standard
¢ D. A device for intercepting electromagnetic emissions

Ef#: C

TR

Capstone is a Very Large Scale Integration (VLSI) chip that employs the Escrowed Encryption Standard and incorporates the
Skipjack algorithm, similar to the Clipper Chip. As such, it has a LEAf. Capstone also supports public key exchange and digital
signatures. At this time, Capstone products have their LEAF function suppressed and a Certifying Authority provides for key
recovery.

* Answer "A device for intercepting electromagnetic emissions" is then, obviously, incorrect. For information purposes, though, the
US Government program to study and control the interception of electromagnetic emissions that may compromse classified
mformation is called TEMPEST.

* Answer "The PC Card implementation of the Clipper Chip system' is also, obviously, incorrect.

However, Capstone was first implemented on a PC card called

Fortezza.

* Answer "A one-way function for implementation of public key encryption” is incorrect since

Capstone is not a mathematical

function, but it incorporates mathematical fmctions for key

exchange, authentication and encryption.

H #507
Which of the following statements pertaining to the maintenance of an IT contingency plan is incorrect?

A. Copies of'the plan should be provided to recovery personnel for storage offline at home and office.

B. Strict version control should be maintained.

C. The plan should be reviewed at least once a year for accuracy and completeness.

D. The Contingency Planning Coordnator should make sure that every employee gets an up-to-date copy of the plan.

IEf#: D

fiR .-

Explanation/Reference:

Explanation:

The Contingency Planning Coordinator is not responsible to distribute the contingency plan to all employees.

Incorrect Answers:

A: Once a continuity plan is developed, it actually has to be put into action. The people who are assigned specific tasks need to be
taught and informed how to fulfill those tasks, and dry runs must be done to walk people through different situations. The drills
should take place at least once a year, and the entire program should be continually updated and improved.

C: Version control is critical. A strict version control of the IT contingency should be kept.

D: There should be two or three copies of these plans. One copy may be at the primary location, but the other copies should be at
other locations in case the primary facility is destroyed.

References:

Harris, Shon, All In One CISSP Exam Guide, 6th Edition, McGraw-Hill, 2013, p. 951

E R #508

An engineer in a software company has created a virus creation tool. The tool can generate thousands of polymorphic viruses. The
engineer is planning to use the tool in a controlled environment to test the company's next generation virus scanning software. Which
would BEST describe the behavior of the engineer and why?



A. The behavior is ethical because the tool will be used to create a better virus scanner.
B. The behavior is not ethical because such a tool could be leaked on the Internet.

C. The behavior is not ethical because creating any kind of virus is bad.

D. The behavior is ethical because any experienced programimer could create such a tool.

IEf#: B

R -

Creating a virus creation tool that can generate thousands of polymorphic viruses is not ethical, even if the intention is to use it in a
controlled environment to test the company's next generation virus scanning software.

Such a tool could be leaked on the Internet, either intentionally or accidentally, and fall into the hands of malicious actors who could
use it to create and spread harmful viruses that could compromise the security and privacy of millions of users and systens. The
engineer should follow the code of ethics and professional conduct of the ISC2, which states that members and certificate holders
shall protect society, the common good, necessary public trust and confidence, and the infrastructure . References: : CISSP All-in-
One Exam Guide, Eighth Edition, Chapter 1, page 18. : CISSP For Dummies, 7th Edition, Chapter 1, page 11.
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