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CrowdStrike Falcon Administrator Sample Questions (Q188-Q193):
NEW QUESTION # 188 
What is true about User Accounts created by the Falcon Administrator?

A. All new User Accounts are created using an employee identification number (EID)
B. All User Accounts must start with the domain identifier and number
C. By default, all User Accounts are created with the Falcon Analyst role
D. All User Accounts must be created with an email address from the list of approved domains

Answer: D

NEW QUESTION # 189 
What is likely the reason your Windows host would be in Reduced Functionality Mode (RFM)?

A. The host lost internet connectivity
B. A misconfiguration in your prevention policy for the host
C. A Sensor Update Policy was misconfigured
D. Microsoft updates altering the kernel

Answer: A

Explanation:
The likely reason your Windows host would be in Reduced Functionality Mode (RFM) is that the host lost internet connectivity.
RFM is a mode that limits the sensor's functionality due to license expiration, network connectivity loss, or certificate validation
failure. When a Windows sensor is in RFM, it will only provide basic prevention capabilities, such as blocking known malware
hashes and preventing script execution from the %TEMP% directory. The sensor will not send any telemetry or detection events to
the Falcon platform, and will not receive any policy or update changes from the Falcon cloud1. Losing internet connectivity is a
common cause of RFM, as it prevents the sensor from communicating with the Falcon cloud. A misconfiguration in your prevention
policy or sensor update policy will not cause RFM, as these policies are applied by the Falcon cloud and do not affect the sensor's
license, network, or certificate status. Microsoft updates altering the kernel may cause compatibility issues with the sensor, but not
RFM.

NEW QUESTION # 190 
When editing an existing IOA exclusion, what can NOT be edited?

A. All parts of the exclusion can be changed
B. The IOA name
C. The hosts groups
D. The exclusion name

Answer: B

Explanation:
When editing an existing IOA exclusion, the IOA name cannot be edited. An IOA (indicator of attack) exclusion allows you to
define custom rules for excluding suspicious behavior from detection or prevention based on process execution, file write, network
connection, or registry events. The IOA name is a predefined name that identifies the type of IOA behavior that you want to
exclude, such as "Suspicious Process Execution - Script Interpreter Executing File". The IOA name cannot be changed when editing
an existing IOA exclusion, as it is linked to a specific IOA rule in the Falcon platform. However, you can edit other parts of the IOA
exclusion, such as the exclusion name, the hosts groups, and the filter criteria.

NEW QUESTION # 191 
When creating a custom IOA for a specific domain, which syntax would be best for detecting or preventing on all subdomains as
well?

A. *baddomain\. xyz|baddomain\. xyz. *
B. Custom IOA rules cannot be created for domains



C. **baddomain\. xyz|baddomain\. xyz**
D. *\.baddomain\.xyz|baddomain\. xyz

Answer: D

Explanation:
The syntax that would be best for detecting or preventing on all subdomains as well is
*.baddomain.xyz|baddomain. xyz. This syntax will match any domain that ends with .baddomain.xyz or is exactly baddomain.xyz.
The * wildcard will match any characters before the dot, and the | operator will match either side of the expression. This syntax can
be used in a Custom IOC or a Custom IOA rule to detect or prevent network connections to malicious domains.

NEW QUESTION # 192 
How many days will an inactive host remain visible within the Host Management or Trash pages?

A. 45 days
B. 15 days
C. 90 days
D. 120 days

Answer: C

Explanation:
An inactive host will remain visible within the Host Management or Trash pages for 90 days. An inactive host is a host that has not
communicated with the Falcon platform for more than seven days. An inactive host will be moved from the Host Management page
to the Trash page after seven days of inactivity. An inactive host will remain in the Trash page for 90 days before being permanently
deleted from the Falcon platform. You can restore an inactive host from the Trash page if it becomes active again within 90 days.

NEW QUESTION # 193
......
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