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H #52
Which of the following tools or methods can be effectively used to analyze malicious RTF files?
(Choose Two)

A. Word processor with macro execution enabled
B. Hexadecimal editor

C. Plain text editor

D. RTF-specific parser

IEM#E: B. D

HR #53
You are analyzing malware and notice a complex sequence of conditional branches and JMP instructions. The malware seemns to
randomly alter its execution flow based on certain conditions.
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‘What steps should you take to fully understand its behavior? (Choose three)

A. Modify the malware's code to disable all IMP mstructions.

B. Step through the code in a debugger to observe how each condition is handled.

C. Analyze the malware's memory during execution to observe the effects of conditional statements.
D. Run the malware in a sandbox environment to observe its network traffic.

E. Trace the instructions executed before and after each JMP instruction.

IEf#: B. C. E

H #54

You are analyzing an obfuscated malware sample that has been packed using a custom packer.
The malware also uses XOR encoding to obfuscate key strings, making static analysis difficult.
How would you proceed with the analysis? (Choose three)

A. Disassenble the packed binary to directly analyze its obfuscated code.

B. Manually decode the XOR-encoded strings by identifying the key used in the encoding process.

C. Use a dynamic analysis tool like a sandbox to observe the malware's behavior after unpacking,

D. Use a debugger to step through the unpacking process and observe memory locations where the actual code is revealed.
E. Use network monitoring tools to capture traffic generated by the malware.

Ef#: B. C. D

B #55
What assembly constructs could malware use to conplicate static analysis? (Choose Three)

A. Utilizing CALL instructions for non-returning functions

B. Embedding NOP sleds between finctional instructions

C. Inplementing nested loops

D. Using JMPs to non-sequential labels

E. Enploying conditional statements based on volatile or external conditions

IEf#: C. D. E

B #56
In the context of NET reverse engineering, what is the primary purpose of examining the Intermediate Language (IL) code?

A. To analyze network traffic generated by the malware

B. To understand the logic and flow of the program

C. To identify the high-level language in which the program was originally written
D. To nspect the graphical user interface of the application
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