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What is an advantage of using OAuth 2.0 client credentials and access tokens over only API keys for API authentication?

A. If the access token is compromised, the client credentials do not have to be reissued
B. If the access token is compromised, it can be exchanged for an API key
C. If the client secret is compromised, the client credentials do not have to be reissued
D. If the client ID is compromised, it can be exchanged for an API key

Answer: A

Explanation:
Security Mechanisms:
API Keys (Client ID/Secret): These are static, long-lived credentials. If a Client Secret is stolen, you must reset it, update the
application code, and redeploy-a painful process.
OAuth 2.0 (Access Tokens): The client uses the ID/Secret to request a temporary Access Token (TTL of usually 15-60 minutes).
The Advantage: The API client sends the token (not the secret) in the header. If this token is intercepted/compromised, it will expire
shortly. The attacker cannot generate new tokens without the original Client Secret. Therefore, the underlying credentials remain
safe, and you do not need to reissue them.

NEW QUESTION # 20 
An organization is choosing between API-led connectivity and other integration approaches.

A. Improved security through adoption of monolithic architectures
B. Greater project predictability through tight coupling of systems
C. Higher outcome repeatability through centralized development
D. Increased developer productivity through self-service of API assets

Answer: D

Explanation:
The Value Proposition: A primary goal of API-led connectivity is to close the IT delivery gap. It achieves this by turning APIs into
reusable Assets published to Exchange. 8 Self-Service: When assets are discoverable, other developers (e.g., Line of Business
developers) can reuse them without waiting for central IT to build everything from scratch. This "Self-Service" model significantly
increases overall developer productivity.
Why others are incorrect:
Tight Coupling (B): API-led promotes loose coupling. Tight coupling makes systems brittle and hard to change (Point-to-Point).
Centralized Development (C): Creates a bottleneck. API-led enables federated development.
Monolithic (D): API-led breaks monoliths into composable services (Microservices/APIs).

NEW QUESTION # 21 
According to the Internet Engineering Task Force (IETF), which supporting protocol does File Transfer Protocol (FTP) use for
reliable communication?

A. Lightweight Directory Access Protocol (LDAP)
B. Transmission Control Protocol (TCP)
C. Secure Sockets Layer (SSL)
D. Hypertext Transfer Protocol (HTTP)

Answer: B

Explanation:
TCP (Transmission Control Protocol): FTP is an application-layer protocol that relies on TCP at the transport layer to ensure
reliable, ordered, and error-checked delivery of a stream of bytes12.
Mechanism: FTP establishes two TCP connections: one for control (commands) and one for data transfer.
Why others are incorrect:
UDP: Is unreliable (best effort).
HTTP: Is an alternative application protocol, not the transport layer for FTP.
LDAP: Is for directories.



NEW QUESTION # 22 
Which Anypoint Platform component helps integration developers discover and share reusable APIs, connectors, and templates?

A. Anypoint Exchange
B. Design Center
C. API Manager
D. Anypoint Studio

Answer: A

Explanation:
Anypoint Exchange: This is the "marketplace" or central repository of the Anypoint Platform14141414.
Discovery & Reuse: Its primary purpose is to allow developers to publish their assets (APIs, Connectors, Templates) so that other
developers can find ("discover") and reuse them. This drives the efficiency of the API-led connectivity model15.
Why others are incorrect:
Anypoint Studio: The IDE for building applications16.
API Manager: For governing and securing running APIs17.
Design Center: For designing API specifications and flows18.

NEW QUESTION # 23 
What is a defining characteristic of an Integration-Platform-as-a-Service (IPaaS)?

A. Code-first
B. Cloud-based
C. No-code
D. On-premises

Answer: B

Explanation:
Definition of iPaaS: Gartner and MuleSoft define iPaaS (Integration Platform as a Service) as a suite of cloud services enabling the
development, execution, and governance of integration flows connecting any combination of on-premises and cloud-based
processes, services, applications, and data within individual or across multiple organizations.
The Key Characteristic: The "as a Service" suffix explicitly denotes a Cloud-based delivery model111111111.
MuleSoft Context: CloudHub is the iPaaS component of the Anypoint Platform. It is a fully managed, multi-tenant, cloud-based
integration platform where you deploy API implementations without managing the underlying hardware.
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