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NEW QUESTION # 27
Install RHACS secured cluster services on managed clusters using a governance policy approach

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

* Use a policy-based deployment model that installs RHACS components consistently across clusters (operator + secured cluster).
* Bind policy to placement selecting target clusters.

* Validate RHACS Sensor/Collector present in expected namespace on managed clusters.

Policy collections exist demonstrating RHACS installation patterns via policy framework.

NEW QUESTION # 28
Grant View Access to User B (ClusterSet view for development)

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

* Grant view role:

* oc adm policy add-cluster-role-to-user open-cluster-management:managedclusterset:view:development user-b
* Validate:

* oc get clusterrolebinding | grep -1 development | grep -iuser-b

Why this matters:

* Provides read-only access to development ClusterSet resources, improving separation of duties.

NEW QUESTION # 29
Install RHACS Operator (Web Console)

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

* In OpenShift Web Console, go to Operators # OperatorHub .

* Search for Advanced Cluster Security .

* Select Red Hat Advanced Cluster Security for Kubernetes (RHACS) .

* Click Install and follow the wizard (namespace/channel per lab).

* After operator installation, create RHACS components (as the hint indicates):
* Install/Deploy Central (the management plane)

* Install/Deploy SecuredCluster (sensor/collector on clusters)

* Confirm operator and pods are running;

* Operators # Installed Operators

* oc get pods -n < rhacs-namespace >

Why this matters:

* RHACS adds container security posture management, vulnerability management, and runtime policy enforcement.

NEW QUESTION # 30
Configure Observability (MultiClusterObservability) with object storage credentials

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

* Create the object storage secret (you'll be given endpoint/access keys in an exam):



oc -n open-cluster-management-observability create secret generic thanos-object-storage \

--from-file=thanos. yaml=/path/to/thanos. yaml

* Create or edit MultiClusterObservability CR to enable observability (storage class, retention, etc.).

* Verify observability pods in the observability namespace and check dashboards/metrics. Why this matters: Monitoring
health/performance with ACM observability is a common learning objective in ACM training,

NEW QUESTION # 31
Create a PolicySet and include muiltiple policies for a baseline

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

* Create PolicySet referencing existing policies:

cat <<'EOF'| oc apply -f-

apiVersion: policy.open-cluster-management.io/v1 betal
kind: PolicySet

metadata:

name: baseline-dev

namespace: team-dev

spec:

policies:

- policy-ensure-audit-namespace

# Add more policies here as you create them

EOF

* Verify:

oc get policyset -n team-dev

Why this matters:

PolicySets group policies to apply/track as a unit-common governance practice.
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