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The FCSS - Network Security 7.4 Support Engineer (FCSS_NST SE-7.4) questions are in use by many customers currently, and
they are preparing for their best future daily. Even the students who used it in the past to prepare for the Fortinet Certification Exam
have rated our practice questions as one of the best. You will receive updates till 365 days after your purchase, and there is a 24/7
support system that assists you whenever you are stuck in any problem or issues.

Fortinet FCSS_NST_ SE-7.4 Exam Syllabus Topics:

Topic Details
¢ Authentication: This section evaluates the proficiency of Fortinet network and security professionals in
Topic 1 resolving both local and remote authentication issues.

¢ VPN: This section tests the knowledge of IT professionals, such as system engineers in diagnosing and
resolving VPN-related issues. It emphasizes troubleshooting IPsec IKE versions 1 and 2 to ensure secure

Topic 2
ol and reliable communication between networks or remote users.
¢ Security Profiles: This segment of the exam tests the skills of IT professionals, such as network
Topic 3 admunistrators in handling and troubleshooting security profile-related challenges.
¢ Routing; This part of the exam examines the expertise of Fortinet network and security professionals, in
Topic 4 routing enterprise traffic effectively.

¢ System Troubleshooting; This part of the exam assesses the ability of Fortinet network and security

professionals to diagnose and fix typical systemrelated problens within Fortinet solutions. It mvolves
Topic 5 troubleshooting FortiGate-to-FortiGate Security Fabric issues, addressing automation stitch concerns, and
detecting resource-related problenms using integrated tools.
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Fortinet FCSS - Network Security 7.4 Support Engineer Sample Questions
(Q62-Q67):

NEW QUESTION # 62
What are two functions of automation stitches? (Choose two.)

* A. You can create autormation stitches to run diagnostic commands and attach the results to an email message when CPU or
memory usage exceeds specified thresholds.

¢ B. You can configure automation stitches on any FortiGate device in a Security Fabric environment.

e C. You can set an automation stitch configured to execute actions in parallel to msert a specific delay between actions.

¢ D. You can configure automation stitches to execute actions sequentially by taking parameters from previous actions as nput
for the current action.

Answer: A,D

NEW QUESTION # 63
Refer to the exhibit, which a network topology and a partial routing table.

Subnet Interface Type
10.1.0.0/24 port1 Connected
port2 10:3:0.0/24 port3 Connected
3 10.2.0.2/24
| 10.4:0.0/24 port3 Static

port1
10.1.0.254/24

10.1.0.1/24

with default gateway [ Mt e £
V04020 L N e 10.2.0.1/24
.7 _Jporta port]

10.3.0.2/24 10.3.0.1/24

10.4.0.1/24

FortiGate has already been configured with a firewall policy that allows all ICMP traffic to flow from port1 to port3.
‘Which changes must the administrator perform to ensure the server at 10.4.0.1/24 receives the echo reply from the laptop at
10.1.0.1/24?

A. A firewall policy that allows all [CMP traffic from port3 to portl.

B. Enable asymmetric routing under config system settings.

C. Modify the default gateway on the laptop from 10.1.0.2 to 10.2.0.2.

D. Change the configuration from strict RPF check mode to feasible RPF check mode.

Answer: A

Explanation:

Because FortiGuard is a stateful firewall it still needs an explicit policy to allow the return ICMP replies, even though the session was
mitiated fromportl. By adding a firewall policy permitting ICMP from port3 back to portl, the echoreplies arriving on port3 will be
forwarded to the laptop on portl. Without this reverse policy, the server's replies would be dropped at the FortiGate. This ensures
bidirectional ICMP flow between 10.1.0.1 and 10.4.0.1.

NEW QUESTION # 64
Refer to the exhibit, which shows a partial web filter profile configuration.



Web filter profile
Edit Web Filter Profle
[ Bandwidth Consuming @
Freeware and Software Downloads @ Allow
File Sharing and Storage @ Block
30% €0
B Allow users to override blocked categories
B Static URL Filter
Block invalid URLs OB
URLFilter O
l + Create New | # Edit 1 Delete Searct Q
URL Type Action Status
*dropbox.com Wildcard & Allow & Enable
o
Block malicious URLs discovered by FortiSandbox (B
Content Filter O
[ #CreateNew | # Edit @ Delet :RARTINET
Pattern Type = Pattern ¢ Language & Action 5 Status <
Wildcard *dropbox® Western © Exempt & Enable

The URL www.dropbox.com s categorized as File Sharing and Storage. Which action does FortiGate take if a user attempts to
access www.dropbox.com?

A. Based on the Web Content filter configuration, access to www.dropbox.com would be exempted.
B. FortiGate blocks the connection, based on the FortiGuard category-based filter configuration.

C. Based on the URL Filter configuration, FortiGate allows the connection.

D. FortiGate blocks the connection as an invalid URL.

Answer: C

Explanation:
FortiGate will allow the user's request, because static URL filter entries take priority over the FortiGuard category block. The
*dropbox.comwildcard allow rule in the URL Filter overrides the "File Sharing and Storage" block.

NEW QUESTION # 65
Refer to the exhibit, which shows a session entry.



‘Which statement about this session is true?

A. Return traffic to the mnitiator is sent lo 10.200.1.254.
B. It is an ICMP session from 10.1.10.10 to 10.200.1.1.
C. Return traffic to the mitiator is sent to 10.1.0.1.

D. It is an ICMP session from 10.1.10.1 to 10.200.5.1.

Answer: D

NEW QUESTION # 66

Refer to the exhibits.
Exhibit 1

| FGT-A # get router info bgp summary

Neighbor v AS MsgRcvd MsgSent TblVer InQ CutQ Up/Down State/PfxRcd
192.168.37.202 4 65110 2500 2552 5 0 0 1d11h33m 0
Exhibit 2

FGT-B # show router bgp

config network
edit 1

set prefidx d*Z2.16.0.0 255.255.0.0

next

end

Exhibit 3

FGT-B # diagnose ip address 1list grep port3
IP=172.16.54.115->172.16.54.202/255.255.255.0 index=5 devname=port3

An admnistrator is attempting to advertise the network configured on port3. However, FGT-A is not receiving the prefix.
Which two actions can the administrator take to fix this problem? (Choose two.)

A. Restart BGP using a soft reset to force both peers to exchange their complete BGP routing tables.
B. Manually add the BGP route on FGT-A.

C. Modify the prefix using the network command from 172.16.0.0/16 to 172.16.54.0/24.

D. Use the set network-import-check disable command.

Answer: C,D

NEW QUESTION # 67
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