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Broadcom Symantec ZTNA Complete R1 Technical Specialist Sample
Questions (Q23-Q28):
NEW QUESTION # 23 
Why is the Admin Audit Trail considered immutable?

A. Only Tenant Admins can see the trail, blocking edits
B. Logs are stored in volatile memory but mirrored to three zones
C. Entries are cryptographically hashed and appended-only
D. Audit records stream directly to DLP for retention

Answer: C

Explanation:
Append-only hashing prevents alteration.

NEW QUESTION # 24 
A tenant wants to enforce different MFA settings per application. Where is the correct place to configure?

A. Inside DLP policy definitions
B. In the IDP's application-specific conditional access policies
C. At the Connector level using local user maps
D. Within the ZTNA Admin Console under Global Authentication

Answer: B

Explanation:
MFA is handled by the IDP on an app basis; ZTNA references the resulting token.

NEW QUESTION # 25 
In a Brownfield Migration, what tool assists mapping VPN subnets to ZTNA app objects?

A. Network Discovery Scan in the Admin Console
B. TLS packet sniffer
C. SIEM correlation rule export
D. Manual spreadsheet import

Answer: A

Explanation:
The built-in discovery tool accelerates brownfield mapping.

NEW QUESTION # 26 
Why is applying least-privilege RBAC critical in multi-team security operations?

A. Enables batch editing of global policies
B. Limits blast radius of misconfiguration or credential compromise
C. Ensures faster log downloads for analysts
D. Reduces SIEM license consumption

Answer: B

Explanation:
Scoped privileges contain risk.

NEW QUESTION # 27 



Which logging level should be temporarily enabled when diagnosing intermittent mTLS failures on a Connector?

A. INFO
B. TRACE
C. DEBUG
D. ERROR

Answer: C

Explanation:
DEBUG provides handshake details without overwhelming packet-level TRACE.

NEW QUESTION # 28
......
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