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What are three key routing principles in SD-WAN? (Choose three.)

Ef#: A. B. C
AR

A. By default. SD-WAN rules are skipped if the included SD-WAN members do not have a valid route to the destination.
B. By default. SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.

C. SD-WAN rules have precedence over any other type of routes.

D. By default. SD-WAN rules are skipped if only one route to the destination is available.

E. Regular policy routes have precedence over SD-WAN rules.

SD-WAN rules are skipped if none of the SD-WAN members have a valid route to the destination.
SD-WAN rules take precedence over other route types.
SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member by default.
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You are analyzing connectivity problems caused by intermediate devices blocking traffic in SSL. VPN environment.
In which two ways can you effectively resolve the problem? (Choose two.)

¢ A. Youcan tun off IKE fragmentation to fix large certificate negotiation problems.

B. You should use IPsec to solve issues with fragment drops and large certificate exchanges.

C. You canuse SSL VPN tunnel mode to prevent problems with blocked ESP and UDP ports (500 or
4500).

¢ D. You can configure a hub-and-spoke topology with SSL. VPN tunnels to bypass blocked UDP ports.

EE%: A\ C

TR

Disabling IKE fragmentation helps resolve issues caused by intermediate devices blocking large fragmented packets during certificate
negotiation.

Using SSL VPN tunnel mode encapsulates traffic over HTTPS, bypassing blocks on ESP and UDP ports commonly used by IPsec.
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Refer to the exhibits. The exhibits show the application sensor configuration and the Excessive- Bandwidth and Apple filter details.
Based on the configuration, what will happen to Apple FaceTine if there are only a few calls originating or incoming?



Application sensor configuration

©~ Collaboration (293, 5 ¢) O~ Email (87, 518

@~ Game (124) O~ Gener &,_gpj
@~ Mobile (3) © - | Networleservice (332)
@~ |P2P (83) " p (10¢)

@ - Storage Backup (296 %e Q- Upﬁiﬁ RTINET]

@~ Video/Audio LZ@ @~ VolIP (30)

@~ WebClient @~ Unknown Applications

D Ne Enforcement

Application and Filter Overrides

$CreateNew | # Edit & Delete

Priority Details Type Action
1 Excessive-Bandwidth Filter @ Block
2 Apple Filter  ® Monitor




Application override:configuration: |
Edit Override

Type Application
Action (@) Block

Filter 233 Excessive-Bandwidth x
+

Facc-liﬁlc % Q

Name 3 Category < Technology =

& Application Signature €V

(3 FaceTime W VolP Client-Server

Filter override configuration

Edit Override

fype  Application [[HICH

Action @& Monitor *
Filter K23 Apple %

FaceTime x Q

B Application Signature €1ES)

3 FaceTime Client-Server

A. Apple Face Time will be allowed, based on the Apple filter configuration.

B. Apple Face Time will be blocked, based on the Excessive-Bandwidth filter configuration.

C. Apple Face Time will be allowed only if the Apple filter in Application and Filter Overrides is set to Allow.
D. Apple Face Time will be allowed, based on the Video/Audio category configuration.

Ef: A

AR

Apple FaceTime normally falls under Video/Audio and could be blocked by the Excessive- Bandwidth filter. However, in this
configuration, an override is applied under the Apple vendor filter with Monitor action. Overrides take precedence over general filter
actions. Therefore, FaceTime will not be blocked; instead, it will be monitored, and since only a few calls are made (not excessive
bandwidth usage), it will be allowed based on the Apple filter configuration.
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Refer to the exhibits.



SSL-VPN settings

SSL-VPN Settings

Connection Settings @

Enable SSL-VPN O
Listen on Interface(s) ™ port1 i
. Fz:RTINET
Listen on Port 11443
o Web mode access will be listening at
bttps:/10.200.1.1:11443
Server Certificate ¥ Fortinet_Factory -

Redirect HTTP to SSLVPN (OB

Restrict Access ARG (T ED Il Limit access to specific hosts
Idle Logout | &
Inactive For 300 Seconds

Require Client Certificate

Tunnel Mode Client Settings @

Address Range PSS MRS R EN N TS Specify custom IP ranges

Tunnel users will receive IPs in the range of 10.212.134.200 -
10.212.134.210

DNS Sérver
Specify WINS Servers (B

Same as client system DNS el

Web Mode Settings

Language o Browser Preference SYSIEI'I"I

Authentication/Portal Mapping @

| #CreateNew | # Edit @ Delete Send SSL-VPN Configuration
Users/Groups = Portal =

B SSLVPN-Users tunnel-access

All Other Users/Groups full-access



VPN connection status

Connection status

Connection: VPN

Server: https://10.200.1,4; 1443/

Status: Connectingt.
Bytes received:

Bytes sents

The SSL VPN connection fails when a user attempts to connect to i.
‘What should the user do to successfully connect to the SSL VPN?

A. Change the idle-timeout.

B. Change the server IP address.

C. Change the SSL VPN port on the client.
D. Change the SSL VPN portal to the tunnel.

Ef#: C

fERL:

In the FortiGate SSL-VPN settings, the VPN is configured to listen on port 11443, as shown in the

"Listen on Port" field. However, the VPN client is attempting to connect to https://10.200.1.1:443/, which uses the default HTTPS
port (443) instead of the configured port.

To successfully connect, the user must change the SSL. VPN port on the client to 11443 so that it matches the listening port defined
on the FortiGate device.

B #118

An administrator wanted to configure an IPS sensor to block traffic that triggers a signature set number of times during a specific
time period.

How can the admmnistrator achieve the objective?

A. Use IPS group signatures, set rate-mode 60.

B. Use IPS filter, rate-mode periodical option.

C. Use IPS filter, rate-mode periodical option.

D. Use IPS packet logging option with periodical filter option.

IEf#: B
R e«

The IPS filter with the rate-mode set to "periodical" allows the administrator to block traffic that triggers a signature a specified
number of times within a defined time period, meeting the requirement.
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