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HMA #15

Over a period of several weeks, a NOC team observes that a particular cell's average PRB utilization during the busy hour has
steadily increased from 60% to consistently above 85%, even though no faults or configuration issues have been identified. What is
the most appropriate action based on this trend?

¢ A. Reduce the cell's transmit power to discourage new connections

¢ B. Flag the cell for capacity planning review, as the trend suggests the cell may require additional capacity to maintain
performance

e C. Ignore the trend since no active alarns are present

e D. Immediately lock the cell to prevent further load increase

Ef#: B

fEEHL:

A steady upward trend in busy-hour PRB utilization over mutltiple weeks, in the absence of faults or configuration changes, is a
classic indicator of organic traffic growth gradually consuming available capacity. While the cell may still be performing acceptably at
85% utilization, continuing this trend risks crossing into the congestion range (typically above 90%) where accessibility and
throughput KPIs begin to degrade. The appropriate response is proactive: flagging the cell for capacity planning review allows
engineers to evaluate options such as adding carriers, adjusting load balancing parameters, or planning sectorization before
performance actually suffers. Ignoring the trend risks a reactive, customer-impacting outcome once congestion thresholds are
crossed. Locking the cell or reducing transmit power would actively degrade service for existing users and is not an appropriate
response to a capacity trend - these actions would be counterproductive and harm the very users the network is meant to serve.

HH #16
What does the NR-ARFCN (NR Absolute Radio Frequency Channel Number) represent in a 5G cell's configuration?

A. A standardized numeric reference that identifies the specific carrier frequency on which the cell operates
B. The percentage of available PRBs currently in use by the cell

C. A unique identifier for the cell within the core network's subscriber database

D. The number of active alarms currently reported by the cell

EfE: A

HE#17
For security segmentation, NOC personnel typically do not connect directly from their workstations to production AirScale base
stations. Instead, they first authenticate to an ntermediate, hardened host. What is this intermediate host commonly called?

A. Load balancer

B. Jump server / bastion host
C. Edge router

D. DNS server

IEf#: B

A -

A junp server (also called a bastion host) is an intermediate, hardened system that NOC personnel must authenticate to before
establishing management sessions, such as SSH or NetAct client connections, to production base stations. This design reduces the
attack surface of the network because production elements only need to accept management connections originating froma small



number of tightly controlled, monitored hosts, rather than from every individual engineer's workstation across potentially varied
locations and security postures. Jump servers also provide a natural point for enforcing multi-factor authentication, centralized
session logging, and periodic access reviews. An edge router forwards traffic between networks but is not an access-control
checkpoint for engineer sessions. A load balancer distributes traffic across multiple servers for performance/availability, and a DNS
server resolves hostnames to IP addresses - neither performs the security gatekeeping function described.

HE#18
Why does Nokia recommend configuring automatic session timeout (inactivity logout) for remote management sessions to AirScale
base stations?

¢ A To increase the radio coverage range of the cell

¢ B. To limit exposure if a session is left open and unattended, reducing the risk of unauthorized access or changes
e C. To force the base station to restart on a regular schedule

¢ D. To reduce electricity consumption at the site

Ef#: B

A -

Automatic session timeout is a fundamental security control for remote management sessions. If an engineer leaves an authenticated
session open and unattended - for example, stepping away from a workstation - anyone with physical or logical access to that
workstation could potentially view sensitive configuration data or, more seriously, make unauthorized changes to a live base station,
which could impact network stability, security, or subscriber service. Automatically terminating idle sessions after a defined mactivity
period minimizes this exposure window. This control is unrelated to site power consumption and does not cause the base station
itself to restart - only the management session is closed, while the BTS continues normal operation. It also has no effect on a cell's
radio coverage area, which is determmned entirely by RF design and configuration parameters such as transmit power and antenna

settings.

HE#19
A NOC engineer observes that a 5G cell's average downlink user throughput has dropped significantly, but the cell's PRB utilization
remains low and no transport alarms are active. Which root cause is most consistent with these observations?

A. The cellis severely congested due to a sudden increase in connected users

B. The backhaul link to the cell site has failed completely

C. The cell has been administratively locked by an operator

D. Degraded radio link quality is causing a shift toward lower-order modulation and coding schemes

IEf#: D

fiR .-

‘When PRB utilization is low, the cell is not resource-constrained, which rules out congestion as the cause of reduced throughput. A
complete transport failure or an administrative lock would prevent the cell from carrying any traffic at all, which contradicts the
scenario where the cell is still active and reporting measurements. The most consistent explanation is degraded radio conditions - for
example, increased interference, reduced signal-to-noise ratio (SINR), or coverage issues - which force the scheduler to select
lower-order Modulation and Coding Scheme (MCS) values for connected users. Lower MCS values mean each allocated resource
block carries fewer bits, directly reducing achievable throughput even though plenty of PRB capacity remains available. Investigating
MCS distribution counters and SINR-related measurements alongside checking for nearby interference sources or antenna/feeder
issues would be the appropriate next troubleshooting step.
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