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Cyber AB Certified CMMC Assessor (CCA) Exam 52 58 CMMC-CCA & Bk
M RE (Q113-Q118):

B #113
When assessing an environment, the CCA determines that CUI is contained within an [oT device. Which statement MUST be true?

A. Access provisioned to the IoT device must be done in accordance with AC.1.2-3.1.1: Limit System Access.
B. The IoT device must be accurately documented within the SSP.

C. The 10T device is a Contractor Risk Managed Asset.

D. AnloT device may not be utilized to process, store, or transmit CUL

EfE: B

R -

When an [oT device processes, stores, or transmits CUL it is categorized as a CUI Asset (not CRMA). All in- scope assets must
be documented in the System Security Plan (SSP). The SSP nust identify how the asset is managed, secured, and integrated into the
OSC's environment.

Exact Extracts:

* CMMC Scoping Guide: "All CUI Assets must be identified and described in the SSP."

* "Specialized Assets (including IoT) must be documented in the SSP if they process, store, or transmit CUL"

* "Contractor Risk Managed Assets do not include assets that process, store, or transmit CUL" Why other options are not correct:
* A: Incorrect, because an IoT device with CUI cannot be a CRMA.

* C: Incorrect, IoT can process CUI if properly secured and documented.

* D: While true in general (AC control applies), the mandatory requirement is accurate SSP documentation.

References:

CMMC Assessment Scope - Level 2, Version 2.13: Asset categories (pp. 5-10).

CMMC Assessment Guide - Level 2: SSP documentation requirements.

HA #114

A contractor allows for the use of mobile devices in contract performance. Some employees access designs and specifications
classified as CUI on such devices like tablets and smartphones. After assessing AC.L2-

3.1.18 - Mobile Device Connection, you find that the contractor maintains a meticulous record of mobile devices that connect to its
information systems. AC.L2-3.1.19 - Encrypt CUI on Mobile requires that the contractor implements measures to encrypt CUI on
mobile devices and mobile computing platforns. The contractor uses device-based encryption where all the data on a mobile device
is encrypted. Which of the following is a reason why would you recommend container-based over full-device-based encryption?

¢ A. Container-based encryption offers granular control over sensitive data, improves device performance by encrypting
selectively, and enhances security in Bring-Your-Own-Device (BYOD) environments

¢ B. Container-based encryption is more cost-effective

e C. It is more user-friendly and easier to deploy on a large scale

¢ D. Full-device encryption is not compatible with modern mobile operating systems

EfE: A

A -

Comprehensive and Detailed In-Depth Explanation:

AC.L2-3.1.19 requires "encrypting CUI on mobile devices." Full-device encryption secures all data, but container-based encryption
(A) offers granularity (protecting only CUI), performance (less overhead), and BYOD compatibility (separating work/personal
data), enhancing security and usability. Cost (B) and ease (C) aren't primary drivers, and full-device encryption (D) is compatible
with modern OSes, per CMMC discussion.


https://jp.fast2test.com/CMMC-CCA-premium-file.html

Extract from Official CMMC Documentation:

* CMMC Assessment Guide Level 2 (v2.0), AC.L2-3.1.19: "Container-based encryption provides granular control, performance,
and BYOD support."

* NIST SP 800-171A, 3.1.19: "Assess encryption methods for effectiveness." Resources:

* httpsz/dodcio.defense.gov/Portals/0/Documents/CMMC/AG _Level2 MasterV2.

0 FINAL 202112016 _508.pdf

HRA #115

During an assessment, the OSC person being interviewed explains the process for escorting visitors. The individual states that while
all visitors are escorted, occasionally a vendor may need access to a small room with only one door and limited standing room. In
these cases, the escort sits outside the room and observes the vendor completing the work. Is this practice in line with the escort

policy?

¢ A. No, the escort must always be in the same room

® B. Yes, so long as the visitor's actions can still be viewed by the escort
e C. Yes, since the visitor can only use a single entry

e D. No, the escort is not allowed to sit down

Ef#: B

fEEHL -

* Applicable Requirement: PE.L2-3.10.3 - "Control physical access to organizational systens, equipment, and operating
environments."

* Why D is Correct: Escort requirements are met as long as the visitor's actions are continuously observed and controlled. The
escort does not need to be physically inside the same room if direct observation is possible.

* Why Other Options Are Insufficient:

* A: Escort posture (sitting/standing) is irrelevant.

* B: Same-room presence is not required by CMMC/NIST SP 800-171.

* C: A single entry point helps, but observation is the requirement.

References (CCA Official Sources):

* NIST SP 800-171 Rev. 2 - PE12-3.10.3

* CMMC Assessment Guide - Level 2 - Physical Escort Policy Guidance

B #116

An OSC previously received a Conditional CMMC Level 2 Certification during Phase 3 of the assessment process. The OSC has
been working on implementing a POA&M to address the practice deficiencies identified during the initial assessment. Now, within
180 days from the Final Recommended Findings Briefing, you are to conduct a POA&M Closeout Assessiment. As the Lead
Assessor, you and your assessiment team review the OSC's updated POA&M, accompanying evidence, and any scheduled
observations, interviews, or tests with the aim of validating the implementation of the corrective actions. If any practices on the
POA&M review fail to result in a score of 'MET,' what should the Lead Assessor recommend?

A. Extend the timeframe for the OSC to address the remaining practice deficiencies.

B. Conduct a follow-up assessment to review the remaining practice deficiencies.

C. Recommend the OSC NOT be recommended for CMMC Level 2 Final Certification.
D. Update the POA&M with the remaining practice deficiencies for the OSC to address.

Ef: C

R :

Comprehensive and Detailed in Depth Explanation:

The CAP mandates that if any POA&M practices fail to score 'MET' during the Closeout Assessment, the Lead Assessor must
recommend against Final Certification, requiring the OSC to reapply after corrections.

Options A, C, and D do not align with this requirement.

Extract from Official Document (CAP v1.0):

* Section 3.4 - POA&M Closeout Assessment (pg. 35):"If any practices on the POA&M Review fail to result in a score of 'MET,'
the Lead Assessor will recommend that the OSC NOT be recommended for CMMC Level 2 Final Certification." References:
CMMC Assessment Process (CAP) v1.0, Section 3.4.



HA #117

Examining an OSC password policy, you leamn that a password should have a minimum of 15 characters. It also should have 3
uppercase, 2 special characters, and other alphanumeric characters. Passwords have to be changed every 45 days and cannot be
easily tied to the account owner. Passwords cannot be reused until 30 cycles are complete. The OSC's systemns send a temporary
password to the user's email or authentication app, which is one of the events described in their password usage policy. However, a
recent penetration test report shows that the generated temporary passwords did not have sufficient entropy, and an attacker may
guess a temporary password through brute force attacks. Which CMMC practice has the contractor successfully implemented?
Select all that apply.

A. TA.12-3.5.6 - Identifier Handling

B. TA.12-3.5.7 - Password Complexity and IA.L.2-3.5.8 - Password Reuse
C. IA.12-3.5.9 - Temporary Passwords

D. IA.L2-3.5.3 - Multifactor Authentication

IEf#: B

A -

Comprehensive and Detailed In-Depth Explanation:

* JA.L2-3.5.7: Requires "enforcing minimum password complexity." The policy's 15-character minimum with specific requirements
meets this.

* JA.L2-3.5.8: Requires "prohibiting password reuse for a specified number of generations." The 30- cycle rule satisfies this.
* JA.L2-3.5.9: Requires "changing temporary passwords at first logon and ensuring sufficient entropy." Low entropy fails this
practice.

* JA.L2-3.5.3: No evidence of MFA implementation.

* JA.L2-3.5.6: Identifier handling isn't addressed. Thus, only B applies fully.

Extract from Official CMMC Documentation:

* CMMC Assessment Guide Level 2 (v2.0), IA.L2-3.5.7: "Define complexity rules."

* JA.L2-3.5.8: "Prohibit reuse for specified cycles."

* JA.L2-3.5.9: "Ensure temporary password entropy."

Resources:

* httpsv/dodcio.defense.gov/Portals/0/Documents/CMMC/AG _Level2 MasterV2.

0 _FINAL 202112016_508.pdf

B #118
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