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¢ Deploy and manage a Microsoft 365 tenant: Management of roles in Microsoft 365 and management of
FEw 21 users and groups are discussion points of this topic. It also focuses on implementing and managing a
Microsoft 365 tenant.

e Manage security and threats by using Microsoft Defender XDR: This topic discusses how to use Microsoft
Defender portal to manage security reports and alerts. It also focuses on usage of Microsoft Defender for

hEY 72 Office 365 to implement and manage email and collaboration protection. Lastly, it discusses the usage of

Microsoft Defender for Endpoint for the implementation and management of endpoint protection.

¢ Inplement and manage Microsoft Entra identity and access: In this topic, questions about Microsoft Entra
FEy 23 tenant appear. Moreover, it delves into implementation and management of authentication and secure
access.

¢ Manage compliance by using Microsoft Purview: Implementation of Microsoft Purview information
NEY 2 4 protection and data lifecycle management is discussed in this topic. Moreover, questions about
implementing Microsoft Purview data loss prevention (DLP) also appear.
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HOTSPOT
Your network contains an on-premises Active Directory domain and a Microsoft 365 subscription.
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The domain contains the users shown in the following table.
The domain contains the groups shown in the following table.

You are deploying Azure AD Connect.
You configure Domain and OU filtering as shown in the following exhibit.

You configure Filter users and devices as shown in the following exhibit.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Ef#:
fEE -

HA #411

DRAG DROP

You have a Microsoft 365 ES subscription that contains two groups named Group1 and Group?2.
You need to ensure that each group can perform the tasks shown in the following table.

The solution must use the principle of least privilege.

‘Which role should you assign to each group? To answer, drag the appropriate roles to the correct groups. Each role may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

fEEL:

Explanation:

Box 1: Billing admin

manage service request

Purchase new services

Etc.

Assign the Billing admin role to users who make purchases, manage subscriptions and service requests, and monitor service health.
Box 2: User admin

User admin

Assign the User admin role to users who need to do the following for all users:

- Add users and groups

- Assign licenses

- Manage most users properties

- Create and manage user views

- Update password expiration policies

- Manage service requests

- Monitor service health

Reference:
https//learn.microsoft.com/en-us/microsoft-365/admin/add-users/about-admin-roles

HR #412

You have a new Microsoft 365 E5 tenant.

Youneed to enable an alert policy that will be triggered when an elevation of Microsoft Exchange Online administrative privileges is
detected.

What should you do first?

A. Create a communication conipliance policy.
B. Enable auditing,

C. Enable Microsoft 365 usage analytics.

D. Create an Insider risk management policy.

IEf#: B



Explanation

Microsoft Purview auditing solutions provide an integrated solution to help organizations effectively respond to security events,
forensic investigations, internal nvestigations, and compliance obligations. Thousands of user and admin operations performed in
dozens of Microsoft 365 services and solutions are captured, recorded, and retained in your organization's unified audit log, Audit
records for these events are searchable by security ops, IT admins, insider risk teans, and compliance and legal investigators in your
organization. This capability provides visibility into the activities performed across your Microsoft 365 organization.

Note: Permissions alert policies

Exanple: Elevation of Exchange admin privilege

Generates an alert when someone is assigned administrative permissions in your Exchange Online organization. For example, when a
user is added to the Organization Management role group in Exchange Online.

Reference:

httpsy/lear.microsoft.com/en-us/microsoft- 365/compliance/audit-solutions-overview
httpsz/lear.microsoft.com/en-us/microsoft-365/compliance/alert-policies

HME #413
You have a Microsoft 365 ES subscription that has auditing turned on. The subscription contains the users shown in the following
table.

You plan to create a new user named Userl.

How long will the user creation audit event be available if Adminl or Admin2 creates Userl? To answer, select the appropriate
options in the answer area.

Each correct selection is worth one point.

iRt

HH #414

You have a Microsoft 365 ES subscription that uses Microsoft Defender for Office 365.

The subscription has the default inbound anti-spam policy and a custom Safe Attachments policy.

You need to identify the following mformation:

* The number of email messages quarantined by zero-hour auto purge (ZAP)

* The number of times users clicked a malicious link in an email message Which Email & collaboration report should you use? To
answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

IEf#:

fiR .-
Explanation:
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