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F5 BIG-IP Administration Data Plane Configuration Sample Questions (Q70-
Q75):

NEW QUESTION # 70

How will the BIG-IP system distribute the traffic based on the configuration below?
pool my pool {

Ib_mode fastest
min_active_members 2

member 10.12.10.7:80 priority 3
member 10.12.10.8:80 priority 3
member 10.12.10.9:80 priority 3
member 10.12.10.4:80 priority 2
member 10.12.10.5:80 priority 2
member 10.12.10.6:80 priority 2
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member 10.12.10.1:80 priority 1
member 10.12.10.2:80 priority 1
member 10.12.10.3:80 priority 1
}

(Pick the 2 correct responses below)

¢ A. Connections are distributed to all pool members with priority 2 if one pool member with priority 3 is down

¢ B. Ifboth the priority 3 group and the priority 2 group have fewer than two members available, traffic is directed to the
priority 1 group

e C. Connections are first distributed to all pool members with priority 3 when all the pool members with priority 3 are available

e D. Ifboth the priority 1 group and the priority 2 group have fewer than two members available, traffic is directed to the

priority 3 group
Answer: B,C

Explanation:

The configuration provided utilizes Priority Group Activation in conjunction with the min_active_members setting, Priority groups
allow an administrator to define primary servers and "backup" servers within the same pool. The BIG-IP prioritizes traffic based on
the assigned priority number, with the highest number receiving traffic first.

In this specific configuration, the priority 3 group is the primary group. Therefore, connections are first distributed to all pool
members with priority 3 as long as they are available. The system will continue to use only the priority 3 group unless the number of
available members in that group falls below the min_active_members value, which is set to 2.

Ifthe priority 3 group has fewer than two active members, the BIG-IP "activates" the next available priority group (priority 2) and
distributes traffic among the remaining members of priority 3 and all members of priority 2. This cascading logic continues down the
list. Consequently, if both the priority 3 group and the priority 2 group have fewer than two members available, traffic is directed to
the priority 1 group. This ensures that even in a multi-server failure scenario, the system has a last-resort group of servers to handle
the traffic.

Option D is incorrect because if only one member of priority 3 goes down, there are still two members active (10.12.10.8 and
10.12.10.9). Since 2 is not less than the min_active_members threshold of 2, the priority 2 group will not yet be activated. Option B
is incorrect because traffic flows from high priority to low priority, not the other way around.

NEW QUESTION # 71
Refer to the exhibit.
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A BIG-IP Administrator needs to configure health monitors for a newly configured server pool named Pool B. Which health
monitor settings will ensure that all pool members will be accurately marked as available or unavailable?

A. HTTPS, HTTP, FTP, and SSH, with the Availability Requirement of at least one monitor
B. HTTPS, HTTP, FTP, and SSH with the Availability Requirement of all health monitors
C. HTTPS, HTTP, FTP, and ICMP, with the Availability Requirement of all health monitors
D. HTTPS and HTTP with the Availability Requirement of at least one health monitor

Answer: A

Explanation:

The pool member list in the exhibit shows servers listening on four distinct service ports: 80 (HTTP), 21 (FTP), 443 (HTTPS), and
22 (SSH). To accurately monitor a pool where members provide different services, the administrator must apply monitors that
correspond to each of those specific services.

The key to this configuration is the Availability Requirement (also known as "Monitor Rule"). If the administrator sets the requirement
to "All health monitors," every single monitor (HTTP, HTTPS, FTP, and SSH) must pass for a member to be marked "Up." This



would cause an immediate failure: for example, a server listening only on port 80 would fail the HTTPS, FTP, and SSH checks,
resulting in the member being marked "Down" even if the HTTP service is healthy.

To ensure accuracy, the administrator should apply all four relevant monitors and set the Availability Requirement to at least one
monitor. With this setting, the BIG-IP marks a member as "Up" if any of the assigned monitors return a successful response.
Therefore, the member at 10.200.50.210:80 will stay "Up" as long as the HTTP monitor passes, even though it fails the FTP,
HTTPS, and SSH monitors. This configuration allows a single pool to contain diverse service types while ensuring that the specific
port defined for each member is verified correctly. Option C is incorrect because ICMP only checks if the IP is alive, not if the
specific service port is functioning,

NEW QUESTION # 72
The BIG-IP Administrator is investigating whether better TCP performance is possible for a virtual server.
‘Which built-in profile should be tried first? (Choose one answer)

A. No option

B. f5-tcp-legacy

C. f5-tcp-mobile

D. f5-tcp-progressive

Answer: D

Explanation:

BIG-IP provides several built-in TCP profiles optimized for different traffic patterns and network conditions.

When attenpting to improve general TCP performance, the recommended starting point is f5-tcp-progressive.

According to the BIG-IP Admmistration: Data Plane Configuration documentation:

* f5-tcp-progressive is designed as a balanced, general-purpose TCP optimization profile.

* It dynamically adjusts TCP behavior to improve throughput and latency for most enterprise applications.

* It is the recommended first-choice profile when tuning TCP performance before moving to more specialized profiles.

Why the other options are incorrect:

* A. ©5-tcp-legacyThis profile exists for backward compatibility and does not include modern TCP optimizations.

* C. 5-tcp-mobileThis profile is optimized specifically for high-latency, lossy mobile networks and is not suitable for general-
purpose environments.

* D. No optionBIG-IP explicitly provides built-in TCP profiles for performance tuning; using none would forgo optimization
opportunities.

Correct Resolution:

The admmnistrator should first apply f5-tcp-progressive to evaluate potential TCP performance improvements before considering
more specialized profiles.

NEW QUESTION # 73
For a given Virtual Server, the BIG-TP must perform SSL Offload and negotiate secure communication over TLSv1.2 only. What
should the BIG-IP Administrator do to meet this requirement?

A. Configure a custom SSL Profile (Client) and select no TLSv1 in the options list
B. Configure a custom SSL Profile (Client) with a custom TLSv1.2 cipher string
C. Configure a custom SSL Profile (Server) and select no TLSv1 in the options list
D. Configure a custom SSL Profile (Server) with a custom TLSv1.2 cipher string

Answer: B

Explanation:

To fulfill the requirement of "SSL Offload" limited to "TLSv1.2 only," the administrator must focus on the client-side of the
comnection. SSL Offload means the BIG-IP terminates the encrypted connection from the user, processes the traffic (often as plain
text internally), and optionally sends it to the backend. The profile responsible for this termination and the nitial negotiation with the
client's browser is the Client SSL Profile.

A custom Client SSL Profile must be created because the default clientssl profile typically allows a broad range of protocols for
compatibility (including TLS 1.0, 1.1, and 1.2). To restrict communication specifically to TLS 1.2, the admmistrator modifies the
Ciphers string within the profile. Using a string such as DEFAULT:!SSLv3:'TLSv1:'TLSv1.1 or specifically definng TLSv1.2-only
suites ensures that the BIG-IP will reject any handshake attempts from older, less secure protocols.

Server SSL Profiles (Options B and C) are used for the encryption between the BIG-IP and the backend nodes, which is not what
is requested here. Simply selecting "no TLSv1" in an options list (Option D) is insufficient and often refers to older versions of the



software; the modern and standard way to control protocol negotiation on a BIG-IP is through the precise application of Cipher
Strings within the Client SSL profile. This ensures compliance with security standards like PCI-DSS while providing the offloading
benefits to the backend infrastructure.

NEW QUESTION # 74
Refer to the exhibit.

ABIG-TP al}lir-listreftor creates a new Virtual Server to E);ld alance SSH traffic. Users are unable to log on to the servers.
What should the BIG-IP Admmistrator do to resolve the issue? (Choose one answer)

A. Set Protocol to UDP

B. Set Source Address to 10.1.1.2

C. Set Destination Address/Mask to 0.0.0.0/0
D. Set HTTP Profile to None

Answer: D

Explanation:

SSH is a Layer 4 TCP-based protocol that operates on TCP port 22 and does not use HITP in any capacity. In the exhibit, the
Virtual Server is configured with an HTTP Profile applied, which is nappropriate for SSH traffic and causes connection failures.
According to the BIG-IP Admnistration: Data Plane Configuration documentation:

An HTTP profile must only be applied to Virtual Servers handling HTTP or HTTPS traffic.

When an HTTP profile is attached, BIG-IP expects HTTP headers and attempts to parse application-layer data.

Non-HTTP protocols such as SSH, FTP (control), SMTP, and other raw TCP services will fail if an HTTP profile is enabled.
Why the other options are incorrect:

A). Set Protocol to UDPSSH uses TCP, not UDP. Changing the protocol would break SSH entirely.

B). Set Source Address to 10.1.1.2The source address setting controls client access restrictions and is unrelated to protocol parsing
issues.

C). Set Destination Address/Mask to 0.0.0.0/0The destination address is already valid for a specific SSH service and does not
impact protocol handling,

Correct Resolution:

The BIG-IP Admnistrator should remove the HTTP Profile (set it to None) so the Virtual Server finctions as a pure Layer 4 TCP
service, allowing SSH connections to pass through successfully.

NEW QUESTION # 75
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