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Fortinet FCP - Google Cloud Security 7.6 Administrator Sample Questions
(Q22-Q27):

NEW QUESTION # 22

Your organization is deciding between deploying FortiGate active-passive high-availability (HA) in Google Cloud using either the
software-defined network (SDN) connector or load balancers.

‘What two reasons should your organization choose the SDN connector over the load balancer deployment?

(Choose two.)

A. The SDN connector supports multizone failover.
B. Failovers are faster because ofto API calls.

C. Cost is lower.

D. There isess administrative overhead.

Answer: C,D
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Explanation:
Using the SDN connector avoids additional load balancer costs, making it more cost-effective.
The SDN connector enables multizone failover by directly managing network routing, which load balancers do not inherently

support.

NEW QUESTION # 23

You have been tasked with destroying all resources relating to a recent active-active high-availability (HA) FGSP Terraform
deployment in Google Cloud.

What steps do you have to take to ensure a successful deletion? (Choose two.)

A. Delete all dependencies to resources relating to the Terraform template.

B. Use the command terraform plan before destroying the Terraform template.

C. Delete all resources manually because active-active HA clusters cannot be destroyed using Terraform.
D. Use the command terraform destroy to delete all resources deployed by the Terraform template.

Answer: A,D

Explanation:
Removing dependencies prevents resource conflicts during deletion.
terraform destroy is the correct command to cleanly and conpletely remove all resources created by the Terraform deployment.

NEW QUESTION # 24

An admmnistrator configured an external fabric connector for Google Cloud to pull information from Google Cloud, including
addresses, VM names, and subnets to create firewall policies.

When trying to create dynamic firewall addresses, the list of available instances does not populate any information from Google
Cloud.

Which two issues are the most probable cause? (Choose two.)

A. The VM instances in Google Cloud were not deployed using Google Cloud marketplace.

B. Google Cloud Metadata API access is disabled for Compute Engine for the FortiGate instance.
C. There are no VM nstances deployed in Google Cloud.

D. The VM instances in Google Cloud have multiple IP address assigned to them.

Answer: B,C

Explanation:

The external fabric connector relies on Google Cloud Metadata API access to retrieve instance information; if this is disabled, data
won't populate.

Ifno VM instances exist in the project, there will be no mstance data for the connector to retrieve.

NEW QUESTION # 25
You need to deploy a new Windows server in Google Cloud to offload web traffic from an existing web server in a different zone.
As the customer, which two actions must you take to secure the new ComputeEngine instance? (Choose two.)

A. Assign firewall rules to the compute engine instance.

B. Change the proxy load balancer to an application load balancer.

C. Implement a web application firewall.

D. Configure Google Cloud IAM to limit Windows administrator access.

Answer: A,D
Explanation:

Assigning firewall rules controls network traffic to the instance, protecting it from unauthorized access.
Configuring IAM to limit administrative access ensures only authorized users can manage the Windows server, enhancing security.

NEW QUESTION # 26



Google Cloud network services offer vast functionality and inter-connectivity between the cloud and on- premises networks.
Which three additional functions does FortiGate offer when deployed in Google Cloud to complement the native services offered by
Google Cloud? (Choose three.)

A. OSPF over IPSec

B. Web filtering

C. SSL VPN

D. Secure SD-WAN with application visibility
E. SSL inspection

Answer: C,D,E

Explanation:

FortiGate provides SSL VPN capabilities for secure remote access.

It offers SSL inspection to decrypt and inspect encrypted traffic for threats.

FortiGate supports Secure SD-WAN with deep application visibility and control, enhancing network performance and security
beyond native Google Cloud services.

NEW QUESTION # 27

If'you choose our FCP_GCS_AD-7.6 exam question for related learning and training, the system will automatically record your
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