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¢ Encryption as a Service: This section of the exam measures the skills of Cryptography Specialists and

focuses on Vault’s encryption capabilities. Candidates will learn how to encrypt and decrypt secrets using
FH 1 the transit secrets engine, as well as perform encryption key rotation. These concepts ensure secure data
transmission and storage, protecting sensitive information from unauthorized access.

¢ Vault Deployment Architecture: This section of the exam measures the skills of Platform Engineers and
focuses on deployment strategies for Vault. Candidates will learn about self- managed and HashiCorp-
managed cluster strategies, the role of storage backends, and the application of Shamir secret sharing in the
unsealing process. The section also covers disaster recovery and performance replication strategies to
ensure high availability and resilience in Vault deployments.

FH 2

o Vault Leases: This section of the exam measures the skills of DevOps Engineers and covers the lease

mechanism in Vault. Candidates will understand the purpose of lease IDs, renewal strategies, and how to
FH 3 revoke leases effectively. This section is crucial for managing dynamic secrets efficiently, ensuring that
temporary credentials are appropriately handled within secure environments.

¢ Authentication Methods: This section of the exam measures the skills of Security Engineers and covers
authentication mechanisims in Vault. It focuses on defining authentication methods, distinguishing between
human and machine authentication, and selecting the appropriate method based on use cases. Candidates
=M 4 will learn about identities and groups, along with hands-on experience using Vault's API, CLI, and UI for
authentication. The section also includes configuring authentication methods through different nterfaces to
ensure secure access.

e Access Management Architecture: This section of the exam measures the skills of Enterprise Security

Engineers and mtroduces key access management components in Vault. Candidates will explore the Vault
=x5 Agent and its role in automating authentication, secret retrieval, and proxying access. The section also
covers the Vault Secrets Operator, which helps manage secrets efficiently in cloud-native environments,
ensuring streamlined access management.

%| &l HashiCorp Security Automation HCVA0-003 2 MEE Al (Q126-
Q131):

EE #1206
You are trying to create a new orphan token but receiving a Permission Denied error. What capabilities are required to create this
token without using a root token?

A. sudo privileges on the path auth/token/create
B. write privileges on the path sys/mounts
C. sudo privileges on the path sys/mounts/token
D. write privileges on the path auth/token

HE. A

M.

Comprehensive and Detailed in Depth Explanation:

Creating an orphan token without a root token requiressudo privileges on the path auth/token/create. The HashiCorp Vault
documentation states: "The following paths require a root token or sudo capability in the policy: auth/token/create POST Create a
periodic or an orphan token (period or no_parent) option." Orphan tokens are not tied to a parent, requiring elevated permissions
due to their standalone nature.

The docs further note: "Certain endpoints, such as creating orphan tokens, are root-protected and require either a root token or a
policy with sudo capability on the specific path."writeon auth/token (A) is insufficient without sudo.writeon sys/mounts (B)
andsudoon sys/mounts/token (D) are unrelated to token creation. Thus, C is correct.

Reference:

HashiCorp Vault Documentation - Policies: Root-Protected API Endpoints

AR #127
‘Which of the following cannot define the maximum time-to-live (TTL) for a token?



A. By the client system f credentials leaking

B. A parent token TTL e password rotation tools and practices

C. By the mount endpoint configuration very password used

D. By the authentication method t natively provide a method of expiring credentials
E. Systemmax TTL

HE: A

Y.

The maximum time-to-live (TTL) for a token is defined by the lowest value among the following factors:

* The authentication method that issued the token. Each auth method can have a default and a maximum TTL for the tokens it
generates. These values can be configured by the auth method's mount options or by the auth method's specific endpoints.

* The mount endpoint configuration that the token is accessing, Each secrets engine can have a default and a maximum TTL for the
leases it grants. These values can be configured by the secrets engine's mount options or by the secrets engine's specific endpoints.
* A parent token TTL. Ifa token is created by another token, it inherits the remaining TTL of its parent token, unless the parent
token has an infinite TTL (such as the root token).A child token cannot outlive its parent token.

* System max TTL. This is a global limit for all tokens and leases in Vault. It can be configured by the system backend's

max lease_ttl option.

The client system that uses the token cannot define the maximum TTL for the token, as this is determined by Vault's configuration
and policies. The client system can only request a specific TTL for the token, but this request is subject to the limits imposed by the
factors above.

https:/developer.hashicorp.com/vault/docs/concepts/tokens3,

https:/developer.hashicorp.com/vault/docs/concepts/lease2,

httpsz/developer.hashicorp.comyvault/docs/commands/auth/tune4,
httpsz/developer.hashicorp.convvault/docs/commands/secrets/tuneS,
https://developer.hashicorp.com/vault/docs/commands/token/create6

HAE #128
Your organization wants to set up human-based authentication for AzireAD. What authentication method should you enable and
configure for Vault?

A. UserPass

B. Active Directory
C. OIDC/JWT

D. Okta

HE. C

ME:

Comprehensive and Detailed in Depth Explanation:

For human-based authentication with Azure Active Directory (AzureAD), theOIDC/JW Tauthentication method is the best choice.
The HashiCorp Vault documentation explains: "The OIDC/JWT auth method is the best choice here. The organization should
configure Vault to send authentication requests to Azure AD, which can then validate credentials on behalf of the user." OIDC
(OpenlD Connect) leverages Azure AD as an identity provider, allowing users to authenticate via their AzireAD credentials in a
secure, human-friendly manner.

Oktais a separate identity provider, not directly tied to Azure AD. Active Directoryauth is deprecated and less suitable for cloud-
based AzreAD mtegration. UserPassuses a local Vault-managed username/password, not external AzireAD authentication. Thus,
A (OIDC/JWT) is correct.

Reference:

HashiCorp Vault Documentation - JWT/OIDC Auth Method

EE#129
During a service outage, you must ensure all current tokens and leases are copied to another Vault cluster for failover so applications
don't need to authenticate. How can you accomplish this?

A. Replicate to another cluster using Performance Replication and promote the secondary cluster during an outage
B. Configure all applications to use the auto-auth feature of the Vault Agent

C. Configure Disaster Recovery replication and promote the secondary cluster during an outage

D. Have Vault write all the tokens and leases to a file so you have a second copy of them



He: C

Y.

Comprehensive and Detailed in Depth Explanation:

* Adnsecure and manual; not a Vault feature. Incorrect.

* B:Auto-auth doesn't replicate tokens/leases. Incorrect.

* C:DR replication mirrors tokens and leases; promotion enables failover. Correct.

* DiPerformance replication doesn't replicate tokens fully. Incorrect.

Overall Explanation from Vault Docs:

"Disaster Recovery replication mirrors tokens and leases... Promote the secondary during an outage."
Referencehttpsz/developer.hashicorp.com/vault/docs/enterprise/replication#replicated-data

HEE #130
What command creates a secret with the key "my-password" and the value "53cr3t" at path "my-secrets" within the KV secrets
engine mounted at "secret"?

A. vault kv write secret/my-secrets/my-password 53cr3t
B. vault kv put secret/my-secrets my-password-53cr3t
C. vault kv put secret/my-secrets/my-password 53cr3t
D. vault kv write 53cr3t my-secrets/my-password

2
m

S": C

Y.

The vault kv put command writes the data to the given path in the K/V secrets engine. The command requires the mount path of the
K/V secrets engine, the secret path, and the key-value pair to store. The mount path can be specified with the -mount flag or as part
of the secret path. The key-value pair can be given as an argument or read froma file or stdin. The correct syntax for the command
is:

vault kv put -mount=secret my-secrets/my-password 53cr3t

or

vault kv put secret/my-secrets my-password=53cr3t

The other options are incorrect because they use the deprecated vault kv write command, or they have the wrong order or format of
the arguments. References: hitps:/developer.hashicorp.com/vault/docs/commands/kv

/put3, https:/developer.hashicorp.com/vault/docs/commands/kv4
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