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SolarWinds Observability-Self-Hosted-Fundamentals Exam Syllabus Topics:

Topic Details

Topic 1
Reports: This domain focuses on creating, scheduling, and managing reports that provide insights into
network performance, availability, and metrics for documentation and analysis.

Topic 2
Node Management: This domain focuses on managing monitored nodes including handling node statuses
and working with agents for monitoring and data collection from endpoints.

Topic 3
Customization and User Experience: This domain addresses platform customization through dashboards
and views, managing user accounts and permissions, implementing custom properties, and organizing
resources using groups.

SolarWinds Observability Self-Hosted Fundamentals Sample Questions (Q42-
Q47):
NEW QUESTION # 42 
Agents have been deployed to a Windows server on a network. The agent is to initiate communication with the application server for
all agents. Which firewall port needs to be opened?

A. TCP 445
B. TCP 17790
C. TCP 17777
D. TCP 17778

Answer: D

Explanation:
SolarWinds agents support two communication modes: "Server-Initiated" (Passive) and "Agent-Initiated" (Active). According to
theSolarWinds Platform Agent requirements and port information, the direction of communication determines which firewall ports
must be open.
When an agent is configured forAgent-Initiated communication(where the agent on the managed node reaches out to the SolarWinds
server), it usesTCP port 17778. This port must be open for inbound traffic on the SolarWinds Main Polling Engine or Additional
Polling Engine. This mode is highly beneficial for monitoring servers in DMZs or remote sites where the SolarWinds server cannot
initiate a connection through the firewall, but the remote node is allowed to communicate back to the primary management network.
Port
17777 (Option B) is used for the legacy Orion Information Service, and 17790 (Option D) is used for specific client-to-server
messaging in different contexts, but 17778 is the dedicated, encrypted port for agent-initiated data transmission.

NEW QUESTION # 43 
Which two of the following export formats are supported in Hybrid Cloud Observability (HCO) reports?
(Choose two.)

A. excel
B. PDF
C. JSON
D. txt

Answer: A,B

Explanation:
SolarWinds Hybrid Cloud Observability provides robust reporting capabilities designed for both technical analysis and executive
presentation. TheSolarWinds Platform Reporting Guidespecifies that reports generated through the Web Console can be delivered
or manually exported in several standardized formats.
* Excel (.xls/.xlsx): This format is primarily used for data-heavy reports where administrators need to perform further calculations,
sorting, or external data manipulation. It allows the raw table data from the report to be easily ingested into other business
intelligence tools.
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* PDF: This is the standard format for automated delivery and "executive-ready" documentation. It preserves the visual layout,
including charts, logos, and specific formatting defined in the report builder.
While the platform usesJSON(Option B) for internal API communications and some dashboard configurations, andtxt(Option D)
might be used for certain log exports, they are not standard selectable
"export formats" within the primary Web-Based Report builder for end-user consumption. The primary focus of the reporting engine
is providing human-readable (PDF) and spreadsheet-compatible (Excel) outputs.

NEW QUESTION # 44 
Which feature halts the alert escalation process?

A. acknowledgement
B. trigger actions
C. reset actions
D. reset conditions

Answer: A

Explanation:
Alert escalation in the SolarWinds Platform allows for a tiered response to critical issues (e.g., emailing a technician immediately,
then emailing a manager if the issue persists for 30 minutes). According to the SolarWinds HCO Alerting Enginedocumentation, the
primary mechanism for a human operator to pause this automated progression isacknowledgement.
When an active alert is acknowledged via the Web Console, several things happen:
* The alert is moved to the "Acknowledged" category, signaling to other team members that the issue is being addressed.
* The "Acknowledge" timestamp and the user's name are recorded.
* The escalation chain is halted.Any further actions defined in the "Escalation" tab of the alert configuration-which were scheduled to
fire after a certain duration-are cancelled.
It is important to note that acknowledging an alert doesnotclear the alert or stop the "Reset Conditions" from being monitored. If the
node stays down, the alert remains active, but no furthernewescalation emails will be sent. The alert will only truly disappear once the
environment returns to a healthy state and the reset conditions are met.

NEW QUESTION # 45 
A user indicates when a map is created, only entities can be seen and status is not available. In addition, maps are unable to be
nested. What is causing this issue?

A. user account doesn't have node management rights
B. user account doesn't have view edit rights
C. user account doesn't have map editing rights
D. user account doesn't have administrative rights

Answer: C

Explanation:
SolarWindsIntelligent Mapsare highly interactive, but their functionality is strictly gated by user permissions. According to
theSolarWinds Platform documentation on Map Management, if a user can see nodes but cannot see their real-time status (the
colored status ring) or perform advanced functions like nesting one map inside another, it points to a lack ofMap Editing Rights.
Without "Map Edit" permissions, the user is essentially in a "restricted view" mode. They can see the physical entities that have been
placed on a map, but the dynamic overlays-such as the status of the node or the ability to modify the hierarchy of the map-are
disabled to prevent unauthorized changes to the global map configuration. To resolve this, a Platform Administrator must navigate
toSettings > All Settings > Manage Accounts, edit the specific user account, and change the "Map Management" or "Allow Map
Editing" permission to "Yes". This grants the user the ability to interact with the map's metadata and organizational structure, including
nesting and status visualization.

NEW QUESTION # 46 
A SolarWinds* Hybrid Cloud Observability (HCO) user account is to be used to run a NOC view in an operations center. The
view is to run continuously without being logged out. Which setting should be configured within the user account to accomplish this
goal?



A. disable session timeout default settings
B. grant account manage view permissions
C. set account expiration date to 1 year from now
D. grant account manage dashboard permissions

Answer: A

Explanation:
For Network Operations Centers (NOCs) that display SolarWinds dashboards on large wall-mounted monitors, maintaining a
continuous session is vital. By default, the SolarWinds Platform implements a security timeout (often 15 to 20 minutes of inactivity)
that automatically logs a user out to protect the console.
According to theSolarWinds Platform Administrator Guide, to prevent this for a dedicated NOC account, the administrator
mustdisable session timeout default settings (A). This is found within the "Advanced" section of the specific User Account settings.
When this toggle is enabled, the platform ignores the global session timeout for that specific login, allowing the dashboard to refresh
indefinitely without requiring manual re- authentication.
While granting management permissions (Options B and C) might allow the user tocreatethe view, it does nothing to prevent the
session from expiring. Similarly, an "Account Expiration Date" (Option D) only controls the long-term validity of the account, not the
duration of an individual active web session. Disabling the timeout is the standard procedural requirement for any "Service Account"
or "Display Account" used in a continuous monitoring environment.

NEW QUESTION # 47
......
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