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(Q44-Q49):

PR #44
In an active/active high availability (HA) configuration with two PA-Series firewalls, how do the firewalls use the HA3 mterface?

¢ A. To synchronize sessions, forwarding tables, IPSec security associations, and ARP tables between firewalls in an HA pair

¢ B. To exchange hellos, heartbeats, HA state information, and management plane synchronization for routing and User-ID
information

e C. To perform session cache synchronization among all HA peers having the same cluster ID

e D. To forward packets to the HA peer during session setup and asymmetric traffic flow
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In an active/active HA configuration with two PA-Series firewalls, the HA3 interface is used primarily for the exchange of HA state
mformation between the firewalls. This includes:

Hellos and heartbeats to monitor the status of the HA peer.

Synchronization of management plane data, which includes critical routing and User-1D information.

FIRE #45
Which method creates the most reliable user-to-IP mapping due to being based on a direct authentication from the user's device to
the firewall?

A. PAN-OS XML API to push mappings

B. Polling security event logs with a User-1D agent
C. Portal authentication

D. Authentication logs from Syslog receiver
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Portal authentication creates user-to-IP mappings through direct, interactive authentication from the user's device to the firewall itself,
making it the most reliable method because the identity is verified in real time at the source rather than inferred from logs or external
Systems.
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An NGFW engineer is configuring multiple Panorama-managed firewalls to start sending all logs to Strata Logging Service. The
Strata Logging Service instance has been provisioned, the required device certificates have been installed, and Panorama and the
firewalls have been successfully onboarded to Strata Logging Service.

‘Which configuration task must be performed to start sending the logs to Strata Logging Service and continue forwarding them to the
Panorama log collectors as well?

¢ A Select the "Enable Duplicate Logging" option in the Cloud Logging section under Device --> Setup --> Management in the
appropriate templates.

¢ B. Select the "Enable Cloud Logging" option in the Cloud Logging section under Device --> Setup --> Management in the
appropriate templates.

¢ C. Enable the "Panorama/Cloud Logging” option in the Logging and Reporting Settings section under Device --> Setup -->
Management in the appropriate templates.

¢ D. Modify all active Log Forwarding profiles to select the "Cloud Logging" option in each profile match list in the appropriate
device groups.
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To begmn sending logs to Strata Logging Service while continuing to forward them to Panorama log collectors, the necessary
co tion is to enable Cloud Logging. This option is configured in the Cloud Logging section under Device # Setup #
Management in the appropriate templates. Once enabled, this ensures that logs are directed both to the Strata Logging Service
(cloud) and to the Panorama log collectors.
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After a recent high availability (HA) failover test on an active/passive cluster, an engineer noted a

30-45 second delay before traffic started flowing through a Link Aggregation Control Protocol (LACP) aggregate interface on the
newly active firewall.

‘What should have been configured to support LACP pre-negotiation to minimize LACP convergence delay?

A. Enable LACP fast failover.

B. Enable in HA passive state.

C. Set LACP mode to passive.

D. Set HA link monitoring to aggressive.
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Enabling LACP in the HA passive state allows the passive firewall to negotiate and maintain the LACP session with the switch
before it becomes active, so when a failover occurs the aggregate is already formed and traffic can pass with minimal convergence
delay.

R #48
How does a Palo Alto firewall handle traffic between two different security zones?

e A Traffic is allowed automatically between zones

¢ B. Traffic between zones is forwarded without inspection

o (. Traffic is automatically encrypted between zones

e D. Traffic is denied by default unless a security policy explicitly allows it
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