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F5 F5CAB3 Exam Syllabus Topics:

Topic Details

Topic 1
Apply procedural concepts required to modify and manage pools: This domain addresses managing server
pools including health monitors, load balancing methods, priority groups, and service port configurations.

Topic 2
Apply procedural concepts required to modify and manage virtual servers: This domain covers managing
virtual servers including applying persistence, encryption, and protocol profiles, identifying iApp objects,
reporting iRules, and showing pool configurations.
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F5 BIG-IP Administration Data Plane Configuration Sample Questions (Q21-
Q26):
NEW QUESTION # 21 
Which type of Virtual Server requires the use of a FastL4 profile?

A. Stateless
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B. Performance (HTTP)
C. Standard
D. Performance (Layer 4)

Answer: D

Explanation:
Performance (Layer 4) virtual servers rely on FastL4 profiles to provide high-speed L4 processing without full proxy overhead.
Below is BATCH 2 (next 10 questions) extracted only from your uploaded document that are clearly related to BIG-IP
Administration: Data Plane Configuration topics.
�As requested, I have strictly excluded questions related to:
Licensing
HA / Device Trust / Sync-only
Logging destinations
User roles
Hardware, EUD, support processes
System-only administration
Source: Your uploaded TMOS Administration v2.0 document

NEW QUESTION # 22 
A virtual server is configured to offload SSL from a pool of backend servers. When users connect to the virtual server, they
successfully establish an SSL connection but no content is displayed. A packet trace performed on the server shows that the server
receives and responds to the request. What should a BIG-IP Administrator do to resolve the problem?

A. disable Server SSL profile
B. disable SNAT
C. enable SNAT
D. enable Server SSL profile

Answer: C

Explanation:
This scenario describes a classic routing issue often encountered during SSL offload deployments. The fact that an SSL connection
is established indicates the Client SSL profile is working correctly. The packet trace showing the server "receives and responds" to
the request is the most critical diagnostic clue.
When a BIG-IP receives traffic, it typically passes the client's original source IP address to the backend server. If the backend
server's default gateway is not the BIG-IP (a common "one-arm" network topology), the server will attempt to send its response
directly back to the client's IP via its own default router. The client's browser will reject this response because it expects traffic to
come from the Virtual Server's IP, not the backend server's IP.
To resolve this, the administrator must enable SNAT (Source Address Translation), typically using SNAT Automap. When SNAT
is enabled, the BIG-IP replaces the client's original source IP with one of its own Self IPs before forwarding the request to the
server. Because the source of the packet is now the BIG-IP, the backend server is forced to send its response back to the BIG-IP.
The BIG-IP then receives the response, translates it back, and delivers the content to the user. Option A is unnecessary if the
servers are expecting plain-text traffic after the BIG-IP performs offload. Option D would only worsen the existing routing
discrepancy.

NEW QUESTION # 23 
DNS queries from internal DNS servers fail when sent through a BIG-IP Virtual Server.
Which Virtual Server property should be changed?

A. Type to Performance (HTTP)
B. Source Address to subnet
C. Protocol to UDP
D. Protocol Profile (Client) to DNS_OPTIMIZED

Answer: C

Explanation:
Standard DNS queries use UDP. Configuring the Virtual Server for TCP causes DNS traffic to fail.



NEW QUESTION # 24 
A node is a member of multiple pools hosting different web applications. If one application fails, only that pool member should be
marked down.
What should be configured?

A. ICMP + TCP monitor
B. HTTP monitor with custom send/receive
C. UDP monitor
D. TCP monitor

Answer: B

Explanation:
Application-specific health checks must validate application responses, which requires HTTP monitors with custom send/receive
strings.

NEW QUESTION # 25 
Refer to the exhibit.
A BIG-IP Administrator configures a Virtual Server to handle HTTPS traffic. Users report that the application is NOT working.
Which additional configuration is required to resolve this issue?

A. Configure SSL Profile (Server)
B. Configure Protocol Profile (Server)
C. Configure Service Port to HTTP
D. Configure SSL Profile (Client)

Answer: D

Explanation:
According to the provided exhibit, the "SSL Profile (Client)" section in the Virtual Server configuration is empty. For a BIG-IP
system to process HTTPS traffic, it must act as an SSL/TLS endpoint. This process, known as SSL Termination or SSL Offload,
requires the assignment of a Client SSL Profile to the Virtual Server. Without this profile, the BIG-IP does not have the necessary
certificate and private key information to perform the SSL handshake with the client's browser. Consequently, when a user attempts
to connect via HTTPS, the TCP connection may establish, but the SSL handshake will fail because the BIG-IP will not know how
to decrypt the incoming encrypted packets.
A Client SSL profile defines the ciphers, certificates, and keys that the BIG-IP uses to communicate securely with the client. In a
standard HTTPS deployment, the BIG-IP decrypts the traffic and can then send it to the backend pool members either as plain text
(header insertion/manipulation) or re-encrypt it using a Server SSL profile. While a Server SSL profile (Option C) is needed if the
backend servers themselves require HTTPS, the initial failure for a user reaching a Virtual Server is almost always the lack of a
Client SSL profile to terminate the user's connection. Changing the Service Port to HTTP (Option D) would be incorrect because
the goal is to handle HTTPS traffic (typically port 443). Assigning the "clientssl" or a custom client-side profile from the "Available"
list to the "Selected" list in the GUI is the mandatory step to make the Virtual Server operational for secure web traffic.

NEW QUESTION # 26
......
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