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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q391-Q396):
NEW QUESTION # 391 
John works as an Incident manager for TechWorld Inc. His task is to set up a wireless network for his organization. For this, he
needs to decide the appropriate devices and policies required to set up the network.
Which of the following phases of the incident handling process will help him accomplish the task?

A. Containment
B. Recovery
C. Preparation
D. Eradication

Answer: C

Explanation:
Preparation is the first step in the incident handling process. It includes processes like backing up copies of all key data on a regular
basis, monitoring and updating software on a regular basis, and creating and implementing a documented security policy. To apply
this step a documented security policy is formulated that outlines the responses to various incidents, as a reliable set of instructions
during the time of an incident. The following list contains items that the incident handler should maintain in the preparation phase i.e.
before an incident occurs:
Establish applicable policies
Build relationships with key players
Build response kit
Create incident checklists
Establish communication plan
Perform threat modeling
Build an incident response team
Practice the demo incidents
Answer option A is incorrect. The Containment phase of the Incident handling process is responsible for supporting and building up
the incident combating process. It ensures the stability of the system and also confirms that the incident does not get any worse. The
Containment phase includes the process of preventing further contamination of the system or network, and preserving the evidence
of the contamination.
Answer option D is incorrect. The Eradication phase of the Incident handling process involves the cleaning-up of the identified
harmful incidents from the system. It includes the analyzing of the information that has been gathered for determining how the attack
was committed. To prevent the incident from happening again, it is vital to recognize how it was conceded out so that a prevention
technique is applied.
Answer option B is incorrect. Recovery is the fifth step of the incident handling process. In this phase, the Incident Handler places
the system back into the working environment. In the recovery phase the Incident Handler also works with the questions to validate
that the system recovery is successful. This involves testing the system to make sure that all the processes and functions are working
normal. The Incident Handler also monitors the system to make sure that the systems are not compromised again. It looks for
additional signs of attack.

NEW QUESTION # 392 
The _________ mechanism works on the basis of a client-server model.

A. Host-based
B. Network-based
C. Push-based
D. Pull-based

Answer: D
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NEW QUESTION # 393 
Which of the following topologies is a type of physical network design where each computer in the network is connected to a central
device through an unshielded twisted-pair (UTP) wire?

A. Bus topology
B. Ring topology
C. Star topology
D. Mesh topology

Answer: C

Explanation:
Star topology is a type of physical network design where each computer in the network is connected to a central device, called hub,
through an unshielded twisted-pair (UTP) wire. Signals from the sending computer go to the hub and are then transmitted to all the
computers in the network. Since each workstation has a separate connection to the hub, it is easy to troubleshoot. Currently, it is the
most popular topology used for networks.
Star Topology:
Answer option A is incorrect. Mesh network topology is a type of physical network design where all devices in a network are
connected to each other with many redundant connections. It provides multiple paths for the data traveling on the network to reach
its destination. Mesh topology also provides redundancy in the network. It employs the full mesh and partial mesh methods to
connect devices. In a full mesh topology network, each computer is connected to all the other computers. In a partial mesh topology
network, some of the computers are connected to all the computers, whereas some are connected to only those computers with
which they frequently exchange data.
Mesh Topology:
Answer option D is incorrect. Bus topology is a type of physical network design where all computers in the network are connected
through a single coaxial cable known as bus. This topology uses minimum cabling and is therefore, the simplest and least expensive
topology for small networks. In this topology, 50 ohm terminators terminate both ends of the network. A Bus topology network is
difficult to troubleshoot, as a break or problem at any point along the cable can cause the entire network to go down.
Bus Topology:
Answer option C is incorrect. Ring topology is a type of physical network design where all computers in the network are connected
in a closed loop. Each computer or device in a Ring topology network acts as a repeater. It transmits data by passing a token
around the network in order to prevent the collision of data between two computers that want to send messages at the same time. If
a token is free, the computer waiting to send data takes it, attaches the data and destination address to the token, and sends it.
When the token reaches its destination computer, the data is copied. Then, the token gets back to the originator. The originator finds
that the message has been copied and received and removes the message from the token. Now, the token is free and can be used
by the other computers in the network to send data. In this topology, if one computer fails, the entire network goes down.
Ring Topology:

NEW QUESTION # 394 
Which of the following plans is documented and organized for emergency response, backup operations, and recovery maintained by
an activity as part of its security program that will ensure the availability of critical resources and facilitates the continuity of
operations in an emergency situation?

A. Business Continuity Plan
B. Continuity Of Operations Plan
C. Contingency Plan
D. Disaster Recovery Plan

Answer: C

Explanation:
Contingency plan is prepared and documented for emergency response, backup operations, and recovery maintained by an activity
as the element of its security program that will ensure the availability of critical resources and facilitates the continuity of operations in
an emergency situation.
A contingency plan is a plan devised for a specific situation when things could go wrong. Contingency plans are often devised by
governments or businesses who want to be prepared for anything that could happen.
Contingency plans include specific strategies and actions to deal with
specific variances to assumptions resulting in a particular problem, emergency, or state of affairs. They also include a monitoring
process and "triggers" for initiating planned actions. They are required to help governments, businesses, or individuals to recover
from serious incidents in the minimum time with minimum cost and disruption.



Answer option B is incorrect. A disaster recovery plan should contain data, hardware, and software that can be critical for a
business. It should also include the plan for sudden loss such as hard disc crash. The business should use backup and data recovery
utilities to limit the loss of data.
Answer option D is incorrect. The Continuity Of Operation Plan (COOP) refers to the preparations and institutions maintained by
the United States government, providing survival of federal government operations in the case of catastrophic events. It provides
procedures and capabilities to sustain an organization's essential.
COOP is the procedure documented to ensure persistent critical operations throughout any period where normal operations are
unattainable.
Answer option C is incorrect. Business Continuity Planning (BCP) is the creation and validation of a practiced logistical plan for how
an organization will recover and restore partially or completely interrupted critical (urgent) functions within a predetermined time after
a disaster or extended disruption. The logistical plan is called a business continuity plan.

NEW QUESTION # 395 
You have just set up a wireless network for customers at a coffee shop. Which of the following are good security measures to
implement? Each correct answer represents a complete solution. Choose two.

A. Using WPA encryption
B. Not broadcasting SSID
C. Using WEP encryption
D. MAC filtering the router

Answer: A,C

Explanation:
With either encryption method (WEP or WPA), you can give the password to the customers who need it, and even change it
frequently (daily if you like). So this won't be an inconvenience for the customers.

NEW QUESTION # 396
......
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