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Cisco Implementing and Configuring Cisco Identity Services Engine 300-715
Prüfungsfragen mit Lösungen (Q26-Q31):
26. Frage 
In a standalone Cisco ISE deployment, which two personas are configured on a node? (Choose two )

A. publisher
B. policy service
C. subscriber
D. administration
E. primary

Antwort: B,D

Begründung:
Explanation
https://www.cisco.com/c/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide

27. Frage 
A network administrator must use Cisco ISE to check whether endpoints have the correct version of antivirus installed Which action must be
taken to allow this capability?

A. Configure a native supplicant profile to be used for checking the antivirus version
B. Create a Cisco AnyConnect configuration within Cisco ISE for the Compliance Module and associated configuration files
C. Create a Cisco AnyConnect Network Visibility Module configuration profile to send the antivirus information of the endpoints to Cisco
ISE.
D. Configure Cisco ISE to push the HostScan package to the endpoints to check for the antivirus version.

Antwort: A

Begründung:
https://www.cisco.com/c/en/us/td/docs/security/ise/1-2/user_guide/ise_client_prov.html About Anyconnect Network Visibility Module
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect45/administration/guide/b_AnyConnect_Administrator_Guide_4-
5/nvm.html

28. Frage 
A laptop was stolen and a network engineer added it to the block list endpoint identity group What must be done on a new Cisco ISE
deployment to redirect the laptop and restrict access?

A. Ensure that access to port 8443 is allowed within the ACL.
B. Select DenyAccess within the authorization policy.
C. Select DROP under If Auth fail within the authentication policy.
D. Ensure that access to port 8444 is allowed within the ACL.

Antwort: D

Begründung:
https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_010000.html

29. Frage 
An engineer must use certificate authentication for endpoints that connect to a wired network with a Cisco ISE deployment. The engineer must
define the certificate field used as the principal username. What is needed to complete the configuration?

A. authorization profile
B. authorization rule
C. authentication policy
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D. authentication profile

Antwort: D

30. Frage 
Users in an organization report issues about having to remember multiple usernames and passwords. The network administrator wants the existing
Cisco ISE deployment to utilize an external identity source to alleviate this issue.
Which two requirements must be met to implement this change? (Choose two.)

A. Provide domain administrator access to Active Directory.
B. Establish access to one Global Catalog server.
C. Configure a secure LDAP connection.
D. Enable IPC access over port 80.
E. Ensure that the NAT address is properly configured

Antwort: A,B

31. Frage
......
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