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Palo Alto Networks System Engineer - Prisma Cloud Professional Sample
Questions (Q10-Q15):
NEW QUESTION # 10 
Which framework in Prisma Public Cloud can be used to provide general best practices when no specific legal requirements or
regulatory standards need to be met?

A. GDPR
B. HIPAA
C. Payment Card Industry DSS V3
D. CIS Benchmark

Answer: D

NEW QUESTION # 11 
What are the asset severity levels within Prisma Cloud asset inventory?

A. Low, Medium, High, Severe, and Critical
B. Low, Medium, and High
C. Informational, Low, Medium, and High
D. Low, Medium, High, and Critical

Answer: D

NEW QUESTION # 12 
Which three anomaly policies are predefined in Prisma Public Cloud? (Choose three.)

A. Suspicious file activity
B. Unusual user activity
C. Denial-of-service activity
D. Account hijacking attempts
E. Excessive login failures

Answer: B,D,E

Explanation:
Account hijacking attempts
-Detect potential account hijacking attempts discovered by identifying unusual login activities. These can happen if there are
concurrent login attempts made in short duration from two different geographic locations, which is impossible time travel
, or login from a previously unknown browser, operating system, or location.
Excessive login failures
-Detect potential account hijacking attempts discovered by identifying brute force login attempts. Excessive login failure attempts are
evaluated dynamically based on the models observed with continuous learning.
Unusual user activity
-Discover insider threat and an account compromise using advanced data science. The Prisma Cloud machine learning algorithm
profiles a user's activities on the console, as well as the usage of access keys based on the location and the type of cloud resources.
https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-policies/anomaly- policies.html

NEW QUESTION # 13 
Match the query type with its corresponding search
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Answer:

Explanation:

Explanation:
network where,
event where,
config where

NEW QUESTION # 14 
How can you use Prisma Public Cloud to identify Amazon EC2 instances that have been tagged as "Private?

A. Open the Asset Dashboard, filter on tags: and choose "Private."
B. Create an RQL network query to identify traffic from resources tagged "Private."
C. Generate a CIS compliance report and review the "Asset Summary."
D. Create an RQL config query to identify resources with the tag "Private."

Answer: B

NEW QUESTION # 15
......
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