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Refer to the exhibits.

The FortiMail Sender Blocklist playbook is configured to take manual input and add those entries to the FortiMail abc. com
domain-level block list. The playbook is configured to use a FortiMail connector and the ADD SENDER TO BLOCKLIST
action.

Why is the FortiMail Sender Blocklist playbook execution failing7

A. The client-side browser does not trust the FortiAnalzyer self-signed certificate.

B. You nust use the GET _EMAIL STATISTICS action first to gather information about email messages.
C. FortiMail is expecting a fully qualified domain name (FQDN).

D. The connector credentials are incorrect

Answer: C

Explanation:

* Understanding the Playbook Configuration:

* The playbook "FortiMail Sender Blocklist" is designed to manually input email addresses or [P addresses and add them to the
FortiMail block list.

* The playbook uses a FortiMail connector with the action ADD SENDER TO BLOCKLIST.

* Analyzing the Playbook Execution:

* The configuration and actions provided show that the playbook is straightforward, starting withan ON_DEMAND STARTER
and proceeding to the ADD SENDER TO BLOCKLIST action.

* The action description indicates it is intended to block senders based on email addresses or domains.

* Evaluating the Options:

* Option A:Using GET EMAIL STATISTICS is not required for the task of adding senders to a block list. This action retrieves
email statistics and is unrelated to the block list configuration.

* Option B:The primary reason for failure could be the requirement for a fully qualified domain name (FQDN). FortiMail typically
expects precise information to ensure the correct entries are added to the block list.

* Option C:The trust level of the client-side browser with FortiAnalyzer's self-signed certificate does not impact the execution of the
playbook on FortiMail.

* Option DiIncorrect connector credentials would result in an authentication error, but the problem described is more likely related
to the format of the nput data.

* Conclusion:

* The FortiMail Sender Blocklist playbook execution is failing because FortiMail is expecting a fully qualified domain name
(FQDN).

References:

Fortinet Documentation on FortiMail Connector Actions.

Best Practices for Configuring FortiMail Block Lists.

NEW QUESTION # 23
Which three are threat hunting activities? (Choose three answers)

A. Tune correlation rules.

B. Perform packet analysis.

C. Generate a hypothesis.

D. Automate workflows.

E. Enrich records with threat intelligence.

Answer: B,C,E

Explanation:

Comprehensive and Detailed Explanation From FortiSOAR 7.6., FortiSIEM 7.3 Exact Extract study guide:

According to the specialized threat hunting modules and frameworks withinFortiSOAR 7.6and the advanced analytics capabilities
ofFortiSIEM 7.3, threat hunting is defined as a proactive, human-led search for threats that have bypassed automated security
controls. The three selected activities are core components of this lifecycle:

* Generate a hypothesis (C):This is the findamental starting point of a "Structured Hunt." Analysts develop a testable theory-based
on recent threat intelligence (such as a new TTP identified by FortiGuard) or environmental risk-about how an attacker might be
operating undetected in the network.

* Enrich records with threat intelligence (A):During the investigation phase, hunters use theThreat Intelligence Management
(TIM)module in FortiSOAR to enrich technical data (IPs, hashes, URLs) with external context. This helps determine if an anomaly
discovered during the hunt is indeed malicious or part of a known campaign.



* Perform packet analysis (D):Since advanced threats often live in the "gaps" between log files, hunters frequently perform deep-
packet or network-flow analysis using FortiSIEM's query tools or integrated NDR (Network Detection and Response) data to
identify suspicious lateral movement or C2 (Command and Control) communication patterns that standard alerts might miss.

Why other options are excluded:

* Automate workflows (B):While SOAR is designed for automation, the act of "automating” is a DevOps or SOC engineering task.
Threat hunting itself'is a proactive investigation; while playbooks canassista hunter (e.g,, by automating the data gathering), the act of
hunting remains a manual or semi-automated cognitive process.

* Tune correlation rules (E):Tuning rules is areactivemaintenance task or a "post-hunt” activity. Once a threat hunter finds a new
attack pattern, they will then tune STEM correlation rules to ensure that specific threat is detected automatically in the future. The
tuning is theresultof the hunt, not the activity of hunting itself.

NEW QUESTION # 24
Which statement best describes the MITRE ATT&CK framework?

A. Tt describes attack vectors targeting network devices and servers, but not user endpoints.

B. It contains some techniques or subtechniques that fall under more than one tactic.

C. It covers tactics, techniques, and procedures, but does not provide information about mitigations.
D. It provides a high-level description of common adversary activities, but lacks technical details

Answer: B

Explanation:

* Understanding the MITRE ATT&CK Framework:

* The MITRE ATT&CK framework is a comprehensive matrix of tactics and techniques used by adversaries to achieve their
objectives.

* It is widely used for understanding adversary behavior, improving defense strategies, and conducting security assessments.

* Analyzing the Options:

* Option A'The framework provides detailed technical descriptions of adversary activities, including specific techniques and
subtechniques.

* Option B:The framework includes information about mitigations and detections for each technique and subtechnique, providing
comprehensive guidance.

* Option CMITRE ATT&CK covers a wide range of attack vectors, including those targeting user endpoints, network devices,
and servers.

* Option D:Some techniques or subtechniques do indeed fall under multiple tactics, reflecting the complex nature of adversary
activities that can serve different objectives.

* Conclusion:

* The statement that best describes the MITRE ATT&CK framework is that it contains some techniques or subtechniques that fall
under more than one tactic.

References:

MITRE ATT&CK Framework Documentation.

Security Best Practices and Threat Intelligence Reports Utilizing MITRE ATT&CK.

NEW QUESTION # 25
Refer to the exhibit.
Which two options describe how the Update Asset and Identity Database playbook is configured? (Choose two.)

A. The playbook is using a FortiClient EMS connector.
B. The playbook is using an on-demand trigger.

C. The playbook is using a local connector.

D. The playbook is using a FortiMail connector.

Answer: A,C

Explanation:

* Understanding the Playbook Configuration:

* The playbook named "Update Asset and Identity Database" is designed to update the FortiAnalyzer Asset and Identity database
with endpoint and user information.

* The exhibit shows the playbook with three main components: ON_SCHEDULE STARTER, GET _ENDPOINTS, and
UPDATE ASSET AND IDENTITY.



* Analyzing the Components:

* ON_SCHEDULE STARTER:This component indicates that the playbook is triggered on a schedule, not on-demand.

* GET_ENDPOINTS:This action retrieves information about endpoints, suggesting it interacts with an endpoint management
system

* UPDATE _ASSET AND IDENTITY:This action updates the FortiAnalyzer Asset and Identity database with the retrieved
mformation.

* Evaluating the Options:

* Option A'The actions shown in the playbook are standard local actions that can be executed by the FortiAnalyzer, indicating the
use of a local connector.

* Option B:There is no indication that the playbook uses a FortiMail connector, as the tasks involve endpoint and identity
management, not email.

* Option C:The playbook is using an "ON_SCHEDULE" trigger, which contradicts the description of an on-demand trigger.

* Option DThe action "GET ENDPOINTS" suggests integration with an endpoint management system, likely FortiClient EMS,
which manages endpoints and retrieves information from them.

* Conclusion:

* The playbook is configured to use a local connector for its actions.

* It interacts with FortiClient EMS to get endpoint information and update the FortiAnalyzer Asset and Identity database.
References:

Fortinet Documentation on Playbook Actions and Connectors.

FortiAnalyzer and FortiClient EMS Integration Guides.

NEW QUESTION # 26

Refer to the exhibit,

which shows the partial output of the MITRE ATT&CK Enterprise matrix on FortiAnalyzer.
‘Which two statements are true? (Choose two.)

A. There are 15 events associated with the tactic.

B. There are four subtechniques that fall under technique T1071.
C. There are event handlers that cover tactic T1071.

D. There are four techniques that fall under tactic T1071.

Answer: B,C

Explanation:

* Understanding the MITRE ATT&CK Matrix:

* The MITRE ATT&CK framework is a knowledge base of adversary tactics and techniques based on real-world observations.

* Each tactic in the matrix represents the "why" of an attack technique, while each technique represents "how" an adversary achieves
a tactic.

* Analyzing the Provided Exhibit:

* The exhibit shows part of the MITRE ATT&CK Enterprise matrix as displayed on FortiAnalyzer.

* The focus is on technique T1071 (Application Layer Protocol), which has subtechniques labeled T1071.001, T1071.002,
T1071.003, and T1071.004.

* Each subtechnique specifies a different type of application layer protocol used for Command and Control (C2):

*T1071.001 Web Protocols

*T1071.002 File Transfer Protocols

*T1071.003 Mail Protocols

*T1071.004 DNS

* Identifying Key Points:

* Subtechniques under T1071:There are four subtechniques listed under the primary technique T1071, confirming that statement B is
true.

* Event Handlers for T1071:FortiAnalyzer includes event handlers for monitoring various tactics and techniques. The presence of
event handlers for tactic T1071 suggests active monitoring and alerting for these specific subtechniques, confirming that statement C
is true.

* Misconceptions Clarified:

* Statement A (four techniques under tactic T1071) is incorrect because T1071 is a single technique with four subtechniques.

* Statement D (15 events associated with the tactic) is misleading. The number 15 refers to the techniques under the Application
Layer Protocol, not directly related to the number of events.

Conclusion:

* The accurate interpretation of the exhibit confirms that there are four subtechniques under technique T1071 and that there are
event handlers covering tactic T1071.



References:
MITRE ATT&CK Framework documentation.
FortiAnalyzer Event Handling and MITRE ATT&CK Integration guides.
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