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CrowdStrike IDP Exam Syllabus Topics:

Topic Details

¢ Domain Security Assessment: Focuses on domain risk scores, trends, matrices, severity
o likelihood

Topic 1
o ¢ consequence factors, risk prioritization, score reduction, and configuring security goals and scopes.

¢ Falcon Identity Protection Fundamentals: Introduces the four menu categories (monitor, enforce, explore,
configure), subscription differences between ITD and ITP, user roles, permissions, and threat mitigation

Topic 2
P capabilities.

o User Assessment: Examines user attributes, differences between users
¢ endpoints

Topic 3
Pl ¢ entities, risk baselining, risky account types, elevated privileges, watchlists, and honeytoken accounts.

¢ Configuration and Connectors: Addresses domain controller monitoring, subnet management, risk settings,
Topic 4 MFA and IDaaS connectors, authentication traffic inspection, and country-based lists.

¢ GraphQL APIL: Covers Identity API documentation, creating API keys, permission levels, pivoting from
Topic 5 Threat Hunter to GraphQL, and building queries.

¢ Identity Protection Tenets: Examines Falcon Identity Protection's architecture, domain traffic inspection,
EDR complementation, human vulnerability protection, log-free detections, and identity-based attack

Topic 6 I
mitigation.

o Zero Trust Architecture: Covers NIST SP 800-207 framework, Zero Trust principles, Falcon's
implementation, differences from traditional security models, use cases, and Zero Trust Assessment score

Topic 7
opie calculation.
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¢ Risk Management with Policy Rules: Covers creating and managing policy rules and groups, triggers,
conditions, enabling

Topic 8
o o disabling rules, applying changes, and required Falcon roles.
¢ Threat Hunting and Investigation: Focuses on identity-based detections and incidents, mvestigation pivots,
Topic 9 incident trees, detection evolution, filtering, managing exclusions and exceptions, and risk types.

¢ Falcon Fusion SOAR for Identity Protection: Explores SOAR workflow autormation including triggers,
conditions, actions, creating custom

Topic 10 e templated

¢ scheduled workflows, branching logic, and loops.

¢ Muttifactor Authentication (MFA) and Identity-as-a-service (IDaaS) Configuration Basics: Focuses on
accessing and configuring MFA and IDaaS connectors, configuration fields, and enabling third-party MFA

Topic 11 . ;
integration.
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CrowdStrike IDP Questions 2026 - All Subjects Covered

There is no doubt that having a IDP certificate is of great importance to our daily life and daily work, it can improve your
comprehensive strength when you are seeking for a decent job or competing for an important position, mainly because with IDP
certification, you can totally highlight your resume and become more confident in front of your interviewers and competitors. There
are many advantages of our IDP question torrent that we are happy to introduce you and you can pass the exam for sure.

CrowdStrike Certified Identity Specialist(CCIS) Exam Sample Questions
(Q55-Q60):

NEW QUESTION # 55
‘Which of the following are minimum requirements for showing the Falcon Identity Verification Dialog on the end user's machine?

A. Windows Vista and .NET 3.5

B. Internet Explorer 9 and Windows Server 2008
C. Windows Server 2008 and PowerShell 5.1

D. .NET 3.5 and PowerShell 5.1

Answer: B

Explanation:

The Falcon Identity Verification Dialog is used to prompt users for identity verification during conditional access enforcement.
According to the CCIS curriculum Internet Explorer 9 and Windows Server 2008 represent theminimum supported requirementsfor
rendering the Identity Verification Dialog on an end user' s system

This requirement exists because the dialog relies on supported browser and OS components to present authentication challenges
reliably during enforcement workflows. Systers that do not meet these minimum requirements may fail to display the dialog
correctly, impacting the enforcement of MFA or identity verification actions.

The other options reference runtime frameworks or PowerShell versions that are not directly responsible for rendering the
verification dialog. Therefore,Option Ais the correct and verified answer.

NEW QUESTION # 56
Which of the following MF A providers areNOTsupported by Falcon Identity?

A. Azure (Entra) MFA
B. Symantec VIP

C. Firebase

D. DUO
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Answer: C

Explanation:

Falcon Identity Protection integrates with a defined set ofsupported MFA providersto enforce identity verification and conditional
access based on identity risk. According to the CCIS curriculum, supported MFA providers includeAzure (Entra) MFA,Cisco Duo,
andSymantec VIP, which are commonly used enterprise- grade MFA solutions.

These integrations allow Falcon Identity Protection to evaluate authentication attempts and dynamically enforce MFA challenges
when risky behavior is detected. The supported providers expose the necessary APIs and authentication workflows required for
Falcon to trigger MFA challenges as part of Policy Rules and Zero Trust enforcement.

Firebaseis not a supported MFA provider within Falcon Identity Protection. Firebase is primarily a mobile and application
development platform and does not function as an enterprise MFA provider compatible with Falcon's identity enforcement model.
As such, it cannot be used to enforce conditional access or identity verification through Falcon Identity Protection.

Because Falcon only supports specific, enterprise MF A integrations validated by CrowdStrike,Option Ais the correct and verified
answer.

NEW QUESTION # 57
Where in the Identity Protection module can one view the monitoring status of domain controllers?

A. Settings
B. System Notifications

C. Connectors
D. Domains

Answer: D

Explanation:

In Falcon Identity Protection, theDomainspage is where administrators can view themonitoring and health status of domain
controllers. The CCIS curriculum explains that this page provides visibility into which domain controllers are actively reporting
authentication traffic, their mspection status, and whether Authentication Traffic Inspection (ATI) is enabled.

This view is essential for validating coverage and ensuring that Falcon Identity Protection has sufficient visibility into domain
authentication activity. Administrators can quickly identify gaps, such as domain controllers that are not reporting or are
misconfigured, and take corrective action.

The other options serve different purposes:

* Settingsmanage general configuration.

* System Notificationsdisplay alerts and messages.

* Connectorsmanage integrations such as MFA and IDaaS.

Because domain controller visibility and monitoring health are managed at the domain level,Option C (Domains)is the correct and
verified answer.

NEW QUESTION # 58
What trigger will cause a Falcon Fusion Workflow to activate from Falcon Identity Protection?

A. New endpoint detection

B. New incident

C. Alert > Identity detection
D. Spotlight user action > Host

Answer: C

Explanation:

Falcon Fusion workflows integrate directly with Falcon Identity Protection throughidentity-based triggers, allowing automated
responses to identity threats. The correct trigger that activates a Falcon Fusion workflow from Identity Protection isAlert > Identity
detection.

Identity detections are generated when Falcon observes suspicious or malicious identity behavior, such as credential abuse,
abnormal authentication patterns, lateral movement attempts, or policy violations related to identity risk. These detections are distinct
from endpoint-only detections or incidents and are specifically designed to representidentity-based attack activity.

WhileNew incidentandNew endpoint detectionare valid Falcon Fusion triggers in other Falcon modules, they are not the primary
triggers for identity-focused automation. Similarly,Spotlight user action > Host relates to vulnerability management workflows rather
than identity analytics.



The CCIS curriculum emphasizes that Falcon Fusion enablesautormated identity response, such as notifying security teams, disabling
accounts, enforcing MFA, or triggering SOAR actions, based onidentity detections.

Therefore, workflows tied toAlert > Identity detectionallow organizations to respond quickly and consistently to identity threats,
makingOption Cthe correct answer.

NEW QUESTION # 59
What setting can be switched under the Domain Security Overview for each Active Directory domain and/or Azure tenant?

A. Domains

B. Privileged Identities
C. Goal

D. Scope

Answer: D

Explanation:

In the Domain Security Overview,Scopeis a configurable setting that allows administrators toswitch between Active Directory
domains and Azure tenants. This capability is essential for organizations managing multiple identity environments, as it enables
targeted risk assessment and comparison across different identity infrastructures.

The CCIS documentation explains that Scope determineswhich domain or tenant's identity data is displayedin the Overview
dashboard, including risk scores, trends, and prioritized remediation guidance.

Changing the scope does not alter risk calculations; it simply refocuses the analysis on the selected identity environment.
Other options are incorrect because:

* Privileged Identities represent a subset of users, not a switchable setting.

* Domains are entities, not a dashboard control.

* Goal changes how risks are evaluated, not which environment is displayed.

By allowing granular control over which domain or tenant is analyzed, Scope supports accurate identity risk management in complex,
hybrid environments. Therefore,Option Dis the correct answer.

NEW QUESTION # 60

We've always put quality of our IDP guide dumps on top priority. Each IDP learning engine will go through strict inspection from
many aspects such as the operation, compatibility test and so on. The quality inspection process is completely strict. The most
professional experts of our company will check the IDP study quiz and deal with the wrong parts. That is why we can survive in the
market now. Our company is dedicated to carrying out the best quality IDP study prep for you.
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