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E R #36

Your company has been creating users manually in Cloud Identity to provide access to Google Cloud resources. Due to continued

growth of the environment, you want to authorize the Google Cloud Directory Sync (GCDS) instance and integrate it with your on-
premises LDAP server to onboard hundreds of users. You are required to:

- Replicate user and group lifecycle changes from the on-premises LDAP server in Cloud Identity.

- Disable any manually created users in Cloud Identity.

You have already configured the LDAP search attributes to include the users and security groups in scope for Google Cloud. What
should you do next to complete this solution?

e A. 1. Configure the LDAP search attributes to exclude manually created Cloud Identity users not found in LDAP. 2. Set up a
recurring GCDS task.

e B. 1. Configure the option to suspend domain users not found in LDAP. 2. Set up a recurring GCDS task.

e C. 1. Configure the LDAP search attributes to exclude manually created Cloud Identity users not found in LDAP. 2. Run
GCDS after user and group lifecycle changes.

e D. 1. Configure the option to delete domain users not found in LDAP. 2. Run GCDS after user and group lifecycle changes.

IEf#: B
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To achieve the requirement "Disable any manually created users in Cloud Identity", configure GCDS to suspend rather than delete
accounts if user accounts are not found in the LDAP directory in GCDS.

Ref: https//support.google.com/a/answer/7177267

HA #37

Applications often require access to "secrets" -small pieces of sensitive data at build or run time.

The admmistrator managing these secrets on GCP wants to keep a track of "who did what, where, and when?" within their GCP
projects.

Which two log streams would provide the nformation that the administrator is looking for?

(Choose two.)

A. System Event logs
B. VPC Flow logs

C. Data Access logs
D. Admin Activity logs
E. Agent logs

_EE%: C\ D
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https/cloud.google.convsecret-manager/docs/audit-logging
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You are managing a set of Google Cloud projects that are contained in a folder named Data Warehouse A new data analysis team
has been approved to perform data analysis for all BigQuery data in the projects within the Data Warehouse folder. They should
only be able to read the data and not have permissions to modify or delete the data. You want to reduce the operational overhead of
provisioning access while adhering to the principle of least privilege. What should you do?

e A Grant the BigQuery Data Viewer role at the Data Warehouse folder.
¢ B. Grant the BigQuery Data Viewer role at the project level for each project within the Data Warehouse folder.
¢ C. Grant the BigQuery Metadata Viewer role at the Data Warehouse folder


https://www.passtest.jp/Professional-Cloud-Security-Engineer-exam.html

¢ D. Grant the BigQuery Data Viewer role at the dataset level for each BigQuery dataset within each project in the Data
Warehouse folder

EfE: A
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The requirements are met by granting access at the highest point in the resource hierarchy that encompasses all the necessary
resources, using the least privileged role required.

Least Privilege Role: The team needs to read data and not modify or delete it. The roles/bigquery.dataViewer role is the correct least
privileged role for read-only access to data.

Minimize Operational Overhead: Granting the role at the Folder level ensures that the access is automatically inherited by all current
and future projects within that folder, drastically reducing the operational overhead compared to granting the role per project (C) or
per dataset (A).

Scope: The Folder scope (Data Warehouse folder) is the container for all BigQuery data in the projects within the folder, making it
the ideal single point of granting access.

Extracts:

"[AM roles are inherited down the resource hierarchy... Granting a role at the folder level will grant the principal that role across all
projects within that folder, including any projects created in the future." (Source

10.1)

"The BigQuery Data Viewer (roles/bigquery.dataViewer) role grants permission to read data in BigQuery tables and views... It does
not grant permissions to modify or delete the data, adhering to the principle of least privilege for read-only tasks." (Source 10.2)

HE #39
Youneed to use Cloud External Key Manager to create an encryption key to encrypt specific BigQuery data at rest in Google
Cloud. Which steps should you do first?

e A. 1. Create or use an existing key with a unique uniform resource identifier (URI) in your Google Cloud project. 2. Grant
your Google Cloud project access to a supported external key management partner system

¢ B. 1. Create or use an existing key with a unique uniform resource identifier (URI) in a supported external key management
partner system. 2. In the external key management partner system, grant access for this key to use your Google Cloud
project.

e C. 1. Create an external key with a unique uniform resource identifier (URI) in Cloud Key Management Service (Cloud
KMS). 2. In Cloud KMS, grant your Google Cloud project access to use the key.

e D. 1. Create or use an existing key with a unique uniform resource identifier (URI) in Cloud Key Management Service (Cloud
KMS). 2. In Cloud KMS, grant your Google Cloud project access to use the key.

IEf#: B
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https//cloud. google.com/kms/docs/ekn#thow it works

- First, you create or use an existing key in a supported external key management partner system. This key has a unique URI or key
path.

- Next, you grant your Google Cloud project access to use the key, in the external key management partner system.

- In your Google Cloud project, you create a Cloud EKM key, using the URI or key path for the externally-managed key.

R #40

Youare a member of the security team at an organization. Your team has a single GCP project with credit card payment processing
systems alongside web applications and data processing systerms. You want to reduce the scope of systems subject to PCI audit
standards.

What should you do?

e A Use multi-factor authentication for admin access to the web application.

e B. Use only applications certified compliant with PA-DSS.

e (. Move the cardholder data environment into a separate GCP project.

e D. Use VPN for all connections between your office and cloud environments.

IEfE: C
R -



https/cloud.google.convsolutions/best-practices-vpc-design
"Setting up your payment-processing environment” section in https/cloud.google.convysolutions/pci-dss-compliance-in-gep.
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