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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q63-Q68):

NEW QUESTION # 63
A technician needs to disable guest log-ins on domain-joined desktop machines. Which of the following should be used?

A. Firewall

B. MSConfig

C. Group Policy

D. Microsoft Management Console

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Group Policyis the standard administrative tool for setting user permissions across domain-joined systeins.
FromQUENTIN DOCTER - COMPLETE Study Guide:

"Use Group Policy to enforce user rights, including disabling guest account access on domain computers."

NEW QUESTION # 64
A technician verifies that a malware incident occurred on some computers in a small office. Which of the following should the
technician do next?

A. Disable System Restore

B. Educate the end users

C. Update the anti-malware and scan the conmputers
D. Quarantine the infected systems

Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Once a malware incident has been confirmed, the immediate next step is to contain the threat. Quarantining infected systerms
prevents the malware from spreading to other devices and isolates the malicious code for further analysis or remediation.

B: Educating end users is important but occurs later in the incident response process.

C: Disabling System Restore is part of cleanup, not containment.

D: Updating and scanning should occur after the systemis quarantined to prevent firther infection or spread.

Reference:

CompTIA A+ 220-1102 Objective 2.5: Given a scenario, detect, remove, and prevent malware using appropriate tools and
methods.

Study Guide Section: Malware removal best practices - Step 2: Quarantine the infected system

NEW QUESTION # 65

As a corporate technician, you are asked to evaluate several suspect email messages on a client's computer.
Corporate policy requires the following;

>All phishing attempts must be reported.

>Future spam emails to users must be prevented.

INSTRUCTIONS

Review each email and perform the following within the email:

>Classify the emails

>]dentify suspicious itens, if applicable, in each email

>Select the appropriate resolution

Ifat any time you would like to bring back the mitial state of the simulation, please click the Reset All button.


https://www.dumpsquestion.com/220-1202-exam-dumps-collection.html

Share Your Feedback
It only takes 4 minutes of your
time! In partnersh...

Employee Orientation
Dear Joe, Welcome to CompTIA!
‘We are excited...

Security Update
We need to install an urgent
patch to your Windows...

Share Your Feedback
It only takes 4 minutes of your
time! In partnersh...

Employee Orientation
Dear Joe, Welcome to CompTIA!
We are excited...

Security Update
We need to install an urgent
patch to your Windows...

Interview
Good afterncon Joe, I just
wanted to thank you for...

No Mail Selected

Select an email to view its contents

From: ithelpdesk@comptia.co
Subject: Account Locked
To: joe@comptia.org

Dear User,

We have detected unusual activity coming from your corporate account joe@comptia.org.
To protect your account, please click HERE to,change your password.

Regards,

CompTIA IT Help'Desk

" Report email to Information Security
Perform no additional actions
Unsubscribe

Open attachment

ompP

Email Classification Menu

Classification

Phishing

Spam
Legitimate
Resolution

O Report email to Information Security
O Perform no additional actions
O Unsubscribe

O Open attachment




|

Inbox

Account Locked
Dear User, We have detected
unusual activity com...

Share Your Feedback
It only takes 4 minutes of your
time! In parl{lrsh...

Employee Orientation
Dear Joe, Welcome to CompTIA!
We are excited...

Security Update
We need to install an urgent
patch to your Windows...

Inbox

Account Locked
Dear User, We have detected
unusual activity com...

Share Your Feedback
It only takes 4 minutes of your
time! In partnersh...

Employee Orientation
Dear Joe, Welcome to CompTIA!
We are m:dted@

Security Update
We need to install an urgent
patch to your Windows...

Interview
Good afternoon Joe, I just
wanted to thank you for...

From: survey@researchco.net

Subject: Share Your Feedback And Get Free Wireless Headphones!
To: joe@comptia.org

Signed By: survey@researchco.net

It only takes 4 minutes of your time! a
In partnership with Research & Co. we: a*uwey regarding your cellular

service. As an expert in your field, your feedback!
This quick survey will
appreciation for

Take\'@gl

Manage Email Preferences

minutes of your time, and as a token of our
ht, you will receive a pair of wireless headphones.

From: Human Resources <hr@comptia.org>
Subject: Employee Orientation
To: joe@comptia.org

% Employee_Reference_Guide.PDF

Dear Joe,
Welcome to CompTIA!

We are excited that you are here, and we know you will be a valuable asset to the
company.

Please review the attached orientation material to get started with the onboarding
experience.

Regards,
CompTIA Human Resources
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From: CompTIA Information Security <infosec@comptiaa.org>
Subject: Security Update

To: joe@comptia.org

% patchl.exe

o Rhalad
We need to install an urgent patch to your Windows Operating System. Please download
and run the included attachment to install the security patch as soon as possible!

Regards,
CompTIA Information Security
infosec@comptia.org

From: Alex <alex@gmail.com>
Subject: Interview
To: joe@comptia.org

- -
Good afternoon Joe,

T just wanted to thank you for your time during my interviéw last week. It was exciting to
hear about the position and possible opportunity at CompTIA. Please don't hesitate to
reach out to me with any questions or concemns you may have about me or my
qualifications. Regardless of the outcome, it was a pleasure speaking with you, and I hope
to have the opportunity to work withwyou in the future.

Regards,
Alex
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Answer:

Explanation:
See explanation below.
Explanation:

Inbox mail 1 -Account Locked- Phishing - Report email to Information Security Inbox mail 2 -Share your feedback - Legitimate -
Performno additional actions Inbox mail 3 -Employee orientation - Legitimate - Perform no additional actions Inbox mail 4 -
Security Update - Spam - Report email to Information Security Inbox mail 5 -Interview - Legitimate - Performno additional actions

NEW QUESTION # 66
An organization sees unauthorized apps installed and licensing prompts. What should the security team do?

e A. Deploy an internal PK1 to filter encrypted web traffic.
e B. Enable stricter UAC settings on Windows.



¢ (. Remove users fiom the local admin group.
¢ D. Implement stronger controls to block suspicious websites.

Answer: C

Explanation:

Removing users from thelocal admin groupprevents them from installing unauthorized software.

FromQuentin Docter - Complete Study Guide:

"Local admin privileges allow users to install unauthorized apps. Removing them from this group restricts installations and helps
prevent malware." .

NEW QUESTION # 67
Which of the following is used in addition to a password to implement MFA?

A. Sending a code to the user's phone

B. Verifying the user’s date of birth

C. Requiring the user to enter a PIN

D. Prompting the user to solve a simple math problem

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Multi-Factor Authentication (MFA) requires at least two different types of authentication factors:

* Something you know (e.g., password or PIN)

* Something you have (e.g., smartphone or hardware token)

* Something you are (e.g,, fingerprint or facial recognition)

Option A, sending a code to the user's phone, is an example of "something you have" - a physical device that receives a one-time
passcode. Combined with a password, this forms a proper MFA implementation.

B: Date of birth is another knowledge-based factor (like a password), not a second factor type.

C: Solving a math problem is not a recognized authentication factor.

D: A PIN is also "something you know" and does not count as a distinct MFA factor when paired with a password.
Reference:

CompTIA A+ 220-1102 Objective 2.2: Compare and contrast common security measures and authentication technologies.
Study Guide Section: Authentication factors - password, biometrics, tokens, MFA
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