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1. WhatisaCuUl peri-
As- set? od in the fol-

2. Where do you
document a CUI
Asset?

3. What practices
do you apply to
a CUl Asset?
4. What does

CMMC stand
for?

5. How many
con- trols are
in CMMC L2?

6. What impact
lev- el is
required when
storing CUI?

7. What contract
clause is
used for
CMMC L17?

8. If youwantto
be CMMC L2
com- pliant, do
you need to
also be CMMC
L1 com- pliant?

9. What do you
call the part
before the first
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=A P/

o CMMC Assessiment Process (CAP): This section of the exam measures the planning and execution skills
of audit and assessment professionals, covering the end-to-end CMMC Assessment Process. This

FH 1 includes planning, executing, documenting, reporting assessments, and managing Plans of Action and

Milestones (POA&M) in alignment with DoD and CMMC-AB methodology.

¢ Scoping: This section of the exam measures the analytical skills of cybersecurity practitioners, highlighting
their ability to properly define assessment scope. Candidates nust demonstrate knowledge of identifying
and classifying Controlled Unclassified Information (CUI) assets, recognizing the difference between in-

=H 2
T scope, out-of-scope, and specialized assets, and applying logical and physical separation techniques to
determine accurate scoping for assessments
e CMMC Ecosystem: This section of the exam measures the skills of consultants and compliance
professionals and focuses on the different roles and responsibilities across the CMMC ecosystem
=A 3 Candidates must understand the finctions of entities such as the Department of Defense, CMMC-AB,

Organizations Seeking Certification, Registered Practitioners, and Certified CMMC Professionals, as well
as how the ecosystem supports cybersecurity standards and certification.

Al (Q207-Q212):

MO

%| &l Cyber ABCMMC CMMC-CCP RF2ME

AE #207
Which statement BEST describes the requirements for a C3PAQ0?

A. An authorized C3PAO must meet some DoD and all ISO/IEC 17020 requirerents.

B. A C3PAO nust be authorized by CMMC-AB before being able to conduct assessments.
C. An accredited C3PAO nmust meet all DoD and some ISO/IEC 17020 requirements.

D. AC3PAO nust be accredited by DoD before being able to conduct assessments.

HE: B

Y.

Understanding C3PAO RequirementsACertified Third-Party Assessment Organization (C3PAO)is an entityauthorized by the
CMMC Accreditation Body (CMMC-AB)to conductCMMC Level 2 Assessmentsfor organizations handlingControlled
Unclassified Information (CUI).

Key Requirements for a C3PAO to Conduct Assessments#Must be authorized by CMMC-AB before conducting assessments.
#Must meet CMMC-AB and DoD cybersecurity and process requirements.

#Must comply with ISO/IEC 17020 standards for inspection bodies.

#Must undergo a rigorous vetting process, including cybersecurity verification.

* A. An authorized C3PAO must meet some DoD and all ISO/IEC 17020 requirements # Incorrect

* C3PAOs must comply with CMMC-AB authorization requirementsbefore performing assessments.

* While they must align withISO/IEC 17020, they donotnecessarily meet all requirements upfront.

* B. An accredited C3PAO must meet all DoD and some ISO/IEC 17020 requirements # Incorrect

* C3PAOs are not accredited by DoD; they areauthorized by CMMC-ABto perform assessiments.

* Accreditation follows full compliance with CMMC-AB and ISO/IEC 17020 requirements.

* C. A C3PAO nust be accredited by DoD before being able to conduct assessments # Incorrect

* The DoD does not directly accredit C3PAOs-CMMC-AB is responsible forauthorization and oversight.

*D. A C3PAO nust be authorized by CMMC-AB before being able to conduct assessments # Correct

* CMMC-AB grants authorization to C3PAOs, allowing them to perform assessmentsonly after meeting specific requirements.
Why is the Correct Answer "D" (A C3PAO must be authorized by CMMC-AB before being able to conduct assessments)?
* CMMC-AB Certified Third-Party Assessment Organization (C3PAO) Guidelines

* States thatC3PAOs must receive CMMC- AB authorization before conducting assessments.


https://www.itdumpskr.com/CMMC-CCP-practice-test.html

* CMMC 2.0 Assessment Process (CAP) Document

* Specifies that onlyC3PAOs authorized by CMMC-AB can conduct official CMMC assessments.
* ISO/IEC 17020 Compliance for C3PAOs

* Defines theinspection body requirements for C3PAOs, which must be met for accreditation.
CMMC 2.0 References Supporting This answer:

EAE #208
The Advanced Level n CMMC will contain Access Control (AC) practices from:

A. Level 3

B. Levels 1, 2, and 3
C.Levels 1 and 2
D. Level 1

HE: B

MY

The CMMC Model v2.0 is cumulative. The Advanced Level (Level 3) requires full implementation of NIST SP 800-171 (aligned to
Level 2) and adds a subset of additional practices from NIST SP 800-172. Because levels build on one another, the Access
Control (AC) practices at Level 3 inherently include those from Level

1 (basic FCI protections), Level 2 (CUI protections), and additional Level 3 requirements.

Supporting Extracts from Official Content:

* CMMC Model v2.0 Overview: '"The model is cumulative; practices at a higher level include the practices of all lower levels."
* Level 3 description: "Advanced... Expert Level requires implementation of NIST SP 800-171 plus a subset of NIST SP 800-
172." Why Option D is Correct:

* The Advanced Level includes all AC practices from Level 1 and Level 2, as well as the additional ones unique to Level 3.

* Therefore, it contains Access Control practices from Levels 1, 2, and 3.

References (Official CMMC v2.0 Content):

* CMMC Model v2.0, Overview of Levels (Cumulative nature of practices).

* NIST SP 800-171 and NIST SP 800-172 (control sources for Levels 2 and 3).

EE #209
As defined in the CMMC-AB Code of Professional Conduct, what term describes any contract between two legal entities?

A. Agreement
B. Alliance

C. Union

D. Accord

e A

=R

Understanding the Definition of an Agreement in the CMMC-AB Code of Professional Conduct TheCMMC-AB Code of
Professional Conductdefines anagreementasany contract between two legal entities.

This includes:

#Contracts between an OSC and a C3PAOfor CMMC assessments.

#Service agreements between cybersecurity providers and defense contractors.

#Any formal, legally binding arrangement related to CMMC compliance.

* A. Union # Incorrect

* Auniontypically refers to anorganization representing workersand is not used to describe acontractual relationship.

* B. Accord # Incorrect

* While anaccordcan mean an agreement, it isnot the standard legal term for a binding contractin CMMC documentation.
* C. Alliance # Incorrect

* Analliancerefers to astrategic partnership, but does not necessarily imply alegally binding contract.

* D. Agreement # Correct

* TheCMMC-AB Code of Professional Conductdefines anagreementas anylegally binding contract between two entities.
Why is the Correct Answer "D. Agreement'?

* CMMC-AB Code of Professional Conduct

* Defines"Agreement"as alegally binding contract between two parties.



* CMMC-AB Licensed Training and Assessment Provider Guidelines

* Requires that all engagementsbe governed by a formal agreement (contract) between the parties.
* DFARS and CMMC Certification Contracts

* States thatOSC-C3PAO relationships must be formalized through a legal agreement.

CMMC 2.0 References Supporting This answer:

EE #210

An Assessiment Team is reviewing a practice that is documented and being checked monthly. When reviewing the logs, the practice
is only being completed quarterly. During the interviews, the team members say they perform the practice monthly but only document
quarterly. Is this sufficient to pass the practice?

A. Yes, the practice is being done as documented.

B. No, the work is not being done as stated.

C. Yes. the interview process is enough to pass a practice.
D. No, all three assessment methods must be met to pass.

HE: B

ME.

Ina CMMC Level 2 Assessmment, an assessor must achieve a high level of confidence that a practice is both implemented and
mstitutionalized. This is determned through the Examine, Interview, and Test (E-I-T) methods as outlined in NIST SP 800-171A
and the CMMC Assessiment Process (CAP).

Conflict of Evidence: The scenario presents a direct conflict between the three pillars of evidence. The Policy

/Documentation (Examine) states the practice occurs monthly. The Logs/Artifacts (Examine/Test) show it occurs quarterly. The
Interviews claim it happens monthly but is only recorded quarterly.

The "Not Met" Determination: Under the CAP, if the evidence collected does not consistently support the assessment objective, the
practice cannot be marked as "Met." Specifically:

Adequacy and Sufficiency: The logs (the primary proof of performance) are insufficient to prove the monthly requirement stated in
the documentation.

Inconsistency: Assessors look for "corroboration." When interviews contradict the physical artifacts (the logs), the objective
evidence (the logs) carries significant weight. Ifa practice is required monthly but only recorded quarterly, the assessor cannot verify
that it was actually performed during the missing months.

Why other options are incorrect:

Option B: The practice isnotbeing done as documented because the documentation says "monthly" and the logs only show
"quarterly." Option C: This is a common misconception. Not all three methods (E, I, and T) are required foreverysingle practice (the
Assessment Guide specifies which are required), but allusedmethods must yield consistent "Met" results.

Option D: Interviews alone are almost never sufficient to pass a practice that requires technical or administrative artifacts (logs).
Reference Documents:

CMMC Assessment Process (CAP) v1.0: Section 3.4 (Collect and Verify Evidence) and Section 3.5 (Determine Findings).
CMMC Level 2 Assessment Guide: Introduction to Assessment Methods, emphasizing that findings must be supported by the
"preponderance of evidence." NIST SP 800-171A: Chapter 2, "Assessment Procedures," regarding the necessity of artifacts to
prove implementation over time.

A2 #2211
The Level 1 practice description in CMMC is Foundational. What is the Level 2 practice description?

A. Advanced

B. Continuously Improved
C. Expert

D. Optimizing

: A

Y.

Understanding CMMC 2.0 Levels and Their DescriptionsTheCybersecurity Maturity Model Certification (CMMC) 2.0consists
ofthree levels, each representing increasing cybersecurity maturity:

* Level | - Foundational

* Focuses onbasic cyber hygiene

* Tmplements 17 practicesaligned withFAR 52.204-21

.l

o
m



* Primarily protectsFederal Contract Information (FCI)

* Level 2 - Advanced(Correct Answer)

* Focuses onprotecting Controlled Unclassified Information (CUI)

* Tmplements 110 practicesaligned withNIST SP 800-171

* Requirestriennial third-party assessments for critical programs

* Level 3 - Expert

* Focuses onadvanced cybersecurityagainstAPT (Advanced Persistent Threats)
* TmplementsNIST SP 800-171 and additional NIST SP 800-172 controls

* Requirestriennial government-led assessments

* TheCMMC 2.0 framework explicitly describes Level 2 as "Advanced."

* Ttaligns with NIST SP 800-171to ensure robustCUI protection.

* A. Expert (Incorrect)- This describesLevel 3, not Level 2.

* C. Optimizing (Incorrect)- Not a defined CMMC level description.

* D. Continuously Improved (Incorrect)- CMMC does not use this terminology.
* The correct answer isB. Advanced, which accurately describesCMMC Level 2.
References:

CMMC 2.0 Model Overview

CMMC 2.0 Scoping Guide

NIST SP 800-171 & NIST SP 800-172

AR #212
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