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Fortinet FCSS_SDW_AR-7.6 Exam Syllabus Topics:

Section Weight Objectives

- Overlay orchestration with SD-WAN Manager
Topic 1: Centralized Management 20% |- Branch configuration management
- SD-WAN deployment via FortiManager

- Routing policies and path selection

Topic 2: Rules and Routing 25% |- Link failover and load balancing

- SD-WAN traffic steering rules

- Initial SD-WAN configuration

Topic 3: SD-WAN Basic Setup 15% |- SD-WAN member and zone configuration
- Performance SLA definition and monitoring

- Monitor and troubleshoot IPsec/ADVPN tunnels
Topic 4: SD-WAN Troubleshooting and Optimization 15% |- Performance optimization and SLA adjustment

- Diagnose SD-WAN rule and routing issues

- Hub-and-spoke and full-mesh topologies

Topic 5: Advanced [Psec and Overlay Design 25% |- ADVPN configuration and operation

- Multihub and multi-region deployments
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Examsdsures Fortinet FCSS_ SDW_AR-7.6 exam questions are compiled according to the latest syllabus and the actual
FCSS_SDW_AR-7.6 certification exam. We are also constantly upgrade our training materials so that you could get the best and
the latest information for the first time. When you buy our FCSS_SDW_AR-7.6 Exam Training materials, you will get a year of free
updates. At any time, you can extend the the update subscription time, so that you can have a longer time to prepare for the exam.

Fortinet FCSS - SD-WAN 7.6 Architect Sample Questions (Q60-Q65):

NEW QUESTION # 60
An admmistrator is configuring SD-WAN to load balance their network traffic. Which two things should they consider when setting
up SD-WAN? (Choose two.)

A. SD-WAN load balancing is possible only using the best quality and lowest cost (SLA) strategies.
B. You can select the outbandwidth hash mode with all strategies that allow load balancing,

C. When applicable, FortiGate load balances the traffic through all members that meet the SLA target.
D. Only the manual and best-quality strategies allow SD-WAN load balancing,

Answer: B,C

Explanation:
FortiGate load balances traffic across all members that meet the SLA targets, depending on the strategy used.
The outbandwidth hash mode can be selected with load-balancing strategies to distribute traffic based on flow characteristics.

NEW QUESTION # 61
Refer to the exhibits.
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= Network Properties

Service Critical-DIA
= ldentity

Device ID FGVM01TM22000077
Device Name branch1_fgt

= Type
Sub Type sdwan
Type event

= Alerts
Level

= General

Log Description SDWAN status
Log ID 0113022923

Message Service prioritized by perfarmance metric will be redirected in sequence order
Sequence Number 21

Virtual Domain root

= Others

Date 2024-12-12
Date/Time 2024-12-12 09:09:30
Destination End User ID 3

Destination Endpoint ID 3

Device Time 2024-12-12 09:09:30
Device Time Zone -0800

Event Time 1734023370180275742
Event Type Service

-‘:‘:RnnEf”““

09:09:30
UEBA Endpoint ID 3
UEBA User ID 3

SD-WAN member status

branchl_fgt # diagnose sys sdwan member

WMembe: - =group: 0, interface: portl, flags=0x0,
mﬁﬁﬂﬁgtﬁurce 192, 2Z+0.1, priority: 1 1024, weight: 0

Member (2) : transport-group: 0, interface: port2, flags=0x0,

gateway: 152.2.0.10, socurce~l192.2.0.9, priority: 10 1024, weight: 0

SD-WAN rule configuration

config service
adit 1
gset name “Critical-DIA"
set mode priority
set src “LAN-net”
sat internet-sekvWice enable
E::H'r|HE.Fte:net-service—app—ct:l 41469 16920
set invermnét-service-app-ctrl-category 28
satvbealth-check “Corp_HC"
set priority-members 1 2
next
end

The exhibits show an SD-WAN event log, the member status, and the SD-WAN rule configuration.



Which two conclusions can you draw from the information shown? (Choose two.)

A. Port2 has a lower latency than portl.

B. The administrator configured the SD-WAN rule ID 1 with the default strategy mode.

C. The admnistrator configured the service ID 1 with the highest priority member for port2.
D. FortiGate updated the outgoing interface list on the rule so it prefers port2.

Answer: AD

Explanation:

The SD-WAN rule (config service edit 1) is configured with set mode priority. This means the rule selects the best interface based
on a defined performance metric, as opposed to a simple static priority or SLA. The event log (image 41cfb5.png) shows Metric
latency and Message Service prioritized by performance metric will be redirected in sequence order. This indicates that the rule is
using latency to determine the preferred member. Given that the log message is about a change, and the most logical reason for a
change in a priority mode is that a different member is now the best performer, it implies that the latency on port2 has become lower
than that on portl.

The log message Service prioritized by performance metric will be redirected in sequence order confirms that FortiGate is changing
the member being used for this service. Because the mode is priority, FortiGate dynamically selects the member that currently meets
the best performance criteria, which in this case is latency. The log implies a new member has been selected as the most optimal, and
with the default configuration, the members are sorted based on their performance, so the outgoing interface list is effectively updated
to prefer the new best-performing member (port2).

NEW QUESTION # 62
Refer to the exhibits.



SD-WAN template zones and rules configuration
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You use FortiManager to configure SD-WAN on three branch devices.
‘When you install the device settings. FortiManager prompts you with the error "Copy Failed" for the device branchl_fat When you
click the log button. FortiManager displays the message shown in the exhibit.



A. Gateways for all members in a zone must be defined the same way. Specify the gateway of the SD-WAN member port!
without metadata variables.

B. Check the metadata variable definitions, and review the per-device mapping configuration.

C. Remove the installation target for the SD-WAN member port4. You cannot combine metadata variable and installation
targets.

D. Check the connection between branchl_fgt and FortiManager

E. Based on the exhibits, which statement best describes the issue and how you can resolve it?

Answer: B

NEW QUESTION # 63

Refer to the exhibits. You use FortiManager to manage the branch devices and configure the SD- WAN tenplate. You have
configured direct internet access (DIA) for the IT department users.

Now. you must configure secure nternet access (SIA) for all local LAN users and have set the firewall policies as shown in the
second exhibit.

Then, when you use the install wizard to install the configuration and the policy package on the branch devices, FortiManager reports
an error as shown in the third exhibit. Which statement describes why FortiManager could not install the configuration on the
branches?

SD-WAN template on FortiManager | = |-

Name 5 Assigned to Device/Group = Interface =

2 DevicesinTotal ~ View Detalls »

@l port1
#'branch1_fgt [root] @ port2
% branch2_fgt [root]

branches

Firewall policies
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no-inspection
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FortiManager error message

Install Wizard - Validate Devices(branches_pp)(3/4) -0 x

A Task finished with errors.
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e A. You cannot install firewall policies that reference an SD-WAN member.
e B. You cannot install SIA and DIA rules on the same device.

e C. Younuwst direct SIA traffic to a VPN tunnel.

¢ D. You cannot install firewall policies that reference an SD-WAN zone.

Answer: A
Explanation:

In FortiManager, firewall policies must reference SD-WAN zones, not individual SD-WAN memnbers (interfaces like portl or
port2). The SIA rule incorrectly references portl, which is a member - not a zone - causing the installation failure during validation.

NEW QUESTION # 64
Refer to the exhibits.



Global System configuration

config system global
set snat-route-change enable
end

Interface port2 configuration

config system interface

[sia]

edit "port2"
set vdom "root"
set mode dhcp
set allowaccess ping
set type physical
set snmp-index 2

==RTINE

Routing Table on FortiGate

bt’ﬂl‘li‘_‘hl_fqt $ get roufgfhinfo routing-table all
Codes: K - kernel,.,& -Wonnected, 5 - static, R - RIP, B - BGP
O - OSPF,uIAP=Y0OSPF inter area
Nl - OSPE/JNSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPrMExternal type 1, E2 - OSPF external type 2
i - Is-Is8, L1 - IS-IS level-l, L2 - IS-1IS level-2, ia - IS-IS inter area
* - candidate default

Routing table for VRF=0
S* 0.0.0.0/0 [1/0) via 192.2.0.2, port2, ([1/0)
[1/0) via 192.2.0.10, portl [10/0)

The exhibits show the source NAT (SNAT) global setting. port2 interface settings, and the routing table on FortiGate.

The admmistrator increases the member priority on port2 to 20.

Upon configuration changes and the receipt of new packets, which two actions does FortiGate perform on existing sessions
established over port2? (Choose two.)

A. FortiGate continues routing all existing sessions over port2.

B. FortiGate routes only new sessions over port2.

C. FortiGate flags the sessions as dirty.

D. FortiGate flags the SNAT session as dirty only if the administrator has assigned an IP pool to the firewall policies with
NAT.

¢ E. FortiGate updates the gateway information of the sessions with SNAT so that they use portl instead of port2.

Answer: C.E

Explanation:

‘When the member priority of a port is increased (e.g., port2 to 20), FortiGate evaluates existing sessions and applies "dirty" flags
where applicable. The SD-WAN session management mechanismis described in detail: "Upon a change in SD-WAN member
priority, all existing sessions using that member are marked as dirty. For SNAT sessions, the gateway information is updated to
ensure future packets are routed through the newly preferred member, in this case, portl. This automatic re-evaluation allows SD-
WAN to dynamically respond to topology or priority changes, maintaining optimal routing," This is fndamental to seamless failover
and session persistence in Fortinet SD-WAN, ensuring active flows are redirected based on updated priorities or health status.
Reference:

[FCSS_SDW_AR-7.4 1-0.docx Q13]

FortiOS 7.4 SD-WAN Concept Guide, "Session Management During Path Change" FortiGate CLI Reference: diagnose sys session
list

NEW QUESTION # 65
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