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¢ PAN-OS Networking Configuration: This section of the exam measures the skills of Network Engineers in
configuring networking conponents within PAN-OS. It covers interface setup across Layer 2, Layer 3,
virtual wire, tunnel interfaces, and aggregate Fthernet configurations. Additionally, it includes zone creation,

=x 1 high availability configurations (active

e active and active

e passive), routing protocols, and GlobalProtect setup for portals, gateways, authentication, and tunneling.
The section also addresses [PSec, quantum-resistant cryptography, and GRE tunnels.
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¢ PAN-OS Device Setting Configuration: This section evaluates the expertise of System Administrators in
configuring device settings on PAN-OS. It includes implementing authentication roles and profiles, and
configuring virtual systems with interfaces, zones, routers, and inter-VSYS security. Logging mechanisims
FH 2 such as Strata Logging Service and log forwarding are covered alongside software updates and certificate
management for PKI integration and decryption. The section also focuses on configuring Cloud Identity
Engine User-1D features and web proxy settings.

¢ Integration and Automation: This section measures the skills of Automation Engineers in deploying and
managing Palo Alto Networks NGFWs across various environments. It includes the installation of PA-
Series, VM-Series, CN-Series, and Cloud NGFWs. The use of APIs for automation, integration with
FH 3 third-party services like Kubernetes and Terraform, centralized management with Panorama templates and
device groups, as well as building custom dashboards and reports in Application Command Center (ACC)
are key topics.
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A2 #32
Which PAN-OS method of mapping users to IP addresses is the most reliable?

A. Server monitoring
B. Syslog

C. Port mapping

D. GlobalProtect

e A

ME:

Server monitoring is the most reliable method for mapping users to IP addresses in PAN-OS. This method allows the firewall to
monitor specific servers, such as Microsoft Active Directory (AD) or LDAP servers, to dynamically retrieve and update user-to-IP
mappings. It provides a more accurate and up-to-date mapping of users to their associated IP addresses, as it directly queries user
databases in real time.

EE #33
What is the purpose of assigning an Admin Role Profile to a user in a Palo Alto Networks NGFW?

A. Define granular permissions for management tasks.

B. Enable multi-factor authentication (MFA) for administrator access.
C. Allow access to all resources without restrictions.

D. Restrict access to sensitive report data.

HE: A

Y.
Assigning an Admin Role Profile to a user in a Palo Alto Networks NGFW is used to define granular permissions for management
tasks. This allows administrators to control what actions a user can perform on the firewall, such as configuration changes,
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monitoring, and logging. By assigning different admin roles, you can ensure that users have access only to the areas and tasks they
need, enforcing the principle of least privilege.

EE #34
‘Which two zone types are valid when configuring a new security zone? (Choose two.)

A. Tunnel

B. Virtual Wire
C. Intrazone
D. Internal

Y. AB

Y.

‘When configuring a new security zone on a Palo Alto Networks firewall, the two valid zone types are:

Tunnel: A Tunnel zone is used for traffic that is associated with a VPN tunnel, such as [PSec tunnels. Traffic passing through a tunnel
mterface is classified into this zone.

Virtual Wire: A Virtual Wire zone is used when a firewall operates in transparent mode (also known as Layer 2 mode). In this
configuration, the firewall can inspect traffic without modifying the TP address structure of the network.

HE #35
‘Which statement applies to Log Collector Groups?

A. Enabling redundancy increases the log processing traffic in a Collector Group by 50%.

B. The maximum number of Log Collectors in a Log Collector Group is 18 plus two hot spares.

C. Log redundancy is available only if each Log Collector has the same amount of total disk storage.
D. In any single Collector Group, all the Log Collectors must run on the same Panorama model.

2
il

SH: B

MH.

The maximum number of Log Collectors that can be added to a Log Collector Group is 18 plus 2 hot spares, ensuring redundancy
and availability in case of failure. This allows for a total of up to 20 Log Collectors in a group, providing sufficient scalability and
reliability for log collection.

EE #36
In a hybrid cloud deployment, what is the primary finction of Ansible in managing Palo Alto Networks NGFWs?

A. It provides a web mterface for managing NGFW hardware clusters.

B. It automates NGFW policy updates and configurations through playbooks.
C. It facilitates dynamic updates to NGFW threat databases.

D. It enables centralized log collection and correlation for NGFWs.

He:. B

Y.

In a hybrid cloud deployment, Ansible is primarily used for automating configurations and policy updates on Palo Alto Networks
Next-Generation Firewalls (NGFWs). Through the use of playbooks, Ansible can automate the process of deploying security
policies, updating configurations, and managing the firewall's state, which enhances efficiency and consistency across multiple
NGFWs i a large or hybrid cloud environment.

AE #37
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