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NEW QUESTION # 66
What best explains the use of auto-discovery in API implementations?

A. It enables Anypoint Analytics to gain insight into the usage of APIs

B. It enables Anypoint Studio to discover API definitions configured in Anypoint Platform

C. It makes API Manager aware of API implementations and hence enables it to enforce policies
D. It enables Anypoint Exchange to discover assets and makes them available for reuse

Answer: C
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Explanation:
Correct Answe 1: It makes API Manager aware of API implementations and hence enables it to enforce policies.
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>> API Autodiscovery is a mechanism that manages an API from API Manager by pairing the deployed application to an API
created on the platform

>> API Management includes tracking, enforcing policies if you apply any, and reporting API analytics.

>> Critical to the Autodiscovery process is identifying the API by providing the API name and version.

Reference:

httpsz/docs.mulesoft.com/api-manager/2.x/api-auto-discovery-new-concept
httpsz/docs.mulesoft.com/api-manager/1.x/api-auto-discovery
https:/docs.mulesoft.com/api-manager/2.x/api-auto-discovery-new-concept

NEW QUESTION # 67

An organization makes a strategic decision to move towards an IT operating model that emphasizes consunmption of reusable IT
assets using modern APIs (as defined by MuleSoft).

‘What best describes each modern API in relation to this new IT operating model?

e A. Eachmodem API nwst be easy to consume, so should avoid conplex authentication mechanisins such as SAML or JW1
D

¢ B. Each modem API must be treated like a product and designed for a particular target audience (for instance, mobile app
developers)

e C. Eachmodem API has its own software development lifecycle, which reduces the need for documentation and automation

e D. Eachmodern API must be REST and HTTP based

Answer: B
Explanation:
Correct Answers:
1. Each modern API must be treated like a product and designed for a particular target audience (for instance mobile app
developers)
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* Modern APIs adhere to standards (typically HTTP and REST), that are developer-friendly, easily
accessible and understood broadly.
® They are treated more like products than code. APIs are designed for consumption for specific
audiences (e.g., mobile developers), they are documented, and they are versioned in a way that users
can have certain expectations of its maintenance and lifecycle
* Because they are much more standardized, today's APIs have a much stronger discipline for security
and governance, as well as monitored and managed for performance and scale
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A Mule 4 API has been deployed to CloudHub and a Basic Authentication - Simple policy has been applied to all API methods and
resources. However, the API is still accessible by clients without using authentication.
How is this possible?

¢ A Ore of'the application's CloudHub workers restarted

e B. The Autodiscovery element is not present, in the deployed Mule application

e (. The APE Router component is pointing to the incorrect Exchange version of the APT
e D. No... for client applications have been created of this API



Answer: B

Explanation:

When a Basic Authentication policy is applied to an APT on CloudHub but clients can still access the API without authentication, the
likely cause is a missing Autodiscovery element. Here's how this affects AP security:

Autodiscovery in MuleSoft:

The Autodiscovery element is essential for linking an API implementation deployed in CloudHub with its API instance defined in API
Manager. This connection allows the policies applied in API Manager, such as Basic Authentication, to be enforced on the deployed
APL

Why Option B is Correct:

Without Autodiscovery, the deployed application does not "know" about the policies configured in API Manager, resulting in
unrestricted access. Adding Autodiscovery enables the API to enforce the policies correctly.

of Incorrect Options:

Option A (incorrect Exchange version) would not cause bypassing of security policies.

Option C (missing client applications) does not impact authentication policy enforcement.

Option D (worker restart) is irrelevant to policy enforcement.

Reference

Refer to MuleSoft documentation on Autodiscovery configuration and linking API Manager policies for additional information on
setting up secure API policies.

NEW QUESTION # 69
An organization wants MuleSofi-hosted runtime plane features (such as HTTP load balancing, zero downtime, and horizontal and
vertical scaling) in its Azure environment. What runtime plane minimizes the organization's effort to achieve these features?

A. Anypoint Runtime Fabric

B. CloudHub

C. Anypoint Platform for Pivotal Cloud Foundry

D. A hybrid combination of customer-hosted and MuleSoft-hosted Mule runtimes

Answer: A

Explanation:

Correct Answe r: Anypoint Runtime Fabric

she steste she she steste sk she steste sk she skeste sk ste steste sk ste skt sk stttk skokokokokokokokoskokoskskosk

>> When a customer is already having an Azure environment, It is not at all an ideal approach to go with hybrid model having some
Mule Runtimes hosted on Azure and some on MuleSoft. This is unnecessary and useless.

>> CloudHub is a Mulesoft-hosted Runtime plane and is on AWS. We cannot customize to point CloudHub to customer's Azure
environment.

>> Anypoint Platform for Pivotal Cloud Foundry is specifically for infrastructure provided by Pivotal Cloud Foundry

>> Anypoint Runtime Fabric is right answer as it is a container service that autorates the deployment and orchestration of Mule
applications and API gateways. Runtime Fabric runs within a customer-managed infrastructure on AWS, Azure, virtual machines
(VMs), and bare-metal servers.

-Some of'the capabilities of Anypoint Runtime Fabric include:

-Isolation between applications by running a separate Mule runtime per application.

- Ability to run multiple versions of Mule runtime on the same set of resources.

-Scaling applications across multiple replicas.

-Automated application fail-over.

- Application management with Anypoint Runtime Manager.

NEW QUESTION # 70
What is a best practice when building System APIs?

A. Build an Enterprise Data Model (Canonical Data Model) for each backend systemand apply it to System APIs
B. Expose to API clients all technical details of the API implementation's interaction wifch the backend system

C. Model all API resources and methods to closely mimic the operations of the backend system

D. Document the API using an easily consumable asset like a RAML definition

Answer: C



Explanation:

Correct Answe 1: Model all API resources and methods to closely mimic the operations of the backend system.
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>> There are NO fixed and straight best practices while opting data models for APIs. They are completly contextual and depends
on number of factors. Based upon those factors, an enterprise can choose if they have to go with Enterprise Canonical Data Model
or Bounded Context Model etc.

>> One should NEVER expose the technical details of API implementation to their API clients. Only the API interface/ RAML is
exposed to API clients.

>> [t is true that the RAML definitions of APIs should be as detailed as possible and should reflect most of the documentation.
However, just that is NOT enough to call your API as best documented API. There should be even more documentation on
Anypoint Exchange with APT Notebooks etc. to make and create a developer friendly API and repository..

>> The best practice always when creating System APIs is to create their API interfaces by modeling their resources and methods
to closely reflect the operations and functionalities of that backend system.

NEW QUESTION # 71
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