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Desktop-based practice exam software 120-1104-25 is the first format that Itcertmaster provides to its customers. It helps track the
progress of the candidate from beginning to end and provides a progress report that is easily accessible. This Oracle 120-1104-25
Practice Questions is customizable and mimics the real exam, with the same format, and is easy to use on Windows-based
computers. The product support staff'is available to assist with any issues that may arise.

Oracle 1z0-1104-25 Exam Syllabus Topics:

Topic

Details

Topic 1

¢ Detecting, Remediating, and Monitoring OCI Resources: This section of the exam measures the skills of

OCI Administrators and emphasizes monitoring and maintaining security posture across cloud resources. It
focuses on the use of Cloud Guard, security zones, and the Security Advisor. Candidates also need to
understand how to identify rogue users with threat intelligence, as well as use monitoring, logging, and event
services for continuous Vvisibility into performance and security.

Topic 2

Protecting Infrastructure - Network and Applications: This section of the exam measures the skills of
Cloud Security Professionals and covers methods for securing networks and applications on OCI. Topics
include network security groups, firewalls, and security lists, while also focusing on the use of load
balancers for availability. The section further addresses the configuration of OCI certificates and web
application firewalls to strengthen infrastructure security.

Topic 3

Implementing OS and Workload Protection: This section of the exam measures the skills of OCI
Admmistrators and looks at securing workloads and operating systems. It includes the use of OCI Bastion
for time-limited access, vulnerability scanning of hosts and containers, and the use of OS management for
automated updates. The goal is to ensure that workloads remain resilient and well-protected.
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We update our Oracle 120-1104-25 exam dumps over time and mark the changes online. Enroll in the Oracle 1z0-1104-25 exam
dumps and start your preparation with Oracle 120-1104-25 practice questions. We will provide you with the information covered in
the current test and incorporate materials that originate from Oracle 120-1104-25 Exam Dumps. You will get a handful of
knowledge about topics that will benefit your professional career.

Oracle Cloud Infrastructure 2025 Security Professional Sample Questions
(Q29-Q34):

NEW QUESTION # 29
Based on the provided diagram, you have a group of critical compute instances in a private subnet that require vulnerability using the
Oracle Cloud Infrastructure(OCI) Vulnerability Scanning Service (VSS).

"What additional configuration is required to enable VSS to scan instances in the private subnet

A. Use an OCI Bastion session to establish connectivity and forward scan results from the private instances."

B. VSS cannot scan private instances. You need to move themto a public subnet for vulnerability scanning.

C. Configure a service gateway in the VCN and a route rule to direct traffic for the VSS service through the gateway.
D. No additional configuration is needed. VSS can access private instances by defaul.

Answer: C

NEW QUESTION # 30

A company has implemented OCI IAM policies with multiple levels of compartiments. A policy attached to a parent compartment
grants "manage virtual-network-family" permissions. A policy attached to a child compartment grants "use virtual-network- family"
pernissions.

According to OCI IAM policy inheritance, how does the OCI IAM policy engine resolve the permissions for a user attempting to
perform an operation that requires 'manage’ permissions in the child compartment?

e A The policy in the child compartment takes precedence, and the user is granted "use" permissions only.
¢ B. The policy in the parent compartment takes precedence, and the user is granted "manage" permissions.
e C. The operation is denied due to conflicting policies.

Answer: B

NEW QUESTION # 31

Task 4: Create a Certificate Authority (CA)

Create a certificate authority, where:

CA name: PBT-CERT-CA-01-<username>

For example, if your username is 99008677-lab.user01, then the certificate authority name should be PBT- CERT-CA-
01990086771abuser01 Ensure you elimnate special characters from the user name.

Common name: PBT-CERT-OCICA-01

Master Encryption Key: PBT-CERT-MEK-01 (created in the previous task)

Answer:

Explanation:

See the solution below in Explanation.

Task 4: Create a Certificate Authority (CA)

Step 1: Access the OCI Vault

* Log in to the OCI Console.

* Navigate toldentity & Security>Vaullt.

* Select the root compartment.

* Locate and click on the vault named PBI_Vault SP.
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Step 2: Create the Certificate Authority

* Inthe PBI_Vault SP vault details page, underResources, clickCertificate Authorities.

* ClickCreate Certificate Authority.

* Enter the following details:

* Name: Replace <username> with your usernane (e.g., if your username is 99008677-lab.user01, remove special characters like -
and . to get 9900867 7labuser01, then use PBT-CERT-CA-

019900867 7labuser01).

* Common Name: Enter PBT-CERT-OCICA-01.

* Master Encryption Key: Select the PBT-CERT-MEK-01<username> key created in Task 3 (e.

g, PBT-CERT-MEK-0199008677labuser01).

* Subject: Leave as default or adjust (e.g., Organization, Country) if required by your setup.

* Validity Period: Set as needed (e.g., 10 years), or use the default.

* Compartment: Ensure it's set to the root compartment.

* ClickCreate Certificate Authorityand wait for the CA to be provisioned.

Step 3: Verify the Certificate Authority

* After creation, go to theCertificate Authoritiessection under PBI Vault SP.

* Confirm the CA PBT-CERT-CA-01<username> (e.g., PBT-CERT-CA-0199008677labuser01) is listed and its status is active.

NEW QUESTION # 32
Your organization needs to implement strong password policies for users in OCI.
Which of the following statements is TRUE about password policies in OCI IAM?

A. Simple password policies are suitable for production environments.

B. The default password policy cannot be modified.

C. Custom password policies allow for granular control over password complexity.
D. Only one password policy can be applied to all users in a domain.

Answer: C

NEW QUESTION # 33

Challenge 2 -Task 1

In deploying a new application, a cloud customer needs to reflect different security postures. Ifa security zone is enabled with the
Maximum Security Zone recipe, the customer will be unable to create or update a resource in the security zone if the action violates
the attached Maximum Security Zone policy.

As an application requirement, the customer requires a compute instance in the public subnet. You therefore, need to configure
Custom Security Zones that allow the creation of compute instances in the public subnet.

Review the architecture diagram, which outlines the resoures you'll need to address the requirement:

Preconfigured
To complete this requirement, you are provided with the following;

Access to an OCI tenancy, an assigned compartment, and OCI credentials

Required IAM policies

Task 4: Create a Public Subnet

Create a public subnet named IAD-SP-PBT-PUBSNET-01, within the VCN IAD-SP-PBT-VCN-01 use a CIDR block of
10.0.1.0/24 and configure the subnet to use the internet Gateway See the solution below in Explanation.

Answer:

Explanation:

To create a public subnet named IAD-SP-PBT-PUBSNET-01 within the VCN IAD-SP-PBT-VCN-01 using a CIDR block of
10.0.1.0/24 and configure it to use the Internet Gateway, follow these steps based on the Oracle Cloud Infrastructure (OCT)
Networking documentation.

Step-by-Step Solution for Task 4: Create a Public Subnet

* Log in to the OCI Console:

* Use your OCI credentials to log in to the OCI Console (httpsz/console.us-ashburn- 1.oraclecloud.

com),

* Ensure you have access to the assigned compartment.

* Navigate to Virtual Cloud Networks:

* Fromthe OCI Console, click the navigation menu (hamburger icon) on the top left.



* UnderNetworking, selectVirtual Cloud Networks.

* Select the VCN:

* Locate and click on the VCN named IAD-SP-PBT-VCN-01 created in Task 3.

* UnderResources, selectSubnets.

* Create a New Subnet:

* Click theCreate Subnetbutton.

* Configure the Subnet Details:

* Name:Enter [AD-SP-PBT-PUBSNET-01.

* Compartment:Ensure it is set to the assigned compartment.

* Subnet Type:SelectPublic Subnet.

* CIDR Block:Enter 10.0.1.0/24.

* Route Table:Select the default route table associated with the VCN (ensure it includes a route to the Internet Gateway with
destination 0.0.0.0/0).

* Subnet Access:SelectPublic Subnetand ensure the Internet Gateway is associated.

* DHCP Options:Leave as default or customize if required.

* Security List:Use the default security list or create a new one with appropriate ingress/egress rules (e.g., allow TCP port 22 for
SSH and all egress traffic).

* Associate the Internet Gateway:

* Verify that the subnet is configured to route traffic through the Internet Gateway. This is automatically handled if you selected the
public subnet option and the VCN's route table is correctly set (as configured in Task 3).

* If needed, edit the route table for the subnet to ensure a rule exists:

* Destination CIDR Block:0.0.0.0/0

* Target Type:Internet Gateway

* Target:Select the Internet Gateway associated with IAD-SP-PBT-VCN-01.

* Create the Subnet:

* ClickCreateto provision the subnet.

* Once created, the subnet will be listed under the VCN's subnets.

* Verify the Configuration:

* Go to the subnet details page for IAD-SP-PBT-PUBSNET-01.

* Confirm the CIDR block is 10.0.1.0/24 and that it is a public subnet with Internet Gateway access.

Notes

* Ensure the CIDR block 10.0.1.0/24 does not overlap with existing subnets in the VCN (10.0.0.0/16, including 10.0.10.0/24 from
Task 3).

* The Internet Gateway association relies on the route table configuration from Task 3. Ifit's missing, update the route table as
described in Step 6.

NEW QUESTION # 34
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