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HEE #48
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the objects shown in the

following table.
Name s organizational Description
M iwo S O'P( unit (OU)

User1 User OuU1 User1 is a member of Group1.

User2 User Oou1 User2 is not a member of any
groups.

Group1 | Security group ou2 User1 and Group2 are members
of Group1.

Group2 | Security group | OU1 Group2 is a member of Group1.

You install Azure AD Connect. You configure the Domain and OU filtering settings as shown in the Domain and OU Filtering
exhibit. (Click theDomain and OU Filteringtab.)

E

Tasks
Connected to Azure AD
Sync
Connect Directories
Domain/OU Filtering
Filtering
QOptional Features

Configure

Microsoft Azure Active Directory Connect

Domain and OU filtering

If you change the OU-filtering configuration for a given directory, the next sync cycle will automatically

perform full import on the directory.
v Refresh Ou/Domain [ 7]

contoso.com

Sync all domains and OUs
®) Sync selected domains and OUs

i 4[] contoso.com
' T Builtin
] Computers |
Domain Cantrollers
I ForeignSecurityPrincipals
) Infrastructure
| LostAndFound
| Managed Service Accounts
oun
ouz
Program Data
| System
Users

|[&] (&

Previous

You configure the Filter users and devices settings as shown in the Filter Users and Devices exhibit. (Click theFilter Users and

Devicestab.)
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& Microsoft Azure Active Directory Connect

= Filter users and devices

Connected to Azure AD For a pilot deployment, specify a group containing your users and devices that will be synchronzied. Nested
groups are not supported and will be ignored.
Sync

Connect Directories

Domain/OU Filtering (O Synchronize all users and devices

Filtering @) Synchronize selected Q

Optional Features FOREST GROUP

Configure contoso.com |CN=Group1 ,0U=0U2,DC= contoso,DC=com Resolve )

Previous

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

User1 syncs to Azure AD. @) @)
User2 syncs to Azure AD. O O

Group2 syncs to AzureAEi soft O @)

Y-

ME.

Statements

Usen sypcsto.Azure AD.

User2 syncs to Azure AD.

Group?2 syncs to Azure AD.

Explanation:



Statemen's

User1 syncs to Azure AD.

User2 syncs to Azure AD.

Group2 syncs to Azure AD.

Only direct members of Group1 are synced. Group2 will sync as it is a direct member of Group1 but the members of Group2 will
not sync.

Reference:

https://docs.microsoft.comven-us/azure/active-directory/hybrid/how- to-connect-install-custom

EE #49

You have multiple on-premises devices that run either Windows or Linux.

You have a Microsoft 365 ES subscription.

You configure Microsoft Entra Internet Access.

You need to ensure that all the on-premises devices route internet traffic through Global Secure Access for security policy
evaluation.

‘What should you do in the Microsoft Entra admin center?

A. Create an access package.

B. Deploy the Global Secure Access client.
C. Create a remote network.

D. Create a named location.

He: C

Y.

Comprehensive and Detailed In-Depth Explanation:

Let's break this down step by step based on Microsoft Entra Internet Access, Global Secure Access, and the requirements for
routing internet traffic from on-premises devices, as outlined in Microsoft Identity and Access Administrator documentation.

* Understanding the Scenario and Requirements:

* On-premises devices running Windows or Linux:The devices are located in an on-premises environment (e.g., a corporate office
or branch) and run either Windows or Linux operating systers.

* Microsoft 365 ES subscription:This subscription includes Microsoft Entra ID P2 and Microsoft Entra Internet Access, which are
part of the Global Secure Access suite. This provides the necessary licensing for the solution.

* Microsoft Entra Internet Access:This is a Secure Web Gateway (SWG) solution that secures internet and SaaS app access by
routing traffic through Microsoft's Security Service Edge (SSE) for policy evaluation (e.g., web content filtering, Conditional
Access).

* Requirement:All on-premises devices must route their internet traffic through Global Secure Access for security policy evaluation.
Global Secure Access is the unified framework for Microsoft Entra Internet Access and Microsoft Entra Private Access, providing a
centralized way to manage network traffic security.

* How Global Secure Access Routes Internet Traffic:

* Global Secure Access can route internet traffic in two primary ways:

* Global Secure Access Client:This client is installed on individual devices (e.g., Windows, macOS, Android, i0S) and routes traffic
from the device to Microsoft's SSE for policy evaluation. The client is user-aware and integrates with Microsoft Entra ID for
identity- based policies.

* Remote Network:This method creates an [Psec tunnel between an on-premises network (e.

g., a branch office) and Microsoft's SSE. All internet-bound traffic from devices in the network is routed through the tunnel for
security policy evaluation, without requiring a client on each device.

* The question nvolvesmultiple on-premises devicesrunning Windows or Linux, which suggests a network-level solution may be
more practical than installing a client on each device, especially since Linux support for the Global Secure Access client is limited.



AR #50

You need to meet the technical requirements for the probability that user identities were compromised.

‘What should the users do first, and what should you configure? To answer, select the appropriate options in the answer area.
NOTE:Each correct selection is worth one point.

The users must first: WS NMicrosoft -

Provide conseiit for any app to access the data of Contoso.
Register for multi-factor authentication (MFA).
Register for self-service password reset (SSPR).

You must configure:

A sigr-inisk policy
A user risk policy
An Azure AD Password Protection policy

Y-

ME.

MheusersmustfirsBM g = .. rs v

| Provide consent for e}n',r app to access the data of Contoso.

Register for multi-factor authentication (MFA).
T%egister for self-service password reset (SSI'DTQ).

fou must configure: -
A'sign-in risk policy

| A user risk policy |

An Azure AD Password Protection policy

Reference:

https:/docs.microsoft.com/en-us/azure/active-directory/identity- protection/concept-identity- protection-policies

EE #51

You need to configure app registration in Azure AD to meet the delegation requirements.
‘What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Azure AD tenant-level setting to modify:

Allow users to register a
Users can consent to apps-@ccessing company data on their behalf
Users can requestadmin consent to apps they are unable to consent to

Role to assign to User1: ._,LT" v
Application administrator
Application developer

(Cloud application administrator

o3



Azure AD tenant-level setting to modify:

Role to assign to User1:

Cloud application administrator

Reference:
https7/docs.microsoft.conven-us/azure/active-directory/roles/delegate-app-roles

HEE #52

You have a Microsoft 365 tenant.

Youneed to Identity users who have leaked credentials. The solution must meet the following requirements:
* Identity sign-ms by users who are suspected of having leaked credentials.

* Flag the sign-mns as a high-risk event.

* Immediately enforce a control to mitigate the risk, while still allowing the user to access applications.

‘What should you use? To answer, select the appropriate options m the answer area.
Answer Area

To classify leaked credentials as high-risk,

e IVIICTOS

Azure Active Directory (AzurewD) Identity Protection
Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Identity Govemance

Self-service passworo reset | =
To trigger remediation, use Y.
Chent a ei authentication
Q User risk ) B
Tomt risk, select: | >]

Apply app e{:!)rced restrictions

Block access

| Grant access but require app protection policy
Grant access but require password change

Y-

A

To classify leaked credentials as high-risk, use: | T oo i g = ik - |
| Azure Active Directory, _i_Azu_lggg@_ Identity Protection
Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Identity Governance
Self-service password reset (SSPR)

e
itcel

To mitigate the risk, select: |

Apply app e{rbtced restrictions
pck access

= KA rnesfise

Explanation



Answer Area

assify leaked credentials as high-risk, use:  Azure ActivDireStiasl (Azure AD) Identity Protection W,
To trigger remediation, usé® ssag <

mitigate WSS TSk getel] aniaccesfhut require password change b
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