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SailPoint IdentitylQ-Engineer Exam Syllabus Topics:

Section

‘ Objectives

Topic 1: IdentitylQ Architecture and Core Concepts

- IdentitylQ platform components
- System architecture and deployment topology
- Identity warehouse and identity model

Topic 2: Provisioning and Connectors

- Connector configuration and management
- Provisioning workflows and policies
- Application onboarding

Topic 3: Identity Lifecycle Management

- Identity aggregation and correlation
- Joiner/Mover/Leaver (JML) processes
- Lifecycle event triggers and workflows

Topic 4: Configuration, Troubleshooting, and Maintenance

- Debugging provisioning issues
- System configuration and tuning
- Logging and monitoring

Topic 5: Policies, Roles, and Security Controls

- Separation of duties (SoD)
- Policy violations and remediation
- Role modeling and role hierarchy

Topic 6: Access Request and Governance

- Access reviews and certifications
- Access request workflows
- Role-based access control (RBAC)
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HAE #104
Is this a true statement about localization support in IdentitylQ?
Solution: The default language can be changed from English by replacing the appropriate message files.

e A No
e B. Yes

He: B

Y.

Yes, this statement is true. The default language of IdentitylQ can be changed from English by replacing the appropriate message
files. Administrators can modify or replace the default English message files with those for another language, which will then become
the system's default language. This allows IdentitylQ to be localized according to the organization' s language preferences.
SailPoint IdentitylQ Localization Guide

SailPomnt IdentitylQ Administration Guide (Language Settings and Message File Management Sections)

HE #105
Can a Workgroup be used for the following scenario?
Solution: Automatically creating multiple groups based on the values of a single identity attribute.

o A Yes
e B.No

e B

MH.

A Workgroup in SailPoint IdentitylQ is a collection of users or identities grouped together for the purpose of task assignment,
workflow approvals, or certifications. Workgroups are not typically used for automatically creating multiple groups based on the
values of a single identity attribute. To achieve automatic grouping based on identity attributes, you would need to use dynamic roles
or possibly rule-based population. These methods allow for creating roles or groups dynamically by evaluating identity attributes and
assigning memberships accordingly.

SailPoint IdentitylQ Administration Guide (Sections on Workgroups and Dynamic Roles) SailPoint IdentitylQ Configuration Guide
(Role Management)

EAE #1006
Is this statement correct about writing and executing source mapping rules to populate identity attributes?
Solution: Once the value for the identity attribute has been calculated, the rule must persist the identity attribute to the database.

o A. Yes
e B.No

He:. B

=R

The statement is incorrect. When writing and executing source mapping rules to populate identity attributes, the rule itself does not
need to persist the identity attribute to the database. In SailPoint IdentitylQ, once the value for an identity attribute has been
calculated by a source mapping rule, IdentitylQ automatically handles the persistence of this attribute to the database as part of the
aggregation or provisioning process. The developer does not need to explicitly persist the attribute; this is managed by the system
SailPoint IdentitylQ Source Mapping Guide

SailPoint IdentitylQ Administration Guide (Aggregation and Attribute Mapping Sections)

AE #107



Can the following IdentitylQ object be extended to store client-specific data by updating the corresponding .HBM file?
Solution: Link

* A Yes
e B.No

He: B

Y.

In SailPoint IdentitylQ, certain objects, such as the Link object, cannot be directly extended by updating the corresponding .HBM
(Hibernate Mapping) file. Modifying or extending core IdentitylQ objects typically requires a deeper level of customization nvolving
the extension of the application schema and possibly custom Java code. The .HBM files are part of IdentitylQ's internal persistence
framework, and altering them is not a supported or recommended method for extending objects in a production environment.
Customization should instead be done using SailPoint's supported extension points, such as using ManagedAttributes or
CustomAttributes within the IdentitylQ application framework. For guidelines on extending IdentitylQ objects, refer to the SailPoint
IdentitylQ Customization Guide and best practices documentation.

Top of Form

Bottom of Form

EE #108

An engineer needs to first create a custom audit event and then set up an associated report.

What are four steps to accomplish this goal?

Proposed Solution:

Set up a new AuditAction in the AuditConfig object XML:

< ObjectAttribute displayName= " User Type " editMode= " Permanent " extendedNumber="2 " name="userType " type="

string "'/ >

o A Yes
e B.No

e B

MH.

This proposed solution is not valid as written. The stem says the engineer needs to create a custom audit event and set up an
associated report. The proposed XML fragment is an ObjectAttribute definition for an attribute named userType; it is not an
AuditAction definition. An ObjectAttribute entry is used in object configuration contexts to describe an attribute's display, edit
behavior, extended number, name, and type. That does not define a new audit action/event in the AuditConfig object. A proper
audit event definition would use an AuditAction element or equivalent AuditConfig configuration identifying the audit action name,
display name, and enabled state. Because the XML fragment shown does not create a custom audit action, it cannot satisfy the
required step. This is exactly the kind of syntax-level distinction an IdentitylQ engineer must catch:

correct object type and correct XML element matter. References/topics: IdentitylQ Engineer - AuditConfig XML, AuditAction
defintion, ObjectAttribute configuration, custom audit event setup.
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