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HH #85
Create an inventory of the specific contractual terns that explicitly mention the data protection requirements.
This is an imperative of which DPF practice area?

A. Information Usage and Access (IUA)
B. Privacy Contract Management (PCM)
C. Visibility over Personal Information (VPI)

D. Regulatory Compliance Intelligence (RCI)
EfE: B

A -
As per the DSCI Privacy Framework (DPF), the "Privacy Contract Management (PCM)" practice area focuses on embedding
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privacy clauses and requirements in contracts with third parties, vendors, and service providers. One of the core imperatives is:
"Create an nventory of the specific contractual terns that explicitty mention data protection requirements." This ensures that privacy
responsibilities are clearly assigned and enforceable through legal agreements.

B #86

What is the maximum compensation that can be imposed on an organization for negligence in implementing reasonable security
practices as defined in Section 43A of ITAA, 2008?

A. 5 lakhs

B. 5 crores

C. 15 crores or 4% of'the global turnover
D. Uncapped compensation

H
=

: C

H #87
"Map the legal and compliance requirements to each data element that an organization is dealing with in all of its business processes,
enterprise and operational finctions, and client relationships.' This an imperative of which DPF practice area?

A. Privacy Organization and Relationship (POR)
B. Privacy Policy and Processes (PPP)

C. Visibility over Personal Information (VPI)

D. Regulatory Compliance Intelligence (RCI)

Ef#: B

M #88

Arrange the following techniques in decreasing order of the risk of re-identification:
I) Pseudonymization

II) De-identification

[II) Anonymization

e A. Allhave equal risk of re-identification
e B.ILIILI

e C.ILILI

e D.LII

EfE: D

R

According to the DSCI Assessment Framework for Privacy (DAF-P), the techniques for reducing identifiability differ in their
effectiveness:

* Pseudonymization replaces identifiable fields within a data record with artificial identifiers. However, if additional information
(mapping or lookup tables) exists, re-identification is possible.

* De-identification removes or masks identifiers, but residual or quasi-identifiers may still allow re- identification under certain
conditions.

* Anonymization ains to irreversibly remove any link between the data and the identity of the subject, thus presenting the least risk
of re-identification.

Therefore, when arranged in decreasing order of re-identification risk:

* Pseudonymization (highest risk)

* De-identification

* Anonymization (lowest risk)

This validates option A. I, I as correct.

HM #89
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RCI and PCM

In April 2011, the rules were issued under Section 43A of'the IT Act by the Government of India and the

'body corporates' were required to comply with these rules. The Corporate legal team tried to understand and interpret the rules but
struggled to understand its applicability esp. to client relationships and business functions. So, the company hired an IT Act legal
expert to advise them on the Section 43A rules.

To start with, the company identified the PI dealt with by business functions as part of the earlier visibility exercise, but it wanted to
reassure itself. Therefore, a specific exercise was conducted to revisit 'sensitive personal information’ dealt by business functions. It
was realized that the company collects lot of SPI of its employees and therefore 'reasonable security practices' need to be adhered
to by the functions that deal with SPI. It was also ascertained that many of this SPI is being dealt by third parties, some of which are
also located outside India. To meet the requirements of the rules, the company reviewed all the contracts and inserted a clause - 'the
service provider shall implement reasonable security practices and procedures as per the IT (Amendment) Act, 2008'. Some of the
large service providers were ISO 27001 certified and they claimed that they fulfill the requirements of 'reasonable security practices'.
However, some SME service providers did not understand what would 'reasonable security practices' imply and requested the
company to clarify, which referred themto Rule 8 of the Section 43A. Some small scale service providers expressed their
unwillingness to get ISO certified, given the costs involved.

(Note: Candidates are requested to make and state assumptions wherever appropriate to reach a definitive conclusion) Introduction
and Background XYZ is a major India based IT and Business Process Management (BPM) service provider listed at BSE and
NSE. It has more than 1.5 lakh employees operating in 100 offices across 30 countries. It serves more than 500 clients across
industry verticals - BFSI, Retail, Government, Healthcare, Telecom among others in Americas, Europe, Asia-Pacific, Middle East
and Afiica. The company provides IT services including application development and maintenance, IT Infrastructure management,
consulting, among others. It also offers IT products mamly for its BFSI customers.

The company is witnessing phenomenal growth in the BPM services over last few years including Finance & Accounting including
credit card processing, Payroll processing, Customer support, Legal Process Outsourcing, among others and has rolled out platform
based services. Most of the company's revenue comes from the US from the BFSI sector. In order to diversify its portfolio, the
company is looking to expand its operations in Europe. India, too has attracted company's attention given the phenomenal increase
i domestic IT spend esp. by the government through various large scale IT projects. The company is also very aggressive in the
cloud and mobility space, with a strong focus on delivery of cloud services. When it comes to expanding operations in Europe,
company is facing difficulties in realizing the full potential of the market because of privacy related concerns of the clients arising from
the stringent regulatory requirements based on EU General Data Protection Regulation (EU GDPR).

To get better access to this market, the company decided to invest in privacy, so that it is able to provide increased assurance to
potential clients in the EU and this will also benefit its US operations because privacy concerns are also on rise in the US. It will also
help company leverage outsourcing opportunities in the Healthcare sector in the US which would involve protection of sensitive
medical records of the US citizens.

The company believes that privacy will also be a key differentiator in the cloud business going forward. In short, privacy was taken
up as a strategic initiative in the company in early 2011.

Since XYZ had an internal consulting arm, it assigned the responsibility of designing and implementing an enterprise wide privacy
programto the consulting arm. The consulting arm had very good expertise in information security consulting but had limited
expertise in the privacy domain. The project was to be driven by CIO's office, in close consultation with the Corporate Information
Security and Legal functions.

Did the company take sufficient steps to protect SPI dealt by its service providers and ensure that it complies with the regulatory
requirements? Was referring to 'reasonable security practices' sufficient in the contracts or the company should have also considered
some other measures for privacy protection as well? (250 to 500 words)

IEf#:

AR :

The consulting arm of XYZ developed a comprehensive privacy program in line with the company's goal to leverage its existing
technology infrastructure, resources and capabilities for protecting data. The program had three parts - awareness and training,
policy development and implementation. On the awareness front, extensive training was conducted for employees on various aspects
of privacy including GDPR compliance.

This was followed by the development and rollout of an enterprise-wide privacy policy which clearly defined the various steps to be
taken to protect sensitive personal information (SPI) such as encryption, access controls etc. After this, customer contracts were
reviewed for appropriate protection clauses and service providers were made to sign 'reasonable security practices' clauses in their
contractual obligations as specified in EU GDPR.

At first glance, it seemed that XYZ had taken adequate steps to protect SPI dealt by its service providers and ensure that it complies
with the regulatory requirements. However, on careful scrutiny, there were some lacunae in the program. For instance, as per EU
GDPR, personal data must be pseudonymized or encrypted prior to transfer from one entity to another. In this case, though
encryption was mentioned in the policy documents but there were no specific measures given for ensuring proper encryption of data
before any transfer. Similarly, 'reasonable security practices' clause was included in customer contracts but there was no mention of
any tools like firewalls or other means of protecting sensitive information which could have further strengthened the privacy
protection efforts made by the company.



Thus, it is clear that XYZ did made some efforts to comply with the EU GDPR but in order to ensure full compliance, more specific
measures should have been taken and all contractual obligations must be such that they clearly define the security and privacy
controls that need to be put in place between customer/client and service provider. This would further give customers greater
assurance of privacy protection from XYZ's services. Going forward, XYZ can consider investing in more advanced technologies
like biometrics authentication etc for maximum security of data. Furthermore, the company should also ensure periodic reviews of'its
policy documents and contracts so as to ensure better protection of sensitive personal information.

Overall, though XYZ took some reasonable steps to protect SPI of its customers, it should have done more by introducing
advanced security measures and including stringent contractual obligations for service providers.

This would have enabled the company to achieve full compliance with EU GDPR and ensure greater security of custormer’s personal
data.

B #90

MRORMTIE . MEERE . KEORBC RN 2 FHL2MBEBERT 27120 T 5L ORH £ HI<
WERHY £ 3. MogExam/z 72 L « DSCI Certified Privacy Lead Assessor DCPLA certification® 223 12 B 3 2 B[ &
DSCIZ D HETIEH D $ ¢ A . UATODCPLARBZEED 7 — K2 & 3 &, BBEIHERRIS~I0%TT. &
INRORR & BRI TRBICAK T 20RIOTH%Ha> 7Y HdH Y £+ . DCPLA DSCI Certified Privacy Lead
Assessor DCPLA certificaton BRI OBHF 2> 7 v Y THETE 3 & 512, 1O EMIFRAEHEIRN 2 R
L. BEs08MstEeEMN2BEIREERCTEME%E 725 L £ 3. DSCI Certified Privacy Lead Assessor
DCPLA certification h L —=> 7 2> P> DHILETH 2F/AE . bl urb L itas. SRACERD
FTENREEIN T ET,

DCPLAR %} % 5 : https//www.mogiexam comnyDCPLA-exam html

DSCIDCPLAZEZERR Z MiE EROBEC AR LY 7 s, £ TOME T ZITRIEC LTI LN TE
¥ 4. DSCIDCPLAZLER ;EBE W A 5O HBAEFRCEETT. M. % ODCPLARB MR E K % i8R 4
hiE. EHCRZORERBCHET 20BN N TE . B ODCPLAREAE & ZHHIBIRME. &
—BRME. Fov 7 L Foy 7RIBRUREDEOWL O2»OBE+REL T8V &7, HEOREB LM
ST 2R ERBIOTERICL O, FAleb5DF v ) 7THHTODCPLAGEHAZ X b DEICE > TRERZ LY
¥ 9. DSCIDCPLAZEZEIR Iz 8A DRtz d b D8R M 2HH TDODATT .

R T2MEEHO B, BVFEEHIT2RELOX/EERERT & 5 5B EDCPLATEICE Willh 3. Z2h
FEEBROBREBCEHB LY 7 -T2 s6. ETOEET BITRIFCHILT I ERNTEET. (FHBEMRLDOD
HEEECEETT.

AER D HEH 5 -BE 3 2 DCPLAY GE IR BR -3 i) 2 DCPLA R Bl i 58

B2« B4 ODCPLARB R E R 2 BRI i RN BRLZOREABRCHE T 2MBEzERI LN TE &
7. B ODCPLARESE X ZHOERME. B—@RBE. P2y 7 & Foy 7RERFEDBHED L Dh
OFEFERMHEL B £7,

HLORBEMATHZERERHOTERICE D, b0 v ) 7HH TCODCPLASFHEIE., -0 EH
EoTELCILEY 7,

e DCPLAa > #—% > b [IDCPLARRERE b L —Y > 7 [IDCPLAXGRIELE [ € www.it-
passports.com) (ZHEIL . w DCPLA (% HREL T, ERTK v o— PR RRBRER 2 KL & ¢
DCPLA%: & %k}

e DCPLA7 A I[EIf% [(IDCPLAY 5 & A7 4 7 [IDCPLARERB b L —) ¥ 7 [1>
www.goshiken.com (14 4 b2 T HHi> DCPLA <[fE£ % £ 7 > o — FDCPLAH 4335 % B B g

o HEWDSCIDCPLA | 100% & #% % O DCPLAZFE IR B | FA 5k D ¥E 48 77 1= DSCI Certified Privacy Lead Assessor
DCPLA certification& ¥} 158 (0 7 = 7" 1 b O www.topexamjp % f & . = DCPLA D00 # & L TEHRl
THX v >va—FLTL 2 S WDCPLARKEAER

o MERIPDFDSCIDCPLAMZEIR f Y X5 27477 ALY VY AL T - 58T & 3DCPLAB BHf5& [
7 { www.goshiken.com } ® Bl X 7 > o — F > DCPLA (X — 2 3B & & 3 DCPLARE H A5 iR R E 4

o DCPLAGRBR D YEM 7% | FIE 5 L WDCPLAZEGERREER | {598 % DSCI Certified Privacy Lead Assessor
DCPLA certificationi& #1158 [ 5 %7 [ DCPLA 1 BIE&E 7 7 1 v ik { www.xhs1991.com } iZ T ZEDCPLAK
P 3l R

o 5t © DCPLAZE FE AR A BR- 5 B O Y& 45 5 - (8 Il s DCPLAR BHi58 [ [ www.goshiken.com | # B T
DCPLA |5 &L . REBER 5 BB TK 7> o— KL T <7 & WDCPLAR I 43l 4k


https://jp.fast2test.com/DCPLA-premium-file.html
https://www.mogiexam.com/DCPLA-exam.html
https://www.passtest.jp/DCPLA-exam.html
https://www.it-passports.com/DCPLA.html
https://www.pdc.edu/?URL=https%253a%252f%252fwww.mogiexam.com%252fDCPLA-exam.html
https://www.topexam.jp/DCPLA_shiken.html
https://www.northwestu.edu/?URL=https%253a%252f%252fwww.mogiexam.com%252fDCPLA-exam.html
https://www.xhs1991.com/DCPLA.html
https://bbs.pku.edu.cn/v2/jump-to.php?url=https%253a%252f%252fwww.mogiexam.com%252fDCPLA-exam.html

o {SHET & 2DCPLAKGER — [ &4%- K15 5 L WDCPLAB AR5 (1 € www.jptestking.com ) (Z & R D[]
DCPLA (RIS 5 H Y & ¥DCPLAT 2 b BRI E 4

o DCPLAZ2E &kl () DCPLAR P9 &na#all4k (| DCPLAZRIRER 1 44 ¢ ( www.goshiken.com) T=
DCPLA€#REL T, EHTKX V> o—FL TLZ & WDCPLABMK b L —=>7

o 5T © DCPLAZE FE AR A BR-7A B O YE /5 5 -8 Al 2 DCPLAB BHifi58 [ 7 = 7" 4 4 b+ > www.passtest,jp [15>
5> DCPLA <% Bl THEL . BRTX v v o—FL T < £ & »wDCPLABE RS

o (ST & 2 DCPLAZLE R — B A #%- K 5 L WDCPLAZ RG4S (1 { www.goshiken.com } > & -- DCPLA
e EBREL T ABERNE B TX Yy e —FL T8 WDCPLA%E Bk

o Bk ¥ T - IERER) % DCPLAZE FE ARG BR- B3 1 2 DCPLAR B8 [ 7 = 7" 4% 4k [ www.jpexam.com
(%5 [IDCPLA 1% BV THEL . BETX 7> o—FL T < £ & ODCPLABMK FL—=>7

¢ amiejtjb711937 levitra-wiki.com, anitaoann001106.birderswiki.com, brendaerof848499.wikinarration.com,
lewyscphm399504.bimmwiki.com, myportal.utt.edu.tt, myportalutt.edu.tt, myportalutt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
directorylandia.com, ronorp.net, tessixue402390.blog2 freedom com, myportal.utt.edu.tt, myportalutt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, www.stes.tyc.edu.tw, Disposable vapes

& 512+ MogiExam DCPLAK > 7" D — A BLFE okl CHRA4L S h Tw £ 3¢ hitpsy/drive.google.conm/open?
id=1vXp7BVIGNYWgKcexkeKTT ZXIr 2GM


https://www.jptestking.com/DCPLA-exam.html
http://centralohiocampfire.org/?s=DCPLA%25e5%25ad%25a6%25e7%25bf%2592%25e8%25b3%2587%25e6%2596%2599%20%25f0%259f%25a6%25af%20DCPLA%25e5%25b0%2582%25e9%2596%2580%25e7%259f%25a5%25e8%25ad%2598%25e8%25a8%2593%25e7%25b7%25b4%20%25f0%259f%2595%2595%20DCPLA%25e7%2584%25a1%25e6%2596%2599%25e8%25a9%25a6%25e9%25a8%2593%20%25f0%259f%25a7%25b4%20%25e4%25bb%258a%25e3%2581%2599%25e3%2581%2590%25ef%25bc%2588%20www.goshiken.com%20%25ef%25bc%2589%25e3%2581%25a7%25e2%2587%259b%20DCPLA%20%25e2%2587%259a%25e3%2582%2592%25e6%25a4%259c%25e7%25b4%25a2%25e3%2581%2597%25e3%2581%25a6%25e3%2580%2581%25e7%2584%25a1%25e6%2596%2599%25e3%2581%25a7%25e3%2583%2580%25e3%2582%25a6%25e3%2583%25b3%25e3%2583%25ad%25e3%2583%25bc%25e3%2583%2589%25e3%2581%2597%25e3%2581%25a6%25e3%2581%258f%25e3%2581%25a0%25e3%2581%2595%25e3%2581%2584DCPLA%25e8%25b3%2587%25e6%25a0%25bc%25e3%2583%2588%25e3%2583%25ac%25e3%2583%25bc%25e3%2583%258b%25e3%2583%25b3%25e3%2582%25b0
https://www.passtest.jp/DCPLA-mondaishuu.html
https://aiis.msu.edu/?s=%25e4%25bf%25a1%25e9%25a0%25bc%25e3%2581%25a7%25e3%2581%258d%25e3%2582%258bDCPLA%25e8%258b%25b1%25e8%25aa%259e%25e7%2589%2588%25e4%25b8%2580%25e5%259b%259e%25e5%2590%2588%25e6%25a0%25bc-%25e7%25b4%25a0%25e6%2599%25b4%25e3%2582%2589%25e3%2581%2597%25e3%2581%2584DCPLA%25e8%25b3%2587%25e6%2596%2599%25e5%258b%2589%25e5%25bc%25b7%20%25f0%259f%259f%25a1%20%7B%20www.goshiken.com%20%7D%25e3%2581%258b%25e3%2582%2589%25e2%2598%2580%20DCPLA%20%25ef%25b8%258f%25e2%2598%2580%25ef%25b8%258f%25e3%2582%2592%25e6%25a4%259c%25e7%25b4%25a2%25e3%2581%2597%25e3%2581%25a6%25e3%2580%2581%25e8%25a9%25a6%25e9%25a8%2593%25e8%25b3%2587%25e6%2596%2599%25e3%2582%2592%25e7%2584%25a1%25e6%2596%2599%25e3%2581%25a7%25e3%2583%2580%25e3%2582%25a6%25e3%2583%25b3%25e3%2583%25ad%25e3%2583%25bc%25e3%2583%2589%25e3%2581%2597%25e3%2581%25a6%25e3%2581%258f%25e3%2581%25a0%25e3%2581%2595%25e3%2581%2584DCPLA%25e5%25ad%25a6%25e7%25bf%2592%25e8%25b3%2587%25e6%2596%2599
https://www.jpexam.com/DCPLA_exam.html
https://amiejtjb711937.levitra-wiki.com/2311883/100_pass_plat_dev_301_reliable_valid_exam_salesforce_certified_platform_developer_ii_multiple_choice_vce_free
https://anitaoann001106.birderswiki.com/2325268/sap_sample_c_p2w43_2023_questions_sap_certified_associate_sap_s_4hana_asset_management_prep4away_accurate_exam_guide_for_your_studying
https://brendaerof848499.wikinarration.com/7718845/gcil_valid_test_bootcamp_reliable_gcil_test_braindumps
https://lewyscphm399504.bimmwiki.com/11814889/valid_c_fsm_2601_exam_papers_c_fsm_2601_pdf_question
https://myportal.utt.edu.tt/ICS/icsfs/2e7bb548-19d0-45bc-ae23-1244ac97e05d.pdf?target=66ec249e-86ba-49d9-8ae7-d56516fab047
https://myportal.utt.edu.tt/ICS/icsfs/3e00663e-5b22-4a5e-bca8-5f822bf45c29.pdf?target=18e523b2-51bb-4b37-914c-f18a09096789
https://myportal.utt.edu.tt/ICS/icsfs/59548532-674f-49a0-a503-4f5595a7e311.pdf?target=b498bfb9-43fc-466f-9551-40eeaaabeaf9
https://myportal.utt.edu.tt/ICS/icsfs/857687f9-b1ed-4cc7-abbc-4ecf6216dfe0.pdf?target=112fb2c2-cacc-4af9-aa39-1a9d705559ff
https://myportal.utt.edu.tt/ICS/icsfs/9b236bf0-d29f-48e7-a376-b3683baed32e.pdf?target=02c5bfe3-fae2-495b-b102-29685ded0f6f
https://myportal.utt.edu.tt/ICS/icsfs/bc7b32ce-1237-43f8-914a-015976096ec0.pdf?target=8a73da30-9905-4527-b38d-4b1254609e87
https://myportal.utt.edu.tt/ICS/icsfs/c2918304-b5bf-4e43-9cf6-85748ab2d244.pdf?target=4d816301-f1a9-4dd1-bc21-a88673b06673
https://myportal.utt.edu.tt/ICS/icsfs/ce598d6e-8265-424f-ac06-2240a47a63da.pdf?target=4d401a75-5741-4849-b02f-f3c3548d322f
https://myportal.utt.edu.tt/ICS/icsfs/de766d72-62ad-4d2d-a9f3-7a368f6e6e46.pdf?target=48b43e06-fffa-4ccd-8c2d-e4dcaec6c8dc
https://myportal.utt.edu.tt/ICS/icsfs/fc4a0ef2-3eff-4bb0-b357-c8f689f8080e.pdf?target=2beafccf-b1a0-431b-b451-9ca97f7aae6f
https://directorylandia.com/listings1137606/the-open-group-ogea-103-%25E5%25AD%25A6%25E7%25BF%2592%25E4%25BD%2593%25E9%25A8%2593%25E8%25AB%2587
https://ronorp.net/market/posts/pass-red-hat-ex200-exam-on-your-first-attempt-with-updated-preparation-dumps
https://tessixue402390.blog2freedom.com/41535740/pass-leader-1z0-1075-25-dumps-1z0-1075-25-braindump-pdf
https://myportal.utt.edu.tt/ICS/icsfs/1ece5bfc-a798-4bf5-bee6-f6134e30cdb9.pdf?target=31da8f8a-af4e-4126-871e-4984688c4ab3
https://myportal.utt.edu.tt/ICS/icsfs/58b13632-c5d7-43e4-a363-379204c3aac6.pdf?target=35674db5-0d89-46d4-a721-7ebdf196cc3f
https://myportal.utt.edu.tt/ICS/icsfs/5e91d93b-83aa-4356-9aa3-2f7f93135ee2.pdf?target=ecffb85f-22fc-4ba5-940b-bafff915653c
https://myportal.utt.edu.tt/ICS/icsfs/655584cc-01ac-4b80-878f-74576f2909d9.pdf?target=94eb7e68-71c6-4298-a15f-55ba936d1c50
https://myportal.utt.edu.tt/ICS/icsfs/6571ae8a-2ab5-4c0a-8536-041cba8b0566.pdf?target=80001a1b-82ee-468d-a9db-962d3abbed2f
https://myportal.utt.edu.tt/ICS/icsfs/8040fe5e-db26-4e00-8b4e-2187668f68af.pdf?target=ce782dd9-3a81-40ef-96e0-c67262e82465
https://myportal.utt.edu.tt/ICS/icsfs/9378b23e-c454-44a3-82c2-cdf35654c256.pdf?target=a00fc9be-1925-471c-a4ec-b91263cd9683
https://myportal.utt.edu.tt/ICS/icsfs/c3f13b03-b89f-4cc3-902b-b9738d118018.pdf?target=99199a41-f23c-41dc-94e7-77f889dcaa89
https://myportal.utt.edu.tt/ICS/icsfs/f3ce778a-5455-46a0-9563-a18c0fe45f03.pdf?target=13302b7d-0974-4cad-817d-502f186ad783
https://myportal.utt.edu.tt/ICS/icsfs/f4eafc13-28f4-4cd4-9b0b-b82a97310194.pdf?target=32871f72-b5ed-4bb6-a1b3-fefa766e2e4a
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3979968
https://frvape.com
https://drive.google.com/open?id=1vXp7I3V7GiNYWgjKcxkcKTT_ZXIr_2GM

