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o CMMC Model Construct and Implementation Evaluation: This section of the exam measures the evaluative

skills of cybersecurity assessors, focusing on the application and assessment of the CMMC model. It
Topic 1 includes understanding its levels, domains, practices, and implementation criteria, and how to assess
whether organizations meet the required cybersecurity practices using evidence-based evaluation.

¢ CMMC-AB Code of Professional Conduct (Ethics): This section of the exam measures the integrity of
cybersecurity professionals by evaluating their understanding of the CMMC-AB Code of Professional
Conduct. It emphasizes ethical responsibilities, including confidentiality, objectivity, professionalism,
conflict-of-interest avoidance, and respect for intellectual property, ensuring candidates can uphold ethical
standards throughout their CMMC-related duties.

Topic 2

¢ CMMC Governance and Source Documents: This section of the exam measures the capabilities of legal or
compliance advisors, covering key regulatory frameworks that govern cybersecurity compliance. Topics
include Federal Contract Information, Controlled Unclassified Information, the role of NIST SP 800-171,
DFARS, FAR, and the structure and requirements of CMMC V2.0, including self-assessments and
certification levels.

Topic 3

e CMMC Ecosystem: This section of the exam measures the skills of consultants and compliance
professionals and focuses on the different roles and responsibilities across the CMMC ecosystem
Candidates must understand the functions of entities such as the Department of Defense, CMMC-AB,
Organizations Seeking Certification, Registered Practitioners, and Certificd CMMC Professionals, as well
as how the ecosystem supports cybersecurity standards and certification.

Topic 4

Cyber AB Certified CMMC Professional (CCP) Exam Sample Questions
(Q65-Q70):

NEW QUESTION # 65
An OSC has submitted evidence for an upcoming assessment. The assessor reviews the evidence and determines it is not adequate
or sufficient to meet the CMMC practice. What can the assessor do?

A. Cancel the assessment.

B. Postpone the assessiment.

C. Notify the CMMC-AB.

D. Contact the C3PAO for guidance.

Answer: D

NEW QUESTION # 66

During a Level 2 Assessment, the OSC has provided an inventory list of all hardware. The list includes servers, workstations, and
network devices. Why should this evidence be sufficient for making a scoring determination for AC.1.2-3.1.19: Encrypt CUI on
mobile devices and mobile computing platforms?

A. The inventory list does not include Bring Your Own Devices.

B. The DoD has accepted an alternative safeguarding measure for mobile devices.
C. The interviewee attested to encrypting all data at rest.

D. The inventory list does not specify mobile devices.

Answer: D

NEW QUESTION # 67
Exercising due care to ensure the information gathered during the assessiment is protected even after the engagement has ended
meets which code of conduct requirement?

e A Information Integrity
¢ B. Respect for Intellectual Property
e C. Confidentiality



e D. Availability
Answer: C

Explanation:

The requirement to exercise due care in protecting information gathered during an assessment aligns with the principle
ofConfidentialityunder theCMMC Code of Professional Conduct (CoPC). This ensures that sensitive assessment data, findings, and
any Controlled Unclassified Information (CUI) remain protected even after the engagement concludes.

* Definition of Confidentiality in CMMC Context:

* Confidentiality refers to protecting sensitive information from unauthorized disclosure.

* In the context of a CMMC assessiment, it includes safeguarding assessment artifacts, findings, and other sensitive data collected
during the evaluation process.

* CMMC Code of Professional Conduct (CoPC) References:

* TheCMMC Code of Professional Conductstates that assessors and organizations must handle all collected information with
discretion andensure its protection post-engagement.

* Clause on"Maintaining Confidentiality"'specifies that assessors must:

* Not disclose sensitive information to unauthorized parties.

* Secure data in storage and transmission.

* Retain and dispose of data securely in accordance with federal regulations.

* Alignment with NIST 800-171 & CMMC Practices:

* CMMC Level 2 incorporates NIST SP 800-171 controls, which include:

* Requirement 3.1.3:"Control CUI at rest and in transit” to ensure unauthorized individuals do not gain access.

* Requirement 3.1.4:"Separate the duties of individuals to reduce risk" ensures that assessment findings are only shared with
authorized personnel.

* These requirements align with the duty toexercise due carein protecting assessment-related information.

* Why the Other Options Are Incorrect:

* (A) Availability:This refers to ensuring data is accessible when needed but does not directly relate to protecting gathered
information post-assessment.

* (C) Information Integrity:This focuses on preventing unauthorized modifications rather than restricting disclosure.

* (D) Respect for Intellectual Property:While related to ethical handling of proprietary data, it does not directly cover post-
engagement confidentiality requirements.

* TheCMMC Code of Professional ConductandNIST SP 800-171control requirements confirm thatConfidentialityis the correct
answer, as it directly pertains to protecting information post-assessment.

Step-by-Step Breakdown:Final Validation from CMMC Documentation:Thus, the correct answer isB.

Confidentiality.

NEW QUESTION # 68

In many organizations, the protection of FCI includes devices that are used to scan physical documentation into digital form and print
physical copies of digital FCI. What technical control can be used to limit multi- fimction device (MFD) access to only the systens
authorized to access the MFD?

A. Docummentation showing MFD configuration

B. Virtual LAN restrictions

C. Single administrative account

D. Access lists only known to the IT administrator

Answer: B

NEW QUESTION # 69

Which term describes the prevention of damage to. protection of, and restoration of computers and electronic communications
systems/services, including information contained therein, to ensure its availability, integrity, authentication, confidentiality, and
nonrepudiation?

A. Information security
B. Network security
C. Cybersecurity

D. Data security

Answer: C



NEW QUESTION # 70
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