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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q622-Q627):
NEW QUESTION # 622 
Which of the following offer "always-on" Internet service for connecting to your ISP? Each correct answer represents a complete
solution. Choose all that apply.

A. analog modem
B. cable modem
C. digital modem
D. DSL

Answer: B,D

NEW QUESTION # 623 
FILL BLANK
Fill in the blank with the appropriate term. A _______________device is used for uniquely recognizing humans
based upon one or more intrinsic physical or behavioral traits.

Answer:

Explanation:
biometric
Explanation:
A biometric device is used for uniquely recognizing humans based upon one or more intrinsic, physical, or
behavioral traits.
Biometrics is used as a form of identity access management and access control. It is also used to identify
individuals in groups that are under surveillance. Biometric characteristics can be divided into two main
classes:
1. Physiological: These devices are related to the shape of the body. These are not limited to the fingerprint,
face recognition, DNA, hand and palm geometry, and iris recognition, which has largely replaced the retina and
odor/scent.
2. Behavioral: These are related to the behavior of a person. They are not limited to the typing rhythm, gait, and
voice.

NEW QUESTION # 624 
Michael decides to view the-----------------to track employee actions on the organization's network.

A. Firewall settings
B. Firewall policy
C. Firewall log
D. Firewall rule set

Answer: C

Explanation:
Michael would view the firewall log to track employee actions on the organization's network. Firewall logs are records of events that
are captured by the firewall. They typically include details about allowed and denied traffic, network connections, and other
transactions through the firewall. By analyzing these logs, network administrators can monitor network usage, detect unusual patterns
of activity, and identify potential security threats or breaches.
References: The importance of monitoring firewall logs is emphasized in the EC-Council's Certified Network Defender (C|ND)
program. It is part of the network traffic monitoring and analysis, which is crucial for detecting and responding to incidents on the
network123.



NEW QUESTION # 625 
Which of the following recovery plans include specific strategies and actions to address the specific variances assumptions lead to a
particular safety problem or emergency situation?

A. Business Continuity Plan
B. The emergency plan
C. None
D. disaster survival plan

Answer: B

NEW QUESTION # 626 
Which type of risk treatment process Includes not allowing the use of laptops in an organization to ensure its security?

A. Risk avoidance
B. Reduce the risk
C. Mitigate the risk
D. Eliminate the risk

Answer: A

Explanation:
The risk treatment process that includes not allowing the use of laptops in an organization to ensure its security is known as risk
avoidance. Risk avoidance is a strategy that involves identifying a potential risk and making the decision to not engage in the activity
that presents the risk. In the context of information security, this could mean choosing not to use certain technologies or systems that
could pose a security threat. By not using laptops, an organization can avoid the risks associated with loss, theft, or unauthorized
access that laptops, being portable, are particularly susceptible to.
References: The answer aligns with the principles of risk management in network security, as outlined in the Certified Network
Defender (CND) course by EC-Council, which emphasizes understanding and applying the appropriate risk treatment strategies,
including avoidance, mitigation, transfer, and acceptance.

NEW QUESTION # 627
......
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