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HR #195
Jony, a security analyst, while monitoring IIS logs, identified events shown in the figure below.

What does this event log indicate?

A. XSS Attack

B. Directory Traversal Attack
C. SQL Injection Attack

D. Parameter Tampering Attack
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HH #196

Youare a Level 1 SOC analyst at a critical infrastructure provider. Threat actors infiltrated the network and exfiltrated sensitive
system blueprints. Before detection, they executed commands that altered system logs, wiped forensic artifacts, and modified
timestamps to mimic normal activity. They also manipulated security monitoring tools to prevent unusual login events from being
recorded. Which APT lifecycle phase does this represent?

A. Cleanup

B. Search and Exfiltration
C. Initial Intrusion

D. Expansion

EfE: A

TR

Cleanup is the phase where adversaries attempt to cover their tracks and reduce the chance of detection or attribution. The
described behaviors-altering logs, wiping forensic artifacts, modifying timestamps, and tampering with monitoring tools-are classic
defense evasion and anti-forensic actions. In SOC nvestigations, these actions indicate the attacker is prioritizing stealth and
persistence after completing objectives, making reconstruction more difficult. Search and exfiltration focuses on locating valuable
data and transferring it out; while that happened earlier, the key activities described are about removing evidence and obscuring the
timeline. Initial intrusion refers to the first entry (phishing, exploit, stolen credentials).

Expansion refers to broadening access (lateral movement, privilege escalation) across the environment. The scenario explicitly
emphasizes manipulating logs and monitoring to hide activity and prevent alerts, which aligns most closely with cleanup. For
defenders, this phase drives urgency: isolate affected systens, preserve volatile data quickly, validate logging pipelines, and use
independent telemetry sources (network flows, cloud control-plane logs, immutable logging) to rebuild the attack chain despite

tampering,

HA #197

The Security Operations Center (SOC) team is investigating a suspected malware incident during the Analysis Phase of their incident
response process. Their primary goal is to validate the mitial detection, ensure the threat is real, and gather critical intelligence to
understand the scope of the attack. Which action should the SOC team take to confirm initial findings and elimmate false alarms?

A. Root-cause analysis

B. Verify generated logs

C. Scan the enterprise environment and update the scope
D. Verify false positives

Ef#: D

fi .-

During the Analysis phase, one of the first SOC objectives is to validate that the alert reflects malicious activity rather than benign
behavior. "Verify false positives" most directly captures this: analysts review alert evidence, confirm telemetry correctness, validate
the triggering conditions, and look for corroborating artifacts (process lineage, file hashes, network connections, user actions) to
decide whether the alert is a true positive. This prevents wasted effort and reduces disruption from unnecessary containment actions.
"Verify generated logs" is too vague; log verification is a supporting activity, but the decision point is determining whether the
detection is a false positive or a real incident. Scanning the enterprise and updating scope is typically done after mitial validation
confirms the threat, because scoping consumes resources and should be targeted. Root-cause analysis usually comes later, once you
have confirmed the incident and stabilized containment, since RCA requires deeper investigation and often broader evidence
collection. In SOC practice, validating false positives early improves response quality and ensures subsequent scoping and
containment are justified and proportionate.

M #198
Which of the following is a default directory ina Mac OS X that stores security-related logs?

A. /var/log/cups/access_log
B. /Library/Logs/Sync

C. /private/var/log

D. ~/Library/Logs

IEf#: D



HA #199
Chloe, a SOC analyst with Jake Tech, is checking Linux systers logs. She is investigating files at /var/log/ wtmp.
‘What Chloe is looking at?

e A. Frror log

¢ B. Systemboot log

¢ C. Logn records

¢ D. General message and system-related stuff

Ef#: C

TR

The /var/log/wtmp file in Linux systemns is used to record all logins and logouts. The wtmp file is a binary file that can be read with
tools like last, which can display the login history of all users or a specific user, as well as the times of system reboots and
shutdowns. SOC analysts, like Chloe, would inspect this file to track user activities and investigate potential unauthorized access or
other security incidents.

References: The EC-Council's Certified SOC Analyst (CSA) course provides extensive training and knowledge on SOC
operations, including log management and correlation. The CSA certification emphasizes the importance of understanding various log
files and their purposes within a Linux system as part of the SOC analyst's role12. For more detailed information, the EC-Council's
official CSA study guides and resources should be consulted.
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