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The content of our NSE6 SDW_AD-7.6 exam questions emphasizes the focus and seizes the key to use refined
NSE6_SDW_AD-7.6 questions and answers to let the learners master the most important information by using the least amount of
them. And we provide varied finctions to help the learners learn our NSE6 SDW_AD-7.6 Study Materials and prepare for the
exam. The NSE6_ SDW_AD-7.6 self-learning and self-evaluation finctions help the learners the learners find their weak links and

improve them promptly .

Fortinet NSE6_SDW_AD-7.6 Exam Syllabus Topics:

Topic

Details

Topic 1

Rules and routing: This section explains how to design and apply SD-WAN rules to control traffic steering
across mutltiple WAN links. It also includes configuring SD-WAN routing to ensure proper path selection
and connectivity between networks.

Topic 2

Centralized management: This domain focuses on deploying and managing SD-WAN using FortiManager
for centralized control. It includes implementing branch configuration deployment and using SD-WAN
Manager with overlay orchestration to simplify large-scale network management.

Topic 3

SD-WAN setup: This domain covers how to deploy an enterprise SD-WAN environment by designing
SD-WAN members and zones and configuring them for efficient traffic management. It also focuses on
implementing Performance SLLAs to monitor link quality and ensure applications use the best available path.

Topic 4

SD-WAN troubleshooting; This domain explains how to diagnose and resolve issues related to SD-WAN
operation. It includes troubleshooting SD-WAN rules, session behavior, routing problems, and ADVPN
connectivity to maintain reliable network performance.

Topic 5

Advanced [Psec: This section covers the deployment of advanced IPsec configurations within SD-WAN
environments. It includes implementing hub-and-spoke IPsec topologies, configuring ADVPN, and
supporting multihub, multiregion, and large-scale secure SD-WAN deployments.

Fortinet NSE 6 - SD-WAN 7.6 Enterprise Administrator Sample Questions

(Q62-Q67):

NEW QUESTION # 62
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(Refer to the exhibit.
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You configure SD-WAN on a standalone FortiGate device.
You want to create an SD-WAN rule that steers traffic related to Facebook and LinkedIn through the less costly internet link.
What must you do to set Facebook and LinkedIn applications as destinations from the GUI? Choose one answer.)

A. Install a license to allow applications as destinations of SD-WAN rules.

B. Enable the visibility of the applications field as destinations of the SD-WAN rule.

C. In the Internet service field, select Facebook and LinkedIn.

D. You cannot configure applications as destinations of an SD-WAN rule on a standalone FortiGate device.

Answer: C

Explanation:

In FortiOS 7.6, SD-WAN rules can steer traffic based on Internet Services, which represent predefined application and service
signatures maintained by FortiGuard. Common applications such as Facebook and LinkedIn are included in the Internet Service
database.

According to the FCSS SD-WAN 7.6 curriculum, when configuring an SD-WAN rule from the GUI on a standalone FortiGate
device, applications are selected as destinations using the Internet service field, not by enabling a separate application destination
field. The exhibit highlights the Internet service option under the Destination section, which is the correct method to match traffic for
specific applications.

Option A is incorrect because there is no GUI option to enable application visibility as destinations for SD- WAN rules. Application
matching is already abstracted through Internet Services.

Option C is incorrect because standalone FortiGate devices fully support application-based steering using Internet Services in SD-
WAN rules.

Option D is incorrect because no additional license is required to use Internet Services in SD-WAN rules.

This functionality is included in FortiOS and relies on the built-in FortiGuard Internet Service database.

Therefore, to steer Facebook and LinkedIn traffic through a specific WAN link, you must select Facebook and LinkedIn in the
Internet service field, which corresponds to option B.



NEW QUESTION # 63
You manage an SD-WAN topology and you will soon deploy 50 new branches.
Which two tasks can you do in advance to simplify this deployment? (Choose two.)

A. Create model devices.

B. Define metadata variable values for each device.
C. Create a policy blueprint.

D. Create a zero-touch provisioning (ZTP) template.

Answer: A.B

Explanation:

Define metadata variable values for each device: Preparing metadata variables (like branch ID, site IP, WAN gateway, etc.) in
advance ensures smooth automation when deploying new branches, as FortiManager uses these variables to customize
configurations automatically for each device.

Create model devices: Creating model devices in FortiManager allows predefinition of configuration templates and mappings, so
when real devices connect, they automatically inherit their intended configuration - greatly simplifying large-scale SD-WAN
onboarding,

NEW QUESTION # 64

You use the FortiManager SD-WAN overlay orchestrator to prepare an SD-WAN deployment.

Using information provided through the SD-WAN overlay template wizard, FortiManager creates templates that are ready to install
on the spoke and hub devices. Which three templates are created by the SD-WAN overlay orchestrator for a spoke device?
(Choose three.)

A. Static route template
B. CLI tenplate

C. BGP tenplate

D. Rules template

E. IPsec tunnel template

Answer: A,D,E

Explanation:

The SD-WAN Overlay Orchestrator automatically generates the key building blocks required for spoke deployment based on the
wizard nputs. For spokes, it creates SD-WAN rules templates to define traffic steering behavior, static route templates to ensure
proper reachability toward overlay and underlay networks, and IPsec tunnel templates to build the overlay VPN connections toward
hubs. These three components together form the complete spoke-side SD-WAN deployment structure generated by the
orchestrator.

NEW QUESTION # 65
Which two features must you configure before FortiGate can steer traffic according to SD-WAN rules? (Choose two.)

A. Security profiles
B. Underlay links
C. Firewall policies
D. Overlay links

E. Traffic shaping

Answer: B,C

Explanation:

SD-WAN rule-based steering depends on having usable WAN paths defined in the SD-WAN fabric and a policy framework that
allows traffic to be evaluated and redirected accordingly.

Underlay links must be configured so FortiGate has reachable physical or logical WAN interfaces to build SD-WAN paths and
perform path selection. Firewall policies are also required because SD-WAN rules are evaluated within policy processing, and
without an appropriate policy, traffic cannot be matched and steered through SD-WAN logic.



NEW QUESTION # 66
Refer to the exhibit that shows a diagnose output on FortiGate.

pke_fgt # diagnose sys sdwan advpn- »ON

Session head(jfk-0-HUB1:1) F HTInET

(1) Service ID(3), last access(4136110), remote health check info(3)

Selected path: local (HUB1-VPN1l, portl) gw: 152.2.0.1 remote IP: 203.0.113.1
(1%92.168.1.2)

Remote information:

1: latency: 1.833133 jitter: 0.482600 pktloss: 0.0Q0000 "'m&s: 4.403007 sla: Ox1
cost: 0 remote gw: HUBL1-VPN1l transport groupgl L bardwidth up: 102395 down: 10239
bidirection: 2048 ipv4: 203.0.113.1 (0¥ 1e8).1.2) ipve

::1bc2 (20e6:7elc:fe7f:0:1c:256H 34§ N:1D5ck)

2: latency: 1.725933 jat€er: 9469833 pktloss: 0.000000 mos: 4.403073 sla: 0Oxl
cost: 0 remote gWEMHBB® VPN2 transport group: 1 bandwidth up: 10239 down: 10239
bidirection: 2048™ipv4: 203.0.113.9(192.168.1.66) ipvé
6465:7228:3229:2c20:6c6f:6361:6c20:636£(7374:2830:292c:2073:6563:7465:6400)

3: latency: 1.240333 jitter: 0.269700 pktless: 0.000000 mos: 4.403513 sla: Oxl
cost: 0 remote gw: HUB1-VPN3 transport_group: 0 bandwidth up: 9999999 down:
9999999 bidirection: 19999998 ipv4: 172.16.0.9(192.168.1.130)

Based on the output shown in the exhibit, what can you say about the device role and how it handles health checks?

A. The device is a spoke. It receives health-check measures for the tunnels of another spoke.

B. The device is a hub. It receives health-check measures for the tunnels of a spoke.

C. The device is a spoke. It provides embedded health-check measures for each tunnel to the hub.
D. The device is a hub. It receives embedded health-check measures for each tunnel from the spoke.

Answer: C

Explanation:

The diagnose output shows muiltiple ADVPN tunnels (HUB1-VPN1, HUB1-VPN2, HUBI1-VPN3) with detailed latency, jitter,

and packet loss values being reported for each. In ADVPN, the spoke performs embedded health checks and provides the hub with
the performance metrics for each tunnel. Therefore, the device in the exhibit is a spoke, and it is sending health-check measurements
for each tunnel to the hub.
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