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FS BIG-IP Administration Control Plane Administration Sample Questions
(Q11-Q16):

NEW QUESTION # 11
A BIG-IP Administrator needs to check the memory utilization on a BIG-IP system. Which two methods can the BIG-IP
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Administrator use? (Choose two.)

A. Go to Statistics > Module Statistics > Memory in the configuration utility

B. Run the tmsh show /sys memory command

C. Run the tmsh show /sys traffic command

D. Go to Statistics > Module Statistics > Traffic Summary in the configuration utility

Answer: A.B

Explanation:

Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents: Reporting device
status includes monitoring physical resource exhaustion, such as memory48. The Control Plane provides both a command-line
method via TMSH (show /sys memory) and a graphical method under Statistics > Module Statistics > Memory to report on how
memory is allocated across TMM and the Linux host494949494949494949. This is essential for identifying potential "Aggressive
Mode" triggers or hardware performance bottlenecks50.

NEW QUESTION # 12
Administrative user accounts have been defined on the remote LDAP server and are unable to log in to the BIG-IP device.
Which log file should the BIG-IP Administrator check to find the related messages? (Choose one answer)

A. var/log/tm

B. var/log/user.log
C. /var/log/secure
D. /var/log/messages

Answer: C

Explanation:

When BIG-IP is configured to use remote authentication (such as LDAP), all authentication and authorization attempts-including
successes and failures-are logged to /var/log/secure.

For LDAP-based administrative login issues, /var/log/secure contains:

* LDAP authentication failures

* PAM authentication errors

* Authorization and access-denied messages

* Details explaining why a remote user could not log in

Why the other options are incorrect:

* fvar/log/user.log is not a standard BIG-IP log file for authentication.

* /var/log/ltm logs traffic management events, not user authentication.

* /var/log/messages contains general system messages but not detailed authentication failure information.
Therefore, the correct log file to troubleshoot LDAP administrative login failures is /var/log/secure.

NEW QUESTION # 13

A local user account (Users) on the BIG-IP device is assigned the User Manager role. Userl attempts to modify the properties of
another account (User2), but the action fails. The BIG-IP Administrator can successfully modify the User2 account. Assuming the
principle of least privilege, what is the correct way to allow User1 to modify User2 properties?

A. Grant User administrator privileges

B. Modify the partition access for Userl

C. Move Userl to the same partition as User2
D. Move User? to the same partition as Userl

Answer: B

Explanation:

In F5 TMOS, administrative roles and user permissions are partition-specific. The User Manager role allows an account to manage
other user accounts, but this authority is restricted to the administrative partitions to which the User Manager has been granted
access.

* Partition Awareness: If User! (the User Manager) attempts to modify User2 and fails, while the full Administrator succeeds, it
indicates that User2 resides in a partition where User] does not have management rights.



* Principle of Least Privilege: This principle dictates that a user should be given only the minimum level of access necessary to
perform their job finctions.

* Procedural Solution: Granting "Administrator" privileges (Option B) would violate least privilege by giving User! full control over
all system settings and all partitions. Moving users between partitions (Options A and C) might disrupt the organizational security
structure. The correct and most secure administrative action is to modify the partition access for User] to include the partition where
User?2 is located. This enables User] to manage User2's properties while maintaining their restricted role as a User Manager.

NEW QUESTION # 14
A BIG-IP Administrator needs to find which modules have been licensed for use on the BIG-IP system. In which section of the
Configuration Utility can the BIG-IP Administrator find this information?

A. System> Support
B. System> Platform
C. System> Resource Provisioning
D. System> Services

Answer: C

Explanation:

Identifying the current device status includes knowing which software modules (such as LTM, ASM, or APM) are active and how
much hardware resource (CPU/Memory) is allocated to then¥0404040. The System > Resource Provisioning screen displays the
licensing status and allows the administrator to set the provisioning level (Nominal, Dedicated, or Minimum) for each module.

NEW QUESTION # 15
A BIG-IP Administrator must determine ifa Virtual Address is configured to fail over to the standby member of a device group. In
which area of the Configuration Utility can this be confirmed?

A. Device Management > Overview

B. Device Management > Traffic Groups
C. Device Management > Devices

D. Local Traftic > Virtual Servers

Answer: D

Explanation:

Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Admmnistration documents: To re27port the
current status of high availability for specific traffic, an administrator must verify the Traffic Group association28. In the Configuration
Utility, Virtual Server properties include the Virtual Address settings where the "Traffic Group' is assigned29292929. Ifthe Virtual
Address is assigned to a floating traffic group (like traffic-group-1), it is configured to fail over to the standby member30303030.

NEW QUESTION # 16
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