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Which security issue affecting network performance can be identified using collected data in network assurance?

A. TCP handshake failures
B. DDoS attacks
C. SQL injection attacks
D. DNS resolution failure

Answer: B

Explanation:
DDoS attacks are a security issue affecting network performance that can be identified using collected data in network assurance,
enabling proactive threat mitigation.

NEW QUESTION # 33 
In which scenario would deploying an endpoint agent on Room OS devices be most beneficial?

A. Assessing DNS server performance
B. Analyzing web application performance
C. Monitoring WAN performance
D. Diagnosing real-time streaming issues

Answer: D

Explanation:
Deploying an endpoint agent on Room OS devices would be most beneficial for diagnosing real-time streaming issues, allowing for
comprehensive monitoring and troubleshooting.

NEW QUESTION # 34 
Which integration type enables seamless data exchange between Cisco technologies and third-party ITSM platforms?

A. Open telemetry
B. API
C. SNMP
D. Alerting thresholds

Answer: B

Explanation:
API integration enables seamless data exchange between Cisco technologies and third-party ITSM platforms, facilitating automation
and interoperability in network assurance.

NEW QUESTION # 35 
According to RFC 7276, which monitoring approach is more likely to be used for compliance auditing in real-time environments?

A. Active monitoring
B. Passive monitoring
C. Neither, as RFC 7276 does not discuss compliance auditing
D. Both active and passive monitoring

Answer: A

NEW QUESTION # 36 
What type of alert rule configuration is used to monitor TCP protocol behavior in network assurance?

A. Congestion-based rules
B. Error counters-based rules
C. Performance-based rules



D. State-based rules

Answer: C

Explanation:
Performance-based rules are used to monitor TCP protocol behavior in network assurance by setting thresholds for metrics such as
round-trip time (RTT), retransmission rates, and TCP connection establishment times to detect anomalies and trigger alerts when
performance deviations occur.

NEW QUESTION # 37
......
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